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1. O6aacTh NpUMeHEHHS

1.1. Hacrosmuuii CTaHAApT MPEANPUITHS YCTAHABIMBACT NapOJBHYIO MOIUTHKY 000
«Du+ Jumxurany (nanee Komnanun).

1.2. Hacrosmuil cTapmapT TPEANpPUSTUAS PACHPOCTPAHACTCA Ha BCEX [0JIb30BaTENEH
nHpOPMAIOHHBIX cucTeM KoMImaHuu.

1.3. Hacrosiuuii CTaHAApT NPEANPHUATHS BXOIUT B COCTaB HOPMATUBHBIX NOKYMEHTOB
cucTeMbl yrpasienus Komnanuu.

2. HopmaTuBHBIE CCHUIKH
B nmacrosmem CTaHJapTe MCIOJIB30BaHbI CCBUIKM Ha CJIEYIOIHNE TOKYMCHThI

- CTII 003-2018 «YnpapieHue T0CTYIIOM K HHYOPMAIL[HOHHBIM PeCypcam HC».

3. CokpauleHus U onpeaejieHus
3.1. B pacrosmeM CTaHapTC UCIIOJIB3YIOTCH cleayrommume COKpaleHus:

UB - unpopmannonHas 6€301aCHOCTb;
UT — uadopMaimOHHEIE TEXHOJIOTUH;
U C — uadopmanioHHas CUCTEMA.

3.2. B HacTOAIIEM CTaHIapTe UCIIOIB3YIOTCS CICIYIOIUE ONPENCTCHMS:

Komnanusi 00O «QH+ JMKATATY, a TAKOKE MapTHEPBI, ABJIIOIIMECS 0Ib30BATC/IAMA
WM aJMHHECTpaTopaMu uH(popMauuoHHbX cucteM OO0 «OH+ JIMoKUTaT», MOANMCABIINC
COOTBETCTBYIOIINE COTJIAIIEHHMS.

Moapasaenenuss Wb — monpaszgenenue (pabOTHHK), OTBETCTBCHHOE 32 KOHTPOIb
obecreuenns UMb Kommanuu, 160 OpraHH3alys, OCYLIECTBIAIONIAs TaKkue QYHKIMK IO T0r0BOPY
BO3ME3/IHOTO OKa3aHus yCIIyT.

UT cayxba — monpasaeneHue (paboTtHuk) KoMmaHuu, OCYIISCTBISIOLICE ¢yuxuuu UT
obecrieyenns KoMmanuy, MO0 OpPraHM3allds, OCYIIECTBILIOMAs Takue (YHKIMH IO JOrOBOPY
BO3ME3/IHOTO OKa3aHUs yCIyT.

Ioab3oBaTen WHPOPMAIMOHHON CHCTeMBI —. BCe PaOOTHHKH Kommanuu (1ITaTHbIE,
BpEMEHHbIE, PabOTAIOIMe 110 KOHTPAKTy M T.I.), @ TaKXke BCE NpOYHMe JHMMa (MOaPSIIYUKH,
ayoMTOpHl M T.L.), 3aperucrpupoBadHble B MC Kommammu B TOpSZAKE, YCTaHABIHBACMOM
HACTOSIIMM  CTaHJApTOM, ¥ MOJyYMBIIME [paBa Ha JOCTym K HH(POpPMaLMOHHBIM
pecypcam/CHCTEMaM B COOTBETCTBHH ¢ QYHKIMOHATbHBIME 00S3aHHOCTAMH.

AJIMHHHCTPATHBHBIH MapoJjb — Mapoib I aJMHUHUCTPATHBHON YYETHOH 3alUCH C
paCIIMPEHHBIMA PUBUIETHAME JIOCTYIa B HHPOPMALMOHHOH CHCTEME.

4. O0umue MOJIOKEHHUS

4.1. Tlaponu, mnpenocTaBiseMble paOOTHUKAaM i1  OCYWIECTBICHHsS — AOCTyIa K
HHQOPMAIIMOHHBIM pPecypcam/CHCTeMaM, JIEKaT B OCHOBE BCEX MPOrpaMMHO-TEXHHHUCCKHUX
MEXaHH3MOB obecredeHns HHbOopMaIMoHHoN GesonacHocTy Kommanuu. HecoOmoneHne MpaBul
BHIOOpa, XpaHeHHWss ¥  HCIONB30BAaHMsS MApOJed MOXXET IIPUBECTH K  HapyIICHHUIO
KOH(HIEHIUATLHOCTH, IETOCTHOCTH THO0 NOCTYHHOCTH HH(OPMALIHOHHBIX PECYPCOB M IOBJICHDL
npuynHeHue ynepoba Komnanuu.

4.2. HacTosmuil cTaHmapT yCTaHABIMBaeT TpeOOBaHUsA K MOPSIKY BbIOOpa, XpaHEHHUS,
UCIIONB30BAHMS, IEPUOJAMYHOCTH CMEHBl Mapojed M JAPYTUM BOIpPOCaM, CBS3aHHBIM C
NpAMEHEHHEM MEXaHU3MOB IapOJILHOM ayTeHTH(QUKAMM B HHQPOPMALMOHHBIX CHCTEMaX
Komnanuu.

4.3. TpeGoBaHHs HACTOSIIETO CTAHJAPTA DPACIPOCTPAHSAIOTCS Ha BCEX I0IB30BATENEH
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KoMmaHuy, 3aperncTpupoBanHbiX B VIC B YCTaHOBIEHHOM NOPAIKE W TOJYYHMBIIMX TPABO HA
JOCTYII K pecypcaM KOpIOpaTHBHO# CETH B COOTBETCTBUH € PYHKIHOHATbHBIMH 00513aHHOCTSAMH.

4.4. JIng OTHENbHBIX KATErOpHH  MOJb30BaTENeH KOPIIOpPaTUBHOM ~ CETH  MOTYT
CyLIlecTBOBaTh 0COOBbIe TpeOOBaHHSA MO BHIOOPY, XPAaHEHWIO W HCTIONB30BAHHIO napoJiei.
Peanu3aius TaHHBIX TPEOOBAHMI OCYIIECTBISICTCS P HATMYMM TEXHMYECKOH BO3MOKHOCTH U
cornacosanuio ¢ [Tonpasnenenuem Mb.

5. OcHoBHbIE TPeOOBaHHSA

5.1. JUis perucTparuu HoBoro paGoTHMKa KOMIaHMM WM MOAPSIHOH OpraHu3aliH
HeobxomuMo momath B UT ciyxOy 3ampoc B coorsercreun ¢ CTIT 003-2018 «YTpaBieHHe
JIOCTYNOM K MH(}OpMamoHHBIM pecypcam MCx.

5.2. Tlapoma s mocTynma K MH(QOPMaMOHHBIM pecypcam/cucTeMaM [peI0CTaABIAIOTCA
nonb3oBatensM Kommanum paborauxkamu MT cryxObl Mpy perucTpaldu STHX pabOTHUKOB B
KauecTBEe IOJIb30BaTeNIel KOpnopaTUBHOM ceTu. IIpu momydyeHHH maposisd Mojb30BaTelb o0s13aH
IPOM3BECTH 3aMeHy O5TOr0 Mapoisi Ha HOBbIA. B jpanpHeimem MOJp30BaTeNb  JOJDKCH
OCYIIECTBJIATH CMEHY CBOMX Iapojied CaMOCTOSTENBHO B COOTBETCTBHM C TpeOOBaHUAMH
HACTOSIIIIETO CTaHAapTa.

5.3. Tlonp3oBareny HHGPOPMAIMOHHBIX CHCTEM JOJDKHBI IPOM3BOAMTL CMEHY CBOMX
naporneif He pexe, 9eM pa3 B kBapTail. [10p30BaTeM CUCTEMHBIX W aIMMHACTPaTHBHbIX 3amuceit
JIOJKHBI COTJIACOBATH YacTOTY 3aMeHbl maposieil ¢ [lonpasnenennem Mb.

5.4. C uenplo IpefOTBpAIlEHHs HECAHKIHOHMPOBAHHOIO IOCTyNa K pabouum MecTaM
IOJIb30BaTeNel, a TAKXKE K pecypcaM KOPIOPATHBHOM CETH C HCIIOIBb30BAHUCM HyXKHX YHUCTHBIX
samuceil (MMeH IIONb30BaTeseil), IONb30BaTeNd  OOs3aHbI OIOKMpOBaTh OKPaHbl CBOHMX
KOMITBIOTEPOB B CJIy4ae OCTABJICHHS MMH CBOEr0 pabovero MecTa HaXaTHeM Ha KOMITBIOTEPHOM
KIaBuatype Habopa knapuin Ctrl+Alt+Del u nanee - KHONKHA «bIOKHPOBATH KOMIIBIOTEPY.

5.5. Bce BbIOMpaeMble MMOJIH30BATENSMH NAPOJH JOJDKHBI OTBEYATh NPHBEICHHAIM HUKC
TpeOOBaHUSAM:

— CozepaTh TPH TPYIITEI CUMBOJIOB M3 YETHIPEX: MPOIUCHBIE OYKBEI (a-Z, a-s1), 3arJIaBHbIE
OykBbl (A-Z, A-51), mudpsl, cienraIbHbIC CUMBOJIBI (@#$%&*()_+|~-=\"{}[]1:";'<>7../)

— CozepikaTh He MeHee 8 CHMBOJIOB, aIMUHUCTPATUBHBIH ITAPOJIb HE MEHES 13 cuUMBOJIOB.

— M4 yueTHOM 3anucu HUKaKUM 006pa3oM MOJHOCTBIO MM JaCTHYHO HE OJDKHO BXOIUTE B
COCTaB MapoJIs.

—Ilaponb He MOJDKEH SBIATBCS KOMOWHALMEH MOBTOPSIOIIMXCS ONMHAKOBBIX CHMBOJIOB
(zzXXYyYY, XxXx11122).

— Ilaponb He JOJDKEH SIBIATBCSA IPYNIOH CHMBOJIOB, IOCIEN0OBATEIBHOCTS PACIOIOKEHAM
KOTOPBIX Ha KJIABHATYypE JIETKO BbIYKCIseTca (Hanpumep, 1234, qWerty, zXc123 u T.11.).

— He sBIATBCS NEpcOHaTbHOU MH(pOpMalMed (MMEHa WICHOB CEMBH, ajapeca, TenedoHBl,
JaThl pOXKACHUS U T.IL.).

5.6. Tlomp3oBaTenaM MOTYT BHIOpATh JIETKO 3allOMHHAIOUIMECS IApOJIH, KOTOPhIC B TO KC
BpeMsl ABNISAIOTCS TPYAHO yraJbIBAEMBIMH ISl IPYTHX JIULL, T.C. ABIATHCS CJIOXHBIMH, CCIIH oynmer
BBIIIOJIHEHO XOTsI OBI OJTHO U3 CIELYIOIUX YCIOBHIA:

— Heckonbko CJOB HamMCaHbl CAMTHO (Takue IIApOJId HW3BECTHBI IO Ha3BaHMEM
«passphrases»);

— IIpu Habope clOBa Ha KJaBHAType MCHOIb30BaHbI KIABUIIN, CMEIICHHBIE OTHOCHTEIHEHO
HY>XHBIX Ha OJIMH DS BBEPX, BHU3, BIPABO WK BIICBO;

— CoBO HAbpPaHO CO CMEIIEHMEM Ha ONpPEeIEHHOe KONMYECTBO OYKB BBEPX HJIM BHU3 110
angaBury;

— KomGunanwms updp u 00bI9HOTIO CIIOBA;
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— HamepeHHO HENpaBUIILHOE HAMMCaHUE CJI0BA (H0o He OOBIYHAsd B JAHHOM CJIOBE
opporpaduyeckas omudKa);
— CTpouka cTHxa.

5.7. 3ampemaercs WCTOIB30BaHHE IYCTHIX TNapoNied M MapoNed «I0 YMOTYAHHIOY,
Ha3HAYAEMbBIX NPOM3BOMMTENAMH 60 paspaborunkamu I10 u 06opynoBaHus. JlaHHBIE NTApOJIH
JOJKHBI MEHSTBCS aJMHHMCTPaTopaMH B IPOLECCE HACTPOWKH Ha COOTBETCTBYIOLIME
TpeGOBaHMSIM HAaCTOSIIEro CTaHAapTa.

5.8. Padornuku WT coyxObl Tam, IA€ 3TO BO3MOXHO, [IOJDKHBI HAcTpauBaTk B
OTIePALMOHHBIX CHCTEMAX U IPUIOKEHUSX CIIEIyIONIHe NapaMeTPbl TapOJIbHOM TIOTUTHKH:

— MuHMManbHas [UTHHA IApOoJIs — 8 CUMBOJIOB;

— ITapois TOJKEH OTBEYATh TPEGOBAHUSM CIOKHOCTH TL.IL5.5-5.6;

— MaxcHMalbHBI# CpoK AeicTBis napons — 90 xuei;

— MuHMMaJBHBIA CPOK JeWcTBUs mapoisd — 20 JHeH;

— HemoBTopsemocTh napoeii (xpanuthb 20 mpeabITymX);

— Wcnonp3oBanue Mu(poBaH¥s P XpaHEHUH [IapOJIEH;

— ABToMaTHueckas OJOKHPOBKAa IIOJB30BATENbCKMX YUYETHBIX 3aluceil mocie 100
HEy[AuHBIX TIONBITOK BBEIEHHMs [apojsl. ABTOMATHYECKas Pa30IOKHPOBKA IOJIB30BATEIHCKOIO
napoJys — 10 muH.

5.9. Pabormuku UT cuyxObl Takke OCYIIECTBISIOT HACTPOHKY Ha Dabo4YMX MecTax
[0JIb30BaTeNel OJIOKHPOBAaHUS 3KPaHOB (NP ITOMOIIM 3alapONEHHOIO «XpaHUTEIId SKpaHa)
yepe3 10 MMHYT HEaKTHBHOCTH mojk3oBaresis. [lo coriacoBaHuio c [Nonpasnenenuem Hb
CO3IAIOT HCKITIOUEHHS IS TOJb30BaTeNel, K KOTOPHIM JaHHas OJOKMPOBKA HE MOXET OBITh
IpEMEHEHA W H3MEHEHO BPeMsI OJIOKMPOBKH.

6. Boigaua nmapoJei

6.1. Tlpu perucTpanuu pabOTHHKOB B Ka4ecTBE MOJIb30BaTENCH pabOTHHKAMHU UT cayxObl
CO3AI0TCA COOTBETCTBYIOINME YUYETHBIC 3allUCH M HA3HAYAKOTCS AL HUX BPEMEHHBIC MAPOJIH.
BpeMeHHBIE MapoJiM JOJDKHBI OTBEYaTh TPEOOBAHMAM CIIOXKHOCTH, ONPENENEHHBIM B pa3zcye 5
Hacrosme# [lonuTuky.

6.2. BpeMmeHHBIE MapoyH JODKHBI [IEPENaBaThCS IMOJIB30BATENSM OC30NaCHBIM crocodoM,
MCK/TIOUAIOMIAM BO3MOXHOCTh MX (IIapojiei) KOMIpOMETALMH. 3alpelaeTcs nepeaaya naponei
IOCPEICTBOM 3JIEKTPOHHON MOYTHI (€CIU TONBKO HE MCIONB3YeTCs MH(POBaHUE MEPEIaBACMbIX
5JEeKTPOHHBIX [HMCEM) ¥ MHBIX OTKPBHITHIX KaHAOB I€pelauyd JaHHBIX, 32 HCKIIOYCHHEM
TeneOHHOH CBA3U.

6.3. Tlpu mepemade BpeMeHHBIX maponeil paboTHHKH VT ciyObl JOKHBI YBEIOMIIATH
nonp3oBaTeell O HEOOXOAMMOCTH TIPOM3BECTH cMeHy mapois. Ecmu wexanmsmbl VIC
HOUIEPKUBAIOT OIIMIO 00S3aTeIbHOM CMEHBI NApollsl IPK TEPBOM BXOZAE B CUCTEMY, TO JaHHasA
OIIHUS JOJKHA OBITh BKIIFOYEHA.

7. ObGecneyenne KOHPUIEHIHATIBHOCTH MAPOJIEH

7.1. Tlomp3oBaTeNsM 3alpellaeTcs NPeANPHHAMATD KaKue-Tu00 JEHCTBUS MO MOTYyYEHHIO
(pacKpbITHIO) TAapoJIed APYIHX I0Ib30BATENEH.

7.2. Tlonp3oBaTenu o0s3aHbl COONIOAATh HEOOXOIOMMBIE MEPBI MPEJOCTOPONKHOCTH I
obecreyeHHs] KOHPUACHIMATFHOCTA CBOUX IIapOJIEH.
7.2.1 3anpelaercs:
— Coobmare cBOM maposib KoMy-Tub0, BKIIOYas KOJUIET, PyKOBOIAUTENCH U CIENHaIUCTOB
CIyOBl TEXHUYECKON MOIICPKKU, MO TenedoHy, IO 3JIEKTPOHHOW MOYTe HIIH KaKAMH-TH00
WHBIMH CIIOCOOaMH.
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— XpaHUTH Tapojk B AOCTYIHOM I uTeHHs (popmMe B KOMAHIHBIX (aiinax, cueHapusIxX
ABTOMATHYECKOH  pErMCTpAllMM, TMPOrPAMMHBIX — Makpocax, (YHKIHOHAIBHBIX — KJIaBHIIAX
TepMHHANA, HA KOMIIBIOTEPAX C HEKOHTPOJMPYEMBIM NOCTYIOM, & TAKXKe B MHBIX MECTax, IJC
HEYIIOTHOMOYEHHBIE JIAIA MOTYT MOJTYYHTh K HUM AOCTYI. HanmpuMep, HY B KaKMX MPHUJIOKCHIIX
IOJIB30BATENd HE JOJDKHBI BHIOMpATh TAKyKO OIIMIO KOHQUrypaumuu, KaK aBTOMATHYECKOC
COXpaHEHHUE NapoIs.

— 3anuchBaTh MApONKM M OCTABIATH JTH 3allMCH B MECTax, II€ K HAM MOTYT IIOJTy4HTb
JOCTYIT HEYTIOJTHOMOYEHHBIE JIALA.

— [Ipou3HOCHUTB CBOM MAapOIb BCIYX.

— Vcnonp30BaTh 0OMIME IAPOIA COBMECTHO € APYTHMH IOIB30BATE/ISAMH.

[Ipumeyanus:
1. Ecau xmo-nubo mpebyem om Bac packpeimus napois, couiumecv Ha Hacmoswuu

cmanoapm uny npeoiodicume oopamumoCs 3a pasvACHEHUAMU 6 HT cnyxcby aubo k Menedicepy
HUb.

2. I[lapone Oonoicern Oblmb HEMEONEHHO USMEHEH 6 COOmeemcmeuu ¢ pasoenom 5, eciu
UMEIOMCS. OCHOBAHUS NOLA2AMb, YMO OGHHbLI NAPOTLL CMAL U3BECMEeH KOMY-Iubo euje, Kpome
camozo nonvzoeamens. Heobxooumo coobwums Menedocepy HB o gaxme xomnpomemayuu
napoi.

3. Pabomuuxam HT ciyoicbvl 018 6bINOIHEHUS UMU CEOUX CILYHCEOHBIX o0s3aHHOCMEU, HU
npu KaKux 06CcmMoamensemeax, He mpebyemcs 3uanue naponet nonvsoeamenetl. [ns amozo y Hux
ecmpb 6ce Heobxo0uMble NOTHOMOYUs. B ciyyae neobxo0umocmu onu npouseedym cMeny napois
nonvsoeamens. u coobwam emy 06 MOM, NOCIe 4e20 NONb306amelb 0053aH NpOUEECMu €20
3aMeHny 6 COOMEemMCcmeuU ¢ pasoesom J.

8. KonTpoas

8.1. O6muil KOHTPOIIb BHITOIHEHUS TPEOOBAaHUH HACTOSILIEr0 CTaHIapTa OCYIIECTBIIACTCA
Menemxepom Vb. C 1enbro NpoBEPKU HAICKHOCTH HUCIOIb3YEMBIX mapoJiell UMY NEPHOAMYECKH
MOTYT OCYIIECTBIATHCS TECTOBBIE «B3IOMBI» Iaporel mompsosareneii. 1o ykasanuio Menemxepa
VB mosp30BaTeNd IOJDKHBEI IIPOM3BOAUTH CMEHY IapoJied, He YAOBICTBOPAMOIIMX KPUTCPHAM
HaJIe)KHOCTH, YCTAaHABIMBAEMbIM HACTOSIIUM CTaHIAPTOM.

8.2. B ciyuasx, Korga BbIOJNHEHHE TpeOOBaHMH 11.5.8. HEBO3MOMKHO IOJHOCTBIO,
Brazenel MHPOPMAIMOHHON cucTeMbl cormacyeT ¢ Menemwkepom Mb 1 UT cayxOoi
peanM3yemble B Helt mapaMeTphbl IapoJIbHON MOJTUTUKH.

9. OTBETCTBEHHOCTD

9.1. OTBETCTBEHHOCTh 3a OCYIIECTBJICHHME OOLIETO KOHTPOJS BBINOJHEHUS TIPABHUII
HACTOSIIEro CTaHJapTa, a TakKXKe 3a MOAAep)KaHue JaHHOro JOKYMEHTa B aKTyaJlbHOM COCTOAHMH
HecyT Menemxkep Ub.

9.2. OTBETCTBEHHOCTs 3a peanm3amuio pabotaukamu MT  cmyxObl  TpeboBaHMHU
HACTOSIIIIEr0 CTAHAapTa, Bosnaraercs Ha pykosoauTens UT cinyxOsbl.

9.3. PykoBomHUTEN! CTPYKTYPHBIX IoApasjieneHuii KoMmaHuu HECyT OTBETCTBEHHOCTD 3a
O3HAKOMJIEHHE TIOJ POCIMCH MMOJYMHEHHBIX COTPYJHHKOB C HACTOSIIMM CTaHIApPTOM, a TaKXKe 3a
BBIMOJTHEHHUE [TOJIOKEHMH HACTOSIIEr0 CTAHAAPTA B MIOAKOHTPOIBHBIX UM MOAPA3AEICHHIX.

9.4. PAGOTHUKA HECYT IEPCOHANBHYIO OTBETCTBEHHOCTh 3a HapylIeHHE TPeOOBAaHMH W
[IOJIOXKEHUH JAHHOTO CTAHAAPTa U MOTYT OBITH IIPHUBJICYEHH! K TUCIUIUTMHAPHON OTBETCTBEHHOCTH,
B COOTBETCTBHH C MOJIOKEHUSIMH JEHCTBYIOIIETO 3aKOHOIaTeNIbeTBa Poccuiickoi denepanni.
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JIucT corjiacoBaHus

COTI'JIACOBAHO:
CIpyRTYpHO® HOPAZACTCHAE, IMoamnuck damunus N.0. JHara
JIOJDKHOCTD
PABPABOTUYHK:
JIoJDKHOCTB IMoxpmuce damumus 1.0. Jara
[lleBuenko JI.A.

VcnonmHUTEIbHBIA JUPEKTOP
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JIMCT perucTpanuy H3MeHeHHH

W3MeneHus BHEC

[TopsiiKOBBIA Cpok
HOMED OcHoBanue' | BBEJEHUS Hara [Tpumeyanus
W3MEHEHHUS H3MCHEHHUS ®no [Tognuce BHECEHUS
U3MEHECHHUS

1 v - ~ ~
Cchlnka Ha JOKYMEHT, paspeluaroninm BHECEHME U3MEHEHUI U COACPKallUK TECT U3MEHECHUU.




