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1. Ob6aacTh NpUMeHeHHs

1.1 Hacrosmuii cramapT ycraHaBmmBaeT oO0mme TpeGOBaHHMS K OOECIIEUEHHIO
0e30MacHOCTH MEPCOHANBHBIX JaHHbBIX, 0OpabateiBaeMblx B 000 «Du+ JlmmKurany (manee
Komnauun) ¢ HCHONB30BAHHEM CDPENCTB aBTOMATHM3ALMM WM 0€3 HCIOJB30BAHUS TAKHX
CPEICTB, OCHOBHbIC 3a/1a4u, QyHKIUHM M IIpaBa MOJpa3eIeHuil, B 00A3aHHOCTH KOTOPBIX BXOIUT
IPOBEJCHHE PabOT O OPraHU3aLMHU 3aLIUThI IEPCOHANBHBIX JAHHbIX.

1.2 Hacrosmmuii cTaHmapT pacIpocTpaHseTcss Ha BCe MOApa3ieieHHs KoMmaHuu.
Pabotauku Komnamuu, ocymecTBisione o6paboTKy MEePCOHANBHBIX JAaHHBIX, JOJDKHBI OBITH
O3HAKOMJICHBI C HACTOSIIUM CTaHIAPTOM.

1.3 Hacrosumit cTannapT OpeAnpUSTHS BXOTUT B COCTAB HOPMATHBHEIX JOKYMEHTOB
CHCTEMBI ynpaBieHus Kommanuu.

2. HopMmaTHBHBIE CCBHLIKH

B HacTostuem cTamnapTe HCIIOIB30BaHbI CCHUIKM Ha CIIETYIOLIHE OKYMEHTHL:

- ®enepanbHblif 3aK0H 0T 27.07.2006 1. No152-®3 «O nepcoHaNbHbIX JaHHBIX;

- TpynoBoit kogekc P®D;

- Yxa3 Ilpesunenra Poccuiickoit ®enepanun ot 06.03.1997 1. Ne188 «O6 YTBEPXKICHUU
NEPEYHs CBeICHUH KOH(DUIEHINATEHOTO XapaKTepay;

- Metonuka onpesieneHus akTyanbHBIX yrpo3 6e30MacHOCTH TePCOHATBHBIX JAHHBIX IPU
ux obpaborke B UCII/IH, yrBepxaennas ®CTIK Poccuu 14 derpais 2008 r.:

- basoBast Mozmens yrpo3 6e30macHOCTH NEPCOHANBHBIX NAHHEIX IIPH HX o0OpaboTke B
MH()OPMAlMOHHBIX CHCTEMaX MEePCOHATbHBIX JAHHBIX, yrBepxkaeHHas @OCTOK Poccun 15
dbespans 2008 r.;

- [Tocranosnenue [paBurenscra Poceuiickuit @enepamuu ot 01.11.2012 1. Ne1119 «O6
YTBEPKICHUM TPEOOBAaHWH K 3alllTe MNEPCOHAIBHBIX MNAHHBIX IIPH HX 00paGoTKe B
MH(OPMaLMOHHBIX CHCTEMaX MEPCOHANBHBIX JAHHBIX ),

- llpukas QenepanbHoi ClyXObl 110 TEXHHYECKOMY M IKCIOPTHOMY KOHTPOJTIO
Poccniickoii ®enepamiu ot 18.02.2013 r. Ne21 «O6 yrBepskmenun CocTapa u COIEpXKaHUS
OpraHU3allMOHHBIX U TEXHUYECKHX MEp IO 00eCIeUeH IO 0e30MacCHOCTH NEPCOHANBHBIX JaHHBIX
TIpH UX 00paboTKe B HHYOPMALMOHHBIX CHCTEMAX NIEPCOHATBHBIX JAHHBIX;

- ITocranosnenue IpaBurenscrsa Poccuniickuit ®enepaunu ot 15.09.2008 r. Ne687 «O6
YIBCPXKICHUH  TONOXEHHS 00 OCOOEHHOCTSIX  0OpalGOTKM  MEpCOHAIBHBIX  JAHHBIX,
OCYILIECTBILIEMOM 6€3 UCIIOMB30BAHMUSI CPEACTB aBTOMATH3ALINI,

CTII 001-2018 «ITonuTnka B 061acTH HHMOPMALMOHHON GE30MACHOCTH »;

- CTI1 002-2018 «Cuctema ynpasiieHns HHGOPMALHOHHOMN Ge30IIACHOCTBION,

- CTII 003-2018 «YnpaBieHne 1ocTyIOM K HHDOPMALHOHHBIM pecypcam MCy;
CTII 004-2018 «Ayaut uH(OpPMAIHOHHON 6E30MaCHOCTH .

3. CokpameHus u onpeaeaeHus

B Hacrosiiem cranapTe HCIOIB3YIOTCS CEYIONIHE COKPAIIEHHS 1 OIIPENEICHHUS:

be3onacHocTs mepcoHaNBHBIX AAHHBIX - COCTOSHHE 3AlHIICHHOCTH IIEPCOHABHBIX
AQHHBIX,  XapaKTCPU3yeMOE CIOCOOHOCTBIO — TIONB30BATENeH, TEXHMYECKHX CPEIACTB U
MHQOPMAaIMOHHBIX ~ TEXHONOTHH  0GeCHeYnTh KOHQMIECHIHATBHOCTh, UEIOCTHOCTD U
AOCTYIIHOCTb IICPCOHANBHBIX NAaHHBIX TpPH HX 00paboTke B HMH()OPMAIMOHHBIX CHCTEMAX
NEPCOHAIBHBIX JAHHEIX;

BJIOKHpOBaHHE TNEePCOHANBLHBIX JAHHBIX - BPEMEHHOE IpeKpameHue 00paboTKu
ICPCOHANBHBIX [AHHBIX (32 HCKIIOYEHHEM CIydYaeB, ecid o0paboTka HeoOXomuma i
YTOYHEHHUsI IEPCOHATBHBIX TAaHHBIX );
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Bupyc (koMnbioTepHBIi, NpPOrpaMMHBIA) - MCHOIHSEMBIH HPOrpaMMHBIH KO HIIH
MHTEPIPETUPYSMBIii HAaOOp HMHCTPYKLHUH, 0OJajarolidii CBOMCTBAMH HECAHKIHOHHPOBAHHOIO
PacrpoCTpaHEHUs U caMoBoCpousBeieHus. Co3iaHHbIe TyOIMKAThl KOMITBIOTEPHOTO BUPYCa HE
BCEraa COBNAJAlOT C OPUTHMHAIOM, HO COXPAHSIOT CIIOCOOHOCTE K  JajbHeHIemy
PacnpOCTPaHEHHIO U CaMOBOCIIPOU3BEIEHHIO;

Bpenonocnasi mporpamMma - mnporpamma, NpefHa3sHauyeHHas UL OCYIIECTBIICHHS
HECaHKUMOHMUPOBAHHOTO IOCTYIIA U (WJIM) BO3AEHCTBHS Ha IIEPCOHAIBHBIE JIAHHBIE WM PECYPCHI
MH(pOPMAIHOHHOM CHCTEMBI [IEPCOHATBHBIX TAHHBIX;

BenomorarteabHbie TeXHHYeCKHEe CPEJCTBA M CHCTEMbI - TEXHHYECKHE CPENCTBA H
CHCTEMBI, HE IPEIHa3HAYEHHbIC IS TIE€peaadn, 00pabOTKH U XpaHEHHS HEPCOHANLHBIX JaHHBIX,
YCTaHABIUBACMbIE COBMECTHO C TEXHUYECKMMM CPEICTBAMU U CHCTEMaMH, MMpeIHa3HAYEHHBIMH
Ans OOpabOTKM MEPCOHANBHBIX NAHHBIX WM B TOMEIIEHHSX, B KOTODPBIX YCTAHOBJIEHBI
MH()OPMAIMOHHbIE CHCTEMBI IIEPCOHANBHBIX IAHHBIX;

HocTyn k nHpOPMALMH - BO3MOXKHOCTB NIONy4eHHs HHYOPMALIMH U €€ UCIIOb30BAHMSE;

3amumaemas unpopmanus - HHGOpPMANKS, ABIAIONMIAACS TPEIMETOM COOCTBEHHOCTH 1
NoANeXamas 3amuTe B COOTBETCTBMHM C TpeOOBAaHUSMHU MPABOBBIX JOKYMEHTOB I
TpeOOBaHUSMH, yCTAHABINBAEMBIME COOCTBEHHMKOM HH(OPMALIHHL;

Mpentuduxauns - npucBoeHne cyGbekTam H 06BEKTaM JOCTYIA uneHTHUKATOpa U
(WmM)  CpaBHeHHE  TPENBSABISIEMOTO  HACHTHDHMKATOpAa C  [epedHeM IIPUCBOEHHBIX
HJIEHTU(UKATOPOB;

Hupopmannonnbie TeXHOIOrHH - NPOLECCHl, METOABI IOHMCKa, cOOpa, XpaHeHHUs,
00pabOTKH, [PeI0CTaBEH S, PACIIPOCTPAHEHAs HHPOPMAIMH H CIIOCO0 OCYIIECTBIEHHS TAKUX
IIPOLIECCOB M METOJIOB;

Hudopmaunonnas cucreMa nepcoHaIbLHBIX JaHHBIX - COBOKYITHOCTD CoZleprKaLXCs
B 0a3ax JaHHBIX MEPCOHATBHBIX JAHHBIX U 00ECIICUHBAIOIINX HX 00paboTKy HH(DOPMAIIHOHHBIX
TEXHOJIOTHH M TEXHHUYECKHX CPEJCTB;

OGesnunBaHHe NEPCOHANBHBIX JAHHBIX - JCHCTBHA, B pesyabpTaTe KOTOPBIX
CTAHOBHUTCS HEBO3MOXHBIM 0€3 HCIOJIb30BaHMs IOIONHUTEIHON MH(POPMAIMH ONPEIEIHTh
TIPHHANICKHOCTD NIEPCOHATBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY IIEPCOHANBHBIX JAHHBIX;

Hcnosb3oBanue mepcoHaibHBIX JaHHBIX - JeHCTBHS (OIEpaiiy) C [IEPCOHATILHBIMHA
A@HHBIMH, COBEPIIAEMBIE ONEPATOPOM B ENAX NPHMHATHSA PELICHHN MM COBEPIIEHMS HHBIX
ACHCTBUH, IIOPOXKIAIOUIMX FOPHINYECKHE IIOCIECTBUS B OTHOLICHHH CYOBEKTA [EPCOHATBHBIX
AQHHBIX MM APYTUX JHI JIMOO WHBIM 00pa3’oM 3aTpardBalOLIMX MpaBa U cBOOOIBI CyOBEKTa
NEPCOHATBHBIX JaHHBIX WU IPYTUX JIUIL;

Knaccnpurkauusi uHOOPMAUMOHHBIX CHCTEM NEPCOHANBHBIX JAHHBIX - 5TO
[IPUCBOCHHE Kjacca CHCTEMaM C IEbI0O YCTAaHOBJIEHHS METONOB M CHOCOGOB 3aIlUTHI
HH(OpMAalKH, HEOOXOMUMBIX /I 00eCIICUeH S 6E30MaACHOCTH [IEPCOHATBHBIX TaHHBIX.

KoHdurenunaibHoCTh mepcoHANBLHBIX JaHHBIX - 00S3aTENBHOE IS COGIIONCHHS
OTICpaTOPOM HJTM MHBIM IOJTyYUBIIMM IOCTYI K IE€PCOHANBHBIM IaHHBIM JIULOM TpeGOBaHHE HE
AOIYCKaTh UX PACKPBITHA ¥ PACIPOCTpaHEHUs Ge3 COIIachs CyOBEKTa NMEPCOHATBHBIX IAHHBIX
WY HaJIMYHsI KHOTO 3aKOHHOT'O OCHOBAHUSI;

Konrponupyemas 3oma - npocrpancrso (TEppUTOpHUS, 3/JaHWE, 4YacTb 3AHWUI,
OMEIIEHHE), B KOTOPOM HCKIIOYEHO HEKOHTPOTHPYEMOE NpeGhIBaHHE € CTOPOHHHX JIMI, a
TAKKE TPAHCIIOPTHBIX, TEXHUYECKUX M MHBIX MaTePHAIBHBIX CPELICTB;

MexcereBoit 3kpaH - JOKaIbHOE (OZIHOKOMIIOHEHTHOE) HJIM  (YHKIHOHAIHHO-
PACIPEICJICHHOe  NPOrpaMmMHOe  (IIPOrpaMMHO-alNapaTHOE)  CPEACTBO  (KOMILIEKC),
PeAIU3yIoMee KOHTPONb 3a MH(pOpMalued, MOCTymaowed B HHGMOPMALHMOHHYIO CUCTEMY
IEPCOHANBHBIX TAHHBIX Y (W) BBIXOIAMIEH M3 HHPOPMAITMOHHOM CHCTEMBI;

Henexapuposannbie BO3MOXKHOCTH - (YHKUMOHATBHBIE BO3MOXKHOCTH CpeAcTB
BBMHUCIIUTCNIBHON ~TEXHUKH, HE OIMCAHHbIE HIM HE COOTBETCTBYIOIIME OMHCAHHBIM B
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AOKYMCHTAIlWH, IPH HCIONB30BaHUM KOTOPHIX BO3MOXKHO HapylleHHe KOH()HIACHIMAILHOCTH,
AOCTYITHOCTH MJIH IIEJIOCTHOCTH 00pabaTsiBaeMOi HHPOPMALIUH;

HecaHKIMOHMPOBAHAKIH 10CTyn (HeCAaHKUMOHMPOBAHHbIE AEHCTBHS) - IOCTYI K
MHGOPMALMK WK TeHCTBHSA ¢ HHpOPMALMEH, HAPYIIAIOIIHE MPaBUIa Pa3TPaHAYEHHS JOCTYyTIa C
MCIIOJIb30BAHMUCM IUTATHBIX CPEICTB, MPENOCTABISIEMBIX HHGOPMAIMOHHBIMA CHCTEMaMH
NIEPCOHAIBHBIX TaHHBIX;

O6pabGoTka nepcoHaNbHBIX JAHHBIX - JTEO60E JEHCTBHE (OMEpAIs) UK COBOKYIIHOCTB
JICHCTBUH (Omepauui), cOBEpIIAEMBIX C HCIIONB30BAHHEM CPEICTB ABTOMATH3ALMH WM 6e3
UCIIOJIP30BAHUS  TAaKUX CPEACTB C MEPCOHANBHBIMM [JaHHBIMH, BKJIOYas cOOp, 3amch,
CHCTEMATU3AlHIO, HAKOIUIEHHE, XpaHEHHE, YTOYHEHHe (0OHOBJIEHHE, H3MEHEHHE), U3BIICUCHHE,
HCIIONIb30BaHUE, Iepenady (pacnpoCTpaHeHHe, NPENOCTABIEHHE, MOCTYI), O00e3IHYMBAHHE,
OJI0KHMpOBaHMe, yNaNeHuie, YHHUTOKEHHE NePCOHATBHBIX JAHHBIX.

ObmenocTynnpie mepcoHabHble AaHHbIE — IEPCOHAIBHBIE JAHHBIE, CIETAHHBIE
OOIIENOCTYIHBIMH CYOBEKTOM MEPCOHANBHBIX JAHHBIX, B TOM UHCIIC pa3MELICHHbIE B
OOIIEIOCTYTHBIX HCTOYHUKAX.

OO6menocTynHble HCTOYHAKH MEPCOHATBHBIX JAHHBIX — O0ILEeOCTYTHBIE HCTOYHUKHU
AQHHPIX, B KOTOpbIE C NHCbMEHHOrO COIJAcHsi CyOBEKTa IIEPCOHAIBHBIX MaHHBIX MOTYT
BKJIIOYATECsS  NICPCOHANIBHBIE JaHHBIC, COOOLIaeMble CYOBEKTOM MEPCOHANBHBIX JAHHBIX.
OOIIEOCTYIHBIE MCTOYHHKH MNAHHBIX, B KOTOPHIE € MHCBMEHHOTO COTJIACHS cyOBekTa
IICPCOHAIBPHBIX NAaHHBIX MOTYT BKIIOYAaThCS IE€PCOHANBHBIE JaHHBIE, COOOMAEMble CYyOBEKTOM
[IEPCOHAIBHBIX JaHHBIX.

Onepartop - rocymapcTBeHHBIA OpraH, MyHHIMIATBHBIH OpraH, IOPHIMYECKOE HIIH
(busHyecKoe NHI0, CAMOCTOSATETBEHO HITH COBMECTHO C JAPYTHMH JIMLIAMH OPraHU3yIoIne U (MiIn)
OCYICCTBISIOMME 00pabOTKYy NEPCOHANBHBIX [AHHBIX, a TAKKE OIpEIENSIOmue e
00pabOTKH NePCOHANBHBIX NAHHBIX, COCTAB IIEPCOHATBHBIX TaHHBIX, NOAJEKAIUX 00paboTKe,
JICHCTBHUSI (OIIepaIUH), COBEPIIAEMbIE C MEPCOHATBHBIMHA JAHHBIMH;

O0esinauBanue NEPCOHANLHBLIX JAHHBLIX - JeHCTBUSA, B pe3ysbpTaTe KOTOPBIX
CTaHOBUTCS HEBO3MOMKHBIM 0€3 HCIOJB30BAHHS JONMOJHHTENGHON HWHAOPMALMH ONPENETHTE
[IPHUHANTIEXXHOCTD ICPCOHAIBHBIX NaHHBIX KOHKPETHOMY CYOBEKTY IIEPCOHANBHBIX JAHHBIX;

Ilepconanbublie nanHble - M06as HHYOPMALKS, OTHOCIIIASCS K IpPsAMO WJIM KOCBEHHO
OIPEAEICHHOMY HIIN OTIpENENIAEMOMY (U3MYECKOMY THIY (CYOBEKTY IepCOHATBHEIX JaHHBIX);

IlepexsaT  (uHpopmanun) - HEIPaBOMEPHOE  IMOJy4YeHHE HUHPOpMAIHH  C
HCIONIE30BAHMEM  TEXHHYECKOTO CPE/ICTBA, OCYIIECTBILIOIET0 OOHApYXXEHHE, NpHEM U
00paboTKy HH(GOPMATHBHBIX CUTHAJIOB;

IToGounbie >/IeKTPOMATHMTHbIC M3JIyYeHMS W HABOAKH — 3JIEKTPOMarHUTHEIE
U3JIyHCHUS TEXHMYIECKMX CPEACTB 0OpabOTKH 3aluinaeMoll HH(GOPMALHH, BO3HHUKAIOIME KaK
NOOOYHOE SIBIEHWE K BBI3BAHHBIE OJIEKTPHYECKUMH CHUTHallaMH, JEUCTBYIOIIUMU B HX
SJICKTPHUYCCKUX M MAarHUTHBIX LEMSX, a TAKXKe 3JEKTPOMAarHUTHBIE HABOIKH STHUX CHUTHATIOB HA
TOKONIPOBOAIINE TMHUH, KOHCTPYKIIMH U €M THTAHUS,

Ilonb3oBaTens WH(POPMALHOHHON CHCTEMBI NEePCOHANBHBIX [aHHBIX — JIHIIO,
ydJacTByiouee B GYHKUHOHUPOBAHUM HH(POPMAIMOHHON CHCTEMBI IIEPCOHATIBHBIX NaHHBIX HIIH
HCIIOJIb3YIOIIEE PE3yIbTaThl e QYHKIHOHUPOBAHHUSI,

[lpaBuia pasrpanmveHns mocTynma - COBOKYHHOCTB OpPaBUJl, pPErjJaMEeHTHPYIOIHUX
TIpaBa JI0CTyna CyOBEKTOB I0CTyNa K 00bEKTAaM JOCTYIIa;

IIporpammuas 3akaanka - Koz mporpamMMe, IPEJHAMEPEHHO BHECEHHBIH TPOrpamMmy ¢
LCIBIO  OCYINECTBUTE YTEUKY, H3MEHHTh, OJIOKHPOBAaTh, YHHYTOMKATH UH(QOPMALIHIO HJIH
YHHYTOXKHUTE M MOAM(UIMPOBATH MPOrPaMMHOE oOecIeueHme UH(OPMAITMOHHOW CHCTEMBI
TIEPCOHANBHBIX IAHHBIX M (M) GJIOKUPOBATH aNnapaTHEle CPEeiCTBa;

IIporpammuoe (nporpammHo-MaTemMaTHYeCKOE) BO3/elicTBHE -
HCCaHKIMOHMPOBAHHOE BO3JCHCTBHE HA PECYPCHl ABTOMATH3MPOBAHHOM HH()OPMAIIMOHHOM
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CHCTEMBI, OCYLIECTBIIIEMOE C UCIIOIb30BAaHUEM BPEIOHOCHBIX IIPOrPaMM;

CrrennanbHble KaTeropuy NepcoHANTBHBIX JAHHBIX - CBEICHHS, KACAIOIIMECs PacoBOil,
HalMOHATBHON MPUHA/UIEXXHOCTH, MOJUTHYECKHX B3IJLIAOB, PEJIUTHO3HBIX MIM (PHUIOCO(PCKHX
yOeXKIEHUH, COCTOSIHUS 310POBbs, HHTUMHOHN YKH3HH;

Buomerpuyeckne nepconaibHbie JaHHbIE - CBEJEHHS, KOTOPHIE XapaKTEPH3YIOT
(usronorudyecku 1 GHONOTHYECKHE OCOOEHHOCTH YeJOBEKa, HA OCHOBAHHH KOTOPBIX MOXHO
YCTaHOBUTH €T0 JIMYHOCTE;

Pacnpocrpanenue nepcoHanbHBIX JAHHBIX - IEHCTBHS, HAPABICHHBIC HA PACKPBITHE
NIEPCOHAIPHBIX JaHHBIX HEOIPEAETIEHHOMY KPYTY JIMII;

Pecypc wundopmaumonnoii cucreMbl - HMECHOBAaHHBIH DJIEMEHT CHUCTEMHOTO,
NPUKJIAHOTO UIIK aNapaTHOro 00ecneYenus (yHKIMOHUPOBAHKSA HH(POPMAIIMOHHOH CHCTEMBI;

HemraTnas cuTyaums - cuTyauus, npu KoTopoil mpomece 00paboTKH TEepPCOHATBHBIX
JaHHBIX HJIM COCTOSHHME HH(OPMALMOHHOH CHCTEMBI BBIXOIUT 3a PaMKH HOPMAIBHOIO
(pYHKUMOHHPOBAHHS M MOXET MPUBECTH K HAPYIICHHIO KOH(HUICHINATBHOCTH (1I€JIOCTHOCTH,
JOCTYITHOCTH) YKa3aHHBIX JaHHBIX;

Couckarenn — pusndeckoe muno, obparupmeecst B KOMIAHUIO ¢ LENbIO TTOHCKA paboTHI,
160 HH(OPMAIHUS 0 KOTOPOM NOJTyYeHa U3 OOIIEOCTYIIHBIX HCTOYHHKOB.

Cpencrea BbLIMHCIHTEILHONH TEXHUKH - COBOKYIIHOCTb IIPOrPaMMHBIX M TEXHHYECKHX
3JIEMEHTOB CHCTEM 00pabOTKM NAHHBIX, CIIOCOOHBIX (yHKIHOHMPOBATEH CAMOCTOSTEIBHO MM B
COCTaBE JPYIHX CHUCTEM;

Cy0bexT pocryma (cyObekT) - JHIO WK Ipolecc, JOEHCTBHS KOTOPOTO
PErIaMEHTUPYIOTCS IPABUJIaMHU Pa3TPaHUYCHHUs JOCTYIIA;

Texuugeckne cpeacTBa MHPOPMANMOHHONW CHCTEMBbI NEePCOHAJBHBIX [JAHHBIX -
CPeICTBA BBIMMCIMTENLHON TEXHHKH, WH()OPMAMOHHO-BHIYUCIMTENLHbIE KOMILICKCH M CETH,
CpeICTBA U CHCTEMBI I€penayu, npuema u 0opadotku I1/IH (cpencTBa U cUCTeMbI 3BYKO3AITHCH,
3BYKOYCHJICHHS, ~3BYKOBOCHPOHM3BEICHHUS, IIEPErOBOPHEIE M  TENEBH3MOHHBIE YCTPOMCTBA,
CPC/ACTBA HM3rOTOBJCHHSA, THPAXMPOBAHUS [OKYMEHTOB M JpYrde TEXHHYECKHE CPEICTBA
00pabOTKM  peueBOl, rpaduueckoidl, BHEEO- U OykBeHHO-IU(pPOBOH  HHDOPMAIMH),
IIPOTPaMMHBIE CPE/ICTBA (ONEPALHOHHBIE CHCTEMbI, CHCTEMBI YIIPAaBICHUS 6a3amMd JaHHBIX H
T.I1.), CPEICTBA 3ALUTHI HH(POPMALHH);

Texnnueckuii kaHan yreuxku uHpopmanuu - COBOKYITHOCTb HOCHTENsI HH(pOPMAIMU
(cpenctBa 06paGoTKH), (QU3MUIECKOH Ccpembl pacnpocTpaHeHuss MHQOPMATUBHOIO CHUTHANA H
CPC/ICTB, KOTOPBIMU NOOBIBAETCS 3aIIHIIaeMas HH(GOpMAaIHs;

Tperbe smmo - uo, KOoTOpOMY NOpydYeHa 00paboTKa NEepPCOHATLHBIX JAHHBIX Ha
OCHOBaHHM 3aKJIFO4aeMOr0 C HUM JOroBOpa JMOO JIMIO, KOTOPOE 3alpallkBaeT epCOHATbHbIE
JlaHHBIC HE OTHOCSIINECS K HEMY;

Tpancrpannynasi nepenada mepcOHANBHBLIX JAHHBIX - nepefaga MepPCOHATbHBIX
AGHHBIX  Ha TEPPUTOPHIO HHOCTPAHHOIO TIOCYNapcTBA OpraHy BIACTH HHOCTPAHHOTO
TOCYNapCTBa, HHOCTPAHHOMY (PU3MYECKOMY JIMILY HJId HHOCTPAHHOMY IOPUIMYECKOMY JTHILY;

¥Yrposnl 6e30n1acHOCTH MepPCOHATBHBIX AHHBIX - COBOKYITHOCTh YCJIOBUH H (hakTOpOB,
CO3MAIONIHAX  OMACHOCTh HECAHKUHOHMPOBAHHOTO, B TOM YHCJE CIy4YaiHOTO, JocTyna K
HICPCOHATILHBIM - IaHHBIM, DPE3YJIBTATOM KOTOPOTO MOXET CTaTh YHHUTOXKEHHE, H3MEHEHHE,
OJIOKMpOBaHKe, KONMpPOBAHHE, pacnpoCTpaHEHUE IEPCOHAIBHBIX JaHHBIX, a TAKXe MHBIX
HCCaHKIMOHMPOBAHHBIX ~ NICHCTBMH INpH uX 00paboTKe B WH(POPMALHOHHON CcHCTeMe
IIEPCOHATBHBIX JaHHBIX.

Yreuka  (3ammmaemoii) HHpOpMaUMH 1O  TeXHHYEeCKHM  KaHajaMm -
HEKOHTPOIMPYCMOE pacHpoCTpaHeHHe MH(GOPMAIMK OT HOCHTES 3allUIIacMOil uH(pOpMaLUU
4epe3  (DU3MYECKYI0 Cpely IO TEXHHYECKOTO CPENCTBa, OCYINECTBIIOMIEr0 IepexBaT
HUH(pOPMAIIHH.

YHHYTOXKEHHEe IePCOHANBHBIX NAHHBIX - AEHCTBUA, B pe3yJbTaTe KOTOPBIX
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HEBO3MOXKHO BOCCTAHOBUTH COJCPIKAHUE MEPCOHANBHBIX JAHHBIX B HH()OPMAILMOHHON CHCTEME
[ICPCOHANBHBIX NAHHBIX MM B PE3yJbTare KOTOPBIX YHHYTOXKAIOTCS MaTepHaIbHBIE HOCHTEIH
IEPCOHAIBHBIX JTAHHBIX

IexocTHOCTH HEpOPMALMH - CTIOCOOHOCTH CPECTBA BEIYUCITHTELHON TEXHUKA MU
MH(OPMALHOHHOH CHCTEMBI 0GECIICYNBATS HEM3MEHHOCTh HH(DOPMALIHH B YCIOBHSX
CITy4aiHOTO W/WIIM PEeTHAMEPEHHOT0 HCKAKEHUS (pa3pyIIeHNUs).

APM - aBTOMaTH3UPOBAHHOE paboyee MECTO;

AC — aBTOMaTH3MPOBAHHAS CUCTEMA;

ABC — aHTHBUpYCHBIE CPENCTBA;

BII — BBIeIEHHOE TIOMEIIEHNE;

BTCC — BciomoraTebHble TEXHHYECKHE CPEICTBA U CHCTEMBI,

HUb - nadopmannonnas 6e30MacHOCTS;

UCILIn — naopMarmoHHas CHCTeMa MePCOHATBHBIX JAHHBIX;

— KOHTpOJIUpyeMas 30Ha;

MD — MexceTeBoi 9KpaH;

H/IB — He nexiapipoBaHHbIe BO3MOMKHOCTH;

HC/I - HecaHKIIMOHUPOBAHHEIH JOCTYII;

OC — onepaunonHas cucrema;

ITIIn — nepcoHanbHBIE NaHHEIE,

IIMB — nporpaMMHO-MaTeMaTH4eCKOE BO3ACHCTBHE:

ITO — nporpammuoe 06ecneueHue;

II9BM - nepcoHanbHast 3JeKTPOHHO-BBIYHCITHTEbHAS MAIIHHA,

IISMHH — no604HbIe 7IeKTPOMATHUTHEIE H3IY4CHHS ¥ HABOKH;

CA3 - cucrema aHanM3a 3aIMINEHHOCTH;

CBT — cpelcTBa BEIMUCIMTENEHON TEXHHUKH;

C3MU - cpencrtsa 3amuThl HHGOPMALUY;

C3I s — cucrema (mopcucTeMa) 3aIuThI IIEPCOHAIBHBIX TaHHBIX:

COB - cucrema 0OHapy eHHs BTOPIKEHHIA;

CYB/I - cucrema ynpasieHus 6a3aMi JaHHBIX;

YBII/IH — yrpo3k! 6€301acHOCTH HEePCOHATBHBIM JAHHbIM.

4. O0mue Moa0KeHH

4.1.  Ilpurnunsl 06paGOTKH NepCOHATBHBIX JAHHBIX

O6paboTka nepcOHATBHBIX JAHHBIX OCYIIECTBISETCS HA OCHOBE IPUHIIUIIOB:

4.1.1. 3akoHHOCTH Leneil u Cr0co60B 06pPaGOTKH MIePCOHAIBHBIX JAHHBIX;

4.1.2. cooTBercTBUA menel 06PaGOTKHM IMEPCOHANBHBIX JAHHBIX LensM, 3apaHee
ONPEICICHHBIM M 3asBJICHHBIM IPH COOPE EPCOHANBHBIX JAHHBIX;

4.1.3. cooTBercTBHs 00BEMa M XapakTepa 00pabaThIBaeMBIX MEPCOHANBHBIX JAHHBIX,
CII0COO0B 06PAOOTKH EPCOHANBHBIX JAHHBIX LIEJISIM 00pabOTKH epCOHATBHEIX JaHHBIX;

4.1.4. NOCTOBEPHOCTH NEPCOHANBHBIX NAHHBIX, HX JOCTATOYHOCTH Uld  Lenen
00paboTKH, HEOILYCTHMOCTH 06PabOTKH IIEPCOHAIBHBIX JaHHBIX, U30BITOUHBIX 110 OTHOLIEHHIO
K LIeJIsIM, 3asBJICHHBIM IIPH COOPE NEPCOHATBHBIX JAaHHBIX;

4.1.5. HemOMyCTHMOCTH OOBEIMHEHHs CO3NAHHBIX I HECOBMECTHMBIX MEXIy co00i
uenelt 6as JaHHBIX HHYOPMALMOHHBIX CHCTEM IIEPCOHATEHBIX JAHHBIX.

4.2.  CnocoGbr 06paboTKY ¥ HepedeHs AeHCTBHI ¢ IEPCOHAIBHBIMH TAHHBIMH.

4.2.1. KommaHHsI MOXeT OCYIIECTBIATH 00paboTKy IepCOHAJbHBIX [JaHHBIX C
HCTIONIL30BAHUEM CPE/ICTB aBTOMATH3ALKH, 4 TAKKe 6e3 HCIIONb30BaHus TAKHX CPEICTB.

4.2.2. Ilepeuensr nelicTBHit ¢ NEPCOHATIBHBIMA ~ TAHHBIMH,  KOTOPBIE ~ MOTYT
ocymecTsuaTecs Komnanuedl mpu 06paGoTke NepcoHANBHBIX JAHHBIX CyOBEKTOB: cOOp,
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CHCTEMaTH3alMs,  HAKOIJICHHWE, XPaHEHHWE, yTOYHeHHe  (OOHOBJIEHHE, H3MEHEHHE),
HCIOJIb30BaHUE, PACIPOCTpaHEHHE (B TOM YMCIIE Iepenada), 0Oe3NHYHBaHue, OJIOKMPOBAHME,
YHHUUTOXEHHUE.

4.2.3. Ilpu meobxomumoctH, KoMIaHus NPOM3BOAMT yBEAOMJICHHE YIOJIHOMOYCHHOTO
OpraHa Io 3alldTe NpaB CyOBEKTOB IEPCOHAIBHBIX JaHHBIX 00 00paboTKe IEepCOHATHHBIX
JaHHBIX, COTJIacHO cTartbe 22 @enepanbHOro 3akosHa ot 27 wmions 2006 roma Nel52-®3 «O
IIEPCOHATBHBIX TAHHBIX .

S. Cy0beKThbI H KATErOpPHH NEPCOHAILHBIX JAHHBIX, IIeJH 06paGoTKH

5.1.  Kareropuu cyObeKTOB EpCOHANBHBIX JAHHBIX

5.1.1. Kommanus MOXeT OCYyIIeCTBIATbCS 0OpaboTKAa MEPCOHANBHBIX  JAHHBIX
CJIEAYIOUINX KaTETOPUM CyOBEKTOB MEPCOHAILHBIX JAaHHBIX:

— (usuyeckue MIA, COCTOSIIME MM COCTOSBINNE B JOTOBOPHBIX M MHBIX OTHOIIEHHSX
¢ Kommanwuei;

— (usuyeckue MIA, COCTOSIME UM COCTOSBINNE B JOTOBOPHBIX M MHBIX OTHOIIEHUSX
C OpraHU3alusIMH, KOTOPBIE OPY4uIH KoMIIaHHK B COOTBETCTBUHM C JIOTOBOPOM, 00pabaThIBaTh
[IePCOHAITLHBIE JaHHbIE 3TUX QHU3UYECKUX JIUIL,

— COHCKaTeu;

— PabOTHHKH, COCTOSIINE UM COCTOSIBIINE B TPYIOBBIX OTHOIIEHUSX ¢ KOMIaHHEH.

5.2.  Kareropuu nepcoHanbHbIX JaHHBIX CYOBEKTOB IEPCOHATBHBIX JAHHBIX

52.1. B Kommauuu mnpoBOaMTCS KiaccMDHMKAIMsS I[EPCOHAIBHBIX JAHHBIX B
COOTBETCTBHH CO CTENEHBIO TSDKECTH NOCIHECACTBHH IIOTEPHM CBOWCTB  0E30MACHOCTH
NICPCOHANBHBIX NAHHBIX JUI1 CYOBEKTOB MEPCOHANBHBIX JAHHBIX. BBIIEIAIOTCS CIIeIyIOLIHe
KaTeropuy NEPCOHATBHBIX JAHHBIX:

—ICPCOHAIBHBIE NaHHBIC, OTHECEHHBIE B COOTBETCTBHU ¢ DenepanbHbIM 3akoHOM «O
[IEpCOHATBHBIX JAHHBIX) K CIICIHAIbHBIM KaT€TOPUSIM IIEPCOHANBHBIX JAHHbIX,

—II€pCOHANbHBIE NaHHbBIC, OTHECCHHBIE B COOTBETCTBHH ¢ DemepanbHbIM 3aKkoHOM «O
IIEPCOHAIIBHBIX JAHHBIX» K OMOMETPUYECKUM MEPCOHATHHBIM TaHHBIM;

—HEPCOHAIBHBIC NAHHBIC, OTHECEHHBIE B COOTBETCTBHU ¢ DenepanbHbM 3akoHOM «O
ICPCOHATIBHBIX JAHHBIX» K OO€3JIMYCHHBIM IEPCOHATIBHBIM NAHHBIM HJIH PAaCIOJOXEHHBIE B
OOLIENOCTYIHBIX HCTOYHUKAX,

~IEPCOHATIPHBIC NaHHBIE, KOTOPBIC HE MOIYT OBITh OTHECEHBI K BBIIEYKA3aHHbBIM
KaTeropusM IEepCOHANBHBIX JaHHBIX.

5.22. B uH)OpMamMOHHBIX cHcTeMax KOMIDaHWM He IOJKHA OCYIIECTBIIATHCS
00paboTKa MepCOHANBHBIX JAHHBIX OTHOCSIIUXCS K: CTEIHATbHBIM KaTeropyusM IepCOHATbHBIX
AQHHBIX, KaCaOIMMMCs pacoBOH, HALHOHAIBHON MPHHANICKHOCTH, MOTUTHYECKHX B3TIISIOB,
PCITUTHO3HBIX MM (QHIOCOPCKHX yOEXICHHUH, COCTOSHHS 3M0pOBbS, MHTHMHOH KH3HH. B
ClydasX, HEMOCPEAICTBEHHO CBSA3aHHBIX C BOIPOCAMH TPYAOBBIX OTHOIICHHH, JaHHBIE O YACTHOM
XKU3HH paboTHHKa (MHpOpPMALHs O KU3HEIEATENLHOCTH B cepe ceMeWHBIX OBITOBBIX, JIMYHBIX
OTHOWICHHH) MOTYT OBITH IOMy4eHBbl W 06paboTaHbl B KOMIAHMHE TONBKO ¢ €ro MHCEMEHHOLO
coriacusi.

5.2.3. OOpa6oTka BCex KaTeropwil NEPCOHANBHBIX NAHHBIX MOYKET OCYLIECTBIISATHCS
TOJIBKO B YCTaHOBJICHHBIX 3aKOHONATEIbCTBOM CIydasx.

5.3. e 06paGoTKu HEePCOHATBHBIX JAHHBIX
5.3.1. B Komnanuu onpenenens! cieayromye neim 00pabOTKU NMEPCOHANBHBIX JaHHBIX:
—00paboTKa MepPCOHANBHBIX JAHHBIX PaGOTHUKOB KOMIIAHHH MOKET OCYIIECTBJISATHCS C

OCIBIO  OpraHu3aluM  ydeTa paboTHHKOB Kommanmm, coneiicTBHS paboTHUKaM B
TPYAOYCTPOHCTBE, 00y4eHMs, CTPaXOBaHMs, MPOABHKEHHS IO ciyx0e, obecrieueHus ITUYHOMN
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Oe3onacHOCTH pabOTHHKOB, KOHTPONS KOJMYECTBA M KAdeCTBA BBIIOJHAEMOH pabOTHI K
ODecrevyeHusi COXPAaHHOCTH HMYINECTBA: IOJIB30BAHHS pPA3IMYHOrO BHIA JBFOTAMH B
COOTBETCTBHM C TpymoBeM KomekcoM Poccuiickoit ®enepamum, HamoroBsiM KogeKcoM
Poccuiickoit ®enepanun, WHbIME (enepatbHBIMH 3aKOHAMH, a TAKKe JOKATBHBIMA AKTAMH
Komnanwnu;

—00paboTKa NMEepCOHANBHBIX JAHHBIX (H3MYECKHUX JIMI, COCTOSIIMX WM COCTOSBINUX B
AOTOBOPHBIX M HHBIX OTHOUICHHMSX C OpPraHM3alisIMH, KOTOpble Mmopyumid KoMmaHuu B
COOTBETCTBHH C [JOrOBOPOM, MOJXKET OCYIIECTBIATECS C UENbI0 OpraHW3aliy ydera,
CTpaxoBaHus, NPOABIKCHUS IO CIYyXKOe, IOJIB30BaHUS pPa3IHYHOrO BHIA JIBIOTAaMH B
COOTBETCTBMH C TpynoBeM kojekcoM Poccuiickoit ®enmepanmy, HamoroBbM Kogekcom
Poccuiickoit Denepanuu, HHBIMEA QelepaTbHBIMH 3aKOHAMH, a TAKKE JTOKATLHBIMU aKTAMU dTHX
OpraHu3aIui;

—00paboTKa MepCOHAbHBIX TAaHHBIX COMCKATeNeH OCYIIECTBISIETCS C [ENbIO COMEHCTRHS
B TPYJOYCTPOWCTBE B BO3MOXKHOCTBHIO XPaHEHHs MEPCOHATHHBIX JaHHBIX B TEUYCHHE
rapaHTUHHOIO CPOKa C MOMEHTa TPYAOYCTpPOMCTBa, ykasaHHoro B Coriacud Ha 00paboTKy
MIEPCOHAIBHBIX JaHHBIX;

—00paboTka NMepCOHANBHBIX JaHHBIX (U3MUECKUX JIHL, COCTOSBIIMX MIIH COCTOSIIHX B
AOTOBOPHBIX M MHBIX OTHOLICHUsIX ¢ KoMIaHMeH, OCYIIECTBIAETCA ¢ LENBIO OCYIIECTBICHHUS
YCTaBHBIX BUJIOB JIEITEIHLHOCTH.

5.4. O6weM u comepKaHue NEPCOHATBHBIX JAHHBIX

5.4.1. [lna neneit 06paboOTKH NEPCOHATBHBIX JAHHEIX ONPE/IEIICHbI CIIEAyIOUIE 00beM H
COZIEp)KaHUE NMEPCOHANBHBIX JAHHBIX:

—00BeM U coj/iepiKaHHe IEPCOHATBHBIX JaHHBIX paGoTHHKOB KoMmmanuu: bamunus, ums,
OTYECTBO, 1aTa ¥ MECTO POXKIACHHUS, IIOJI, TPAXKIAHCTBO, TACTIOPTHLIE JaHHBIE WIIH JAHHBIE HHOTO
AOKYMEHTa yNOCTOBEPAIOMIETO JIMYHOCTh (CEpHs, HOMEp, KOrha W KeM BBHINAH), CBEICHUS,
XapaKkTepusyIolmue (QU3HONOTUYECKHE OCOOEHHOCTH —(M300paKeHHe Iuna), ajpec MecTa
KUTENBCTBA, KOHTaKTHas WH(MOpMalMsi, CBeAeHHs 00 0Opa30BaHMH, CIELHATBLHOCTH,
KBAIMQUKALMKA U O HAJIWYMH CNENHANBHBIX 3HAHWN M CHENMAIbHOM MOATOTOBKH, CBEJIEHHUS O
TPYJOBOH JAESTENBHOCTH, CBEJCHHS O TPYAOBOM M OOILIEM CTae, 3apaboOTHOH IUIaTe M HMHBIX
A10X0J1aX, CBEIICHUSA O BOMHCKOM Y4eTe, CEMEHHOM MOJIOKEHUH, COCTABE CEMbH, MECTO PaGOTHI
WK y4eObl YWIEHOB CEMbH M POICTBEHHHKOB, CBEICHUS CTPaxOBbIX IOJIUCOB 00S3aTENILHOIO U
(vm) JI0OPOBOJILHOTO MEIHIHHCKOIO CTpaxoBaHMs, COIMATBHBIX JIBroTax,
HICHTH(QUKAMOHHBIA HOMED HAJIOTOILIATENBIINKA, A TAKXKE HHAS uHpOpManus, HeoOXoauMas
AL IOCTHXKCHUS BBINICYKA3aHHBIX ILIeJ€H W IIPeJyCMOTPEHHas AEHCTBYIOIIMM TPYAOBBIM
3aKoHOAaTenbcTBOM Poccuiickoii @enepanui;

—00BeM W cONep)KaHHE MEPCOHANBHBIX MAHHBIX (DH3MYECKHX JIMIl, COCTOSINHX HIIH
COCTOABIIMX B JOTOBOPHBIX M HHBIX OTHOIIEHHSX C OPraHU3aLMsSIMH, KOTOpBIE ITOPYYUHIH
Komnanuu B cOOTBETCTBHY ¢ OTOBOPOM, ONPENENSETCS O COTTACOBAHUIO CTOPOH.

—00BEM U colepIKaHue MEPCOHATBHBIX JAHHBIX COUCKATEIICH: dbamuIms, UM, OTYECTBO,
BO3pacT, TOJ, IpaXXIaHCTBO, CBEACHHs, XapaKTEPU3YIOIHe (U3MOJOTHUECKHE OCOOGEHHOCTH
(M300paxkeHHe nMua), ampec MecTa JKUTEIIbCTBA, KOHTAaKTHas WMH(OpPMAIMs, CBEIEHUS 00
00pa30BaHHH, CIELHUAILHOCTH, KBATHGUKANMH ¥ O HATHIHHA CIICNMAJIbHBIX 3HAHUU U
CICIHATLHOM MOATOTOBKH, CBENEHHS O TPYHOBOH JESTEIbHOCTH, CBEICHHS O TPYZIOBOM H
obmeM craxe, 3apabOTHOM IJIaTe W HMHBIX A0X0JaX, CBEJECHHs O BOMHCKOM Y4YETE, CEMEMHOM
TIOTIO)KCHHH, COCTABE CEMBH, MECTO PabOThl WM y4eOBbl WICHOB CEMbH H POACTBEHHHKOB, a
TaKKe WHas WHQOpMaIus, HeOoOXOmUMas Uld JOCTHIKCHUS BBIIIEYKA3aHHBIX IEeJIed U
IPEAYCMOTPEHHAS IEHCTBYIOIMM TPYAOBEIM 3aKOHOAATEILCTBOM PoccHiickoii Denepanumy;

— 00BEM H COIEp)KAaHHE NEPCOHATBHBIX JAHHBIX (GU3NYECKUX JIML, COCTOSBIIAX HIIH
COCTOAIIHNX B IOTOBOPHBIX M MHBIX OTHOIIEHHAX ¢ KoMnanuei: GpamMuus, mvs, 0T4ecTBo, 1aTa i
MCCTO DPOXICHHS, I0JI, TPOKIAAHCTBO, MACMOPTHLIE NAHHBIE WM JAHHBIE HHOLO JIOKYMEHTa
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YIAOCTOBEPSIFOIIETO JIMYHOCTh (CEpHsi, HOMEp, KOTJa M KeM BBIIaH), aJpec MecTa KUTEILCTBA,
KOHTaKTHas HHPOpMaNus, CBEICHUS O IUIATeKaX 3a MOTPEOIEHHBIE SHEPTOPECYPCHI, BOUHCKOM
ydeTe, HICHTH)UKAUWOHHBIM HOMED HAIOTOIUIATENBIINKA, a TaKKe HHas HHPOPMAIMS,
HeoOXoauMasi IS IOCTIDKEHHS BHIIEYKA3aHHbIX [eTeil.

5.5. Ilpu 3aKkmr09eHHH TPYIOBOTO JOTOBOpAa pabOTHHK NpebsBiseT B KoMmaHuio
creayroume 10KyMeHTHl (cT.65 TK PO):

- IacIopT;

- TPYZAOBYIO KHMXKKY, 32 UCKIIIOYEHUEM CIIy4daeB, KOIra TPYIOBO# JOTOBODP 3aKIFOYAETCS
BIIEPBBIC WIIK PAOOTHUK NOCTYIIAET Ha PabOTy Ha yCIOBHAX COBMECTHTEIIHCTBA;

- CTPaxOBOE CBUJIETEIBCTBO rOCYAaPCTBEHHOTO IEHCHOHHOTO CTPaXOBaHHS,

- JOKYMEHT 00 00pa3oBaHMH, O KBATH(HUKAIMH WK HATHYMHA CIIENHATHHBIX 3HAHMUIA;

- TIOKYMEHTBI BOMHCKOTO yYeTa.

5.5.1. 3anpemaercs TpeOGOBaTh OT JHMUQ, NOCTYNAIOIEro Ha paGoOTy, MOKYyMEHTBI
TIOMHMO IIPeyCMOTPEHHBIX TpyIOBBIM KONEKCOM, HHBIMH (enepalbHEIMK 3aKOHAMH.

5.6.  Cpoxu 00paboTKu NepCOHAIBHBIX JAHHBIX

5.6.1. Cpoku 00pabOTKH NEPCOHATBHBIX NAHHBIX OMPENENSIOTCS B COOTBETCTBHE CO
CpOKamu JEHCTBHS JOTOBOPOB C CYOBEKTaMH NEPCOHANBHBIX JAHHBIX, a TAKkKe TPEOOBAHUIMH
3aKOHOJATENLCTBA U JIOKATBHBIMH JIOKYMeHTaMH KoMnanuu.

5.7. Heo6xomumocTh coriacus cy0bekTa Ha 06paboTKy IIepCOHANBHBIX JaHHBIX

5.7.1. B cmy4asx, TpemycCMOTpeHHBIX (enepanbHbM 3aKkoHOM «O IepCOHAIBHBIX
JaHHBIX», 00pabOTKa MEPCOHATBHBIX MAAHHBIX OCYINECTBISETCS TONBKO C COTJIACHS B
IHMCbMEHHOH (opMe CyOBeKkTa IIEpPCOHANBHBIX [AHHBIX. PABHO3HAYHBEIM —COJEPIKAIIEMY
COOCTBEHHOPYYHYIO NOANHKCH Cy(beKTa MepCOHAIBHBIX JAHHBIX COTJIACHIO B MHCHMEHHOM
dopme Ha GymMaKHOM HOCHTENle NPU3HAETCS COTTacHe B (opme JJIEKTPOHHOTO JTOKYMEHTa,
TOJNUCAHHOTO B COOTBETCTBHH C (eZIepalbHBIM 3aKOHOM 3JIEKTPOHHOM MOAIHCHIO.

5.7.2. Tlpu HeoOXOMMMOCTH I K&XKIOW M3 KATEropuil CyOBEKTOB IIEPCOHAIBHBIX
JI@HHBIX Da3pabaThIBAeTCs U yTBEpXKIaeTcs (opma cornacus Ha oOpaBOTKY NEepCOHATBHBIX
JAHHBIX.

5.7.3. ®@opMel cornacuii paspabaTHIBAIOTCS B COOTBETCTBHM  C TpeOOBaHUSIMHU
DenepanbHOro 3akona «O MepCOHANbHBIX NaHHBIXY. IIpuMepHbIe (GOpMEBI corylacHii MPUBEIEHEI
B [Ipunoxenuu 1.

6. YcnoBust 06paGoTKu NepcoHATbHBIX JAHHBIX

6.1.  KonduaeHmanbHOCTh NEPCOHATHHBIX TAHHBIX

6.1.1. B cootBerctBuu ¢ Ykazom Ipesunenta Poccuiickoit ®enepanuu ot 06.03.1997 .
Ne188 «O06 yTBepikaeHun nepeyns cBeaeHwit KOH(HIEHIHATEHOTO XapaKTepay, IePCOHATbHBIC
AQHHBIC OTHOCATCS K CBEACHHUSIM KOH(DUICHINATIBHOTO XapaKTepa.

6.1.2. B Komnanuw Ha sTane CO3maHUS WIH B XOIE 9KCIIIyaTaluyd MH()OPMAIIMOHHBIX
CHCTEM  NIPOM3BOIMTCS ~MHBEHTAapH3allks WHOOPMALMOHHBIX aKTHBOB, M  OIpeeTeHHE
BIaNCIbIaMi  aKTHBOB CONEPIKAIMX MEPCOHANbHBIE JaHHBIC, a 3aTeéM JOKYMEHTAIbHOE
0(OpMIIEHHE U YTBEPIKAECHHE MX AN 06paGOTKH B HHGOPMALMOHHBIX CHCTEMAX.

6.1.3. OTHeceHHe WHPOPMAIMOHHBIX CHCTEM, 00pabaThIBalOIUX IEPCOHANBHBIE
Aaunpie x  MCIIIH npowsBoguTcss AKTOM — KJIacCH(pHKAIAX HCITJH u yTtBepxmaercs
NIpENCENIATC/ICM  KOMUTETa 110 YNpPaBICHHIO HH(OPMAlMOHHOW Ge30macHOCThIO. Jlanee
Branenbuem MCII/lH HasHayaeTcs OTBETCTBEHHBIH 32 06paGoTKy IIEPCOHAJIBHBIX JaHHBIX.

6.1.4. Tlpu 06paboTKe NEpPCOHANBLHBIX NaHHBIX KoMmmammeil u TPETBUMHU JTUIIAMH,
HOTyHaroUMH IOCTYIl K NEPCOHAIBHBIM JaHHBIM, 00ECIIEYHBAETCS MX KOH(UICHIIMATBHOCTD,
T.C. CO3NAIOTCA yCJIOBHSA, HE NONYCKAIOLIME PACKPHITHA M PACHPOCTPAHEHHMS MEPCOHATBHBIX

10



En+

DIGITAL CTII 005-2018

JaHHBIX Oe3 coriacus CY6LCKT&1 IEPCOHATIBHBIX JAHHBIX, 3a HCKIIFOUCHHEM O6H_ICI[OCTyHHI:IX
[IE€pCOHAJIbHBIX JaHHBIX.

6.2.  Tlopy4enue o6pabOTKU IEPCOHAIBHBIX TAHHBIX TPETHEMY JIILY

6.2.1. Kommanus BnpaBe mopy4uTs 06pabOTKy MEPCOHATBHBIX JAHHBIX TPETbEMY JIUILY
C cornmacus CyOBeKTa NEPCOHANBHBIX NAHHBIX, €CIA MHOE HE MPEIyCMOTPEHO (enepalbHBIM
3aKOHOM, Ha OCHOBaHUH 3aKJIF0YAEMOTO C ITHUM JIMI[OM JOrOBOPA.

6.2.2. Tlepemaya wmnm mopydeHue OOpaGOTKH IIEPCOHANBHBIX JAHHBIX MOJKET
BBIMOJIHATECS HAa OCHOBE (elepalbHOTO 3aKOHA, B 3TOM CIydae COIJacHe CyObhekTa
NIePCOHATBHBIX JAHHBIX HE TpeOyeTcs.

6.2.3. B cimydae, ecnmu Kommanums Ha OCHOBaHMH JIOTOBOpa IOpy4YaeT o00paboTKy
[IEPCOHANIBHBIX JNAHHBIX TPETbEMY JIHIly, CYIIECTBEHHBIM YCIOBHEM JOTOBOpA SBJIAETCS
00A3aHHOCTE 00€CTIeUeHH s yKa3aHHbIM JIHLOM KOHGHIEHIIHATPHOCTH [IEPCOHATBHBIX TAHHBIX U
0€30I1aCHOCTH NIEPCOHANBHBIX IAHHBIX TIPH HX 06paboTKe.

6.2.4. Jluno, ocymecTBisomee o6paboTKy MepCOHANBHBIX NAHHBIX IO [IOPYYEHUIO
Kommanuu, 06s3aH0 coG0KaTs NpWHUMIBI M HpaBHia 00pabOTKH MEePCOHATBHBIX JaHHBIX,
npenycMoTpeHHble  DenepanbHbIM 3aKOHOM «O IEpCOHANBHBIX IAHHBIX» M JIOKATbLHBIMH
nokymentamu Kommanuu.

6.2.5. CeemeHHs 0 pabOTaiOMEM MM  YBOJCHHOM pabOTHUKE MOTYT OBITH
IIPEIOCTABIIEHBI IPYTOH OpraHu3alyy, QU3HIECKUM JIUIAaM WM TPETHHM JIHIAM TOJBKO MO HX
IHCBMEHHOMY OOpalIeHHUIO ¢ Coriacksl pabOTHHUKA.

6.3. XpaHeHHE U yHUUTOXEHHUE EPCOHATBHBIX JAHHBIX

6.3.1. XpaHeHHE IEPCOHAIBHBIX JAaHHBIX OCYIECTBISIETCS B bopme, TO3BOJSIOIEH
ONpPENeNIUTh CyObeKTa IEPCOHATBHBIX NaHHBIX, HE IOJbIIE, 9eM 3TOrO TPeOYIOT Hemu HX
00paboTKH.

6.3.2. Kommamms mnpekpamaer o6paGoTKy NEPCOHANBHBIX JAHHBIX W YHHYTOXKAET
coOpaHHbBIE IIEPCOHANBHBIE JAHHBIC, €CIIH HHOE HE YCTaHOBJIEHO 3aKOHOAATEIhCTBOM P®D, B
CICIYIOIMX CIIyYasX U B CPOKH, yCTAHOBJIEHHBIE 3aKOHOIATEILCTBOM Pd:

—TI0 OCTWXKEHHUH LeJIeit 00pabOTKH MM yTpaTe HEOOXOMMMOCTH B HX JOCTHIKCHHH,

—IO0 TPeOOBaHMIO CyOBEKTa IIEPCOHANBHBIX JAHHBIX MM YIIOTHOMOYEHHOTO oprasa 1o
3aIMUTE NPaB CyOBEKTOB MEPCOHANBHBIX JAHHBIX - €CIH NEpPCOHANbHBIE JAHHBIE SBIISIOTCS
HCIOJIHBIMY, YCTAPCBUIMMM, HENOCTOBEPHLIMH, HE3aKOHHO MOJIyYEHHBIMH WM HE SBIISIOTCS
HEOOXOIUMBIMH ISl 3asBICHHOM 1IEJIH 00paboTKu;

—IIPH OT3BIBE CYOBEKTOM MEPCOHAIBHBIX AAHHBIX COIJACHS Ha 00paboTKy CBOHX
[ICPCOHAJIPHBIX TAHHBIX, €CIIU TaKOH COrjacue TpedyeTcst B COOTBETCTBHH C 3aKOHOIATEILCTBOM
POD;

~IpA  HEBO3MOXHOCTH yCTPaHEHHs JOIYIIEHHBIX HAPYyIIEHAH Npud 06paboTKe
[IEPCOHAIBHBIX JaHHBIX.

6.4.  OO6paboTKa MepcOHANBHBIX JAHHBIX B IEJIIX MPOABHIXEHHUS TOBAPOB U YCIIYT

6.4.1. O6paboTKa MepCOHANBHBIX JAHHBIX B IENSX IIPOJBMKCHHUS TOBApOB U YCIYI Ha
PBIHKE IIyTEM OCYIIECTBIICHHS MPSIMBIX KOHTAaKTOB C IOTEHIMATIBLHBIM OTpeduTeNeM ¢
TIOMOIIBIO CPEACTB CBSA3M, NONMYCKACTCS TOJBKO IIPH YCJIOBHMH NPENBAPUTEIBHOTO COTJIACHS
CyOBEeKTa INepCOHANBHBIX JaHHBIX, pa3paboTaHHOTO W YTBEPXKIEHHOTO B COOTBETCTBHU C
TpeOOBAHHUAMHU HACTOSIIIETO CTAHAPTA.

6.5.  TpaHcrpanuyHas nepenaya NIEPCOHANIBHBIX JaHHBIX

6.5.1. Tpancrpanwunas mepenaya NCPCOHANBHBIX  JaHHBIX  (Tepejada  4Yepes
['ocynapcTtBennyro rpammmy Poccuitckoii OQenepaunu  opraHy BIacTH HHOCTPAHHOTO
TOCY/IapCTBa, (YU3UIECKOMY HIIM FOPUIMYECKOMY JIHILy HMHOCTPAaHHOTO TOCYAapCTBa) MOXKET
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OCYIIECTBIATECA TOJBKO IPU HAIMYAM IHCHMEHHOTO COTJIacHs CyOBEKTa IIEPCOHAIBHBIX
JTAHHBIX.

6.5.2. TpancrpanuyHas mepenaya MEpCOHATBHBIX JAHHBIX MOYET OCYIIECTBIATHCS Ge3
cornacusi CyObeKTa IepCOHAIbHBIX JaHHBIX B CIydasx:

—HCIIOJTHEHHSI I0OTOBOPA, CTOPOHOM KOTOPOTO ABIAETCS CYOBEKT IEPCOHANBHBIX JAHHBIX.

—3allATBl  JKU3HH, 3[0POBbS, HHBIX JKA3HEHHO Ba)KHBIX WHTEPECOB CYOBHEKTa
[IEPCOHANIBHBIX NAaHHBIX MJIM JPYIHX JIMI IIPH HEBO3MOXXHOCTH IIONYYEHHS COTJIAacHs B
IIUCbMEHHOH (popMe CyOBheKTa IepCOHATbHbIX JAaHHbIX.

6.6.  O6pabotka OOpaIIeHHii 1 3aPOCoB

6.6.1. Tlopsnox o6paGoTku obparmeHuii cyGbeKTOB IEPCOHAIBHBIX JAaHHBIX (MM HX
3aKOHHBIX NpEJCTABUTENEH) IO BOIPOocaM 0OPabOTKH MX NMEPCOHATBHBIX NAHHBIX ONPEeseH
cratseii 20 OenepanbHOro 3akoHa «O HePCOHANBHBIX JAHHBIX .

7. MeponpusTHST 10 oGecneYeHHI0 0e30MaACHOCTH [epPCOHANbHBIX
JAHHBIX

7.1. OO61ue nosoxKeHus

7.1.1. Tlom yrpo3oif IS MNePCOHANBHBIX [AHHBIX MOHUMACTCS EIUHUYHOE WK
KOMIITIEKCHOE, = peallbHOC HIIM MOTEHIHANbHOE, AaKTUBHOE WM [ACCHBHOE IIPOSIBICHUE
BO3SMOJXHOCTEH BHCINHUX MIIM BHYTPEHHHX 3JOYMBIIIICHHHAKOB HJIH HeOJIaronpusATHBIX
COOBITHH, KOTOpBIE OKAa3HIBAIOT JeCTAOHIM3UPYIOIEe BO3NEHCTBHE HA 3alUIIaeMYyIO
MH()OPMAIIHIO.

7.1.2. Meponpustusi 110 06ecIeueHnio 6e30MacHOCTH IEPCOHANIBHBIX JAHHBIX SBIISIOTCS
COCTaBHOH YaCTBIO [eATeNbHOCTH KOMIIaH M ¥ ONIPeIeIIIOTCS HA OCHOBAHMH MOIC/ICH yTpo3.

7.1.3. Jlna mpuBeneHus nesTenbHOCTH KOMIAHHH B COOTBETCTBHE C TpeOOBaHUSIMU
OQenepanbHoro 3akoHa «O MEPCOHATBHBIX JAHHBIX) npuBiekaeTcs Komurer nmo ympapneHuro
HUH(OPMALMOHHOMN G€30IaCHOCTHIO.

7.1.4. Jlns BeIGOpa U peanu3aniy METOLOB U CIIOCOOO0B 3aIHTh IIEPCOHAJIBHBIX TaHHBIX
MOTYT TpHBIICKATECS OPraHU3allkH, MMEIOIKE O(QOPMICHHYIO B YCTaHOBJEHHOM MODSLIKE
JHLCH3AIO HA OCYIIECTBICHHE ACATEIbHOCTH IO TEXHHYECKOM 3ammmTe KOH(MHICHIHATLHOMN
UH(pOpMAaIIHH.

7.1.5. Tlopsmox ¢opmupoBaHus cIECKa JIdI, JIOCTYIl KOTOPBIX K IEPCOHAILHBIM
A@HHBIM, 00pabaThIBAEMBIM B MH(OPMALMOHHBIX CHCTEMAaX, HEOOXOIHM UM JUIsL BBIIOJIHEHHS
NOJDKHOCTHBIX 00s3aHHOCTeH, ompenensercs 8 CTII 003-2018 «YIIpaBlieHHE OOCTYIIOM K
MH(POPMAIIMOHHEIM pecypcaM MH(DOPMAIIHOHHBIX CHCTEM . JomyckaeTtcs ykazaHue paGOTHHKOB
B CIIICKE Ha POJICBOX OCHOBE. POl 3a/1al0TCSl B COOTBETCTBHHY C 3aHUMAEMOH JODKHOCTBIO.

7.1.6. C nemblo CHMKEHHS PHUCKOB HapyuieHdss HHQGOPMAIMOHHOM 0e30macHOCTH B
PaMKax OJIHOH POJIH He COBMEMIAOTCS CIEAYIOMHE DYHKIHH: pa3paboTKMU M COMPOBOXKICHHUS
CHCTEMBI/TIPOrPAMMHOTO OGECIIEYeHH s, HX DPa3paboTKH u 9KCIUTyaTalldd, CONPOBOXIECHUS U
OKCILTyaTalnH, afMUHUCTPATOPa CHCTEMBI U aIMHHUCTPATOPA HH(MOPMAIIHOHHOMN Oe3omacHoCTH,
BBINIOTHCHUS ONEPAIMK B CHCTEME M KOHTPOJIS X BBITOTHEHMS.

7.1.7. JTOKyMEHTaJILHO TIPOIEIypHI KOHTPOJIS ACSITCILHOCTH PAaOOTHHUKOB, 00JIa1al0IIHX
COBOKYIIHOCTBIO  IIOJHOMOYMH  (POJIAMH), NO3BOJISIONIMME  IIOTYYHTH KOHTPOJIb  Haj
3alUAIIAEMbIM  MHQOPMAIIMOHHEIM ~ aKTHBOM ompexenedsl B CTII  004-2018 «Aynput
HHPOPMALHOHHOM 6e30macHOCTH .

7.1.8. Ilpouemypsl  (KoTopble OpeyCMaTpUBAIOT ~ JOKYMEHTAIBHYIO  (DHUKCALIUIO
PC3YJIbTATOB IPOBOJMMBIX INPOBEPOK) MpHeMa Ha paboTy, BIMSIOIIME HAa OOeCIedeHHe
HH(OPMAIHOHHOM 6€30MaCHOCTH, BKIFOYAIOIIHE:

- IIPOBEPKY TOUIMHHOCTH NPENOCTABIECHHBIX IOKYMEHTOB, 3asBIISeMOit KBaJTU(UKAIHH,
TOYHOCTH M MOJHOTHI OHOrpaduueckux (GakTos;
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- IPOBEPKY B 4YacTH NpPO(GECCHOHATBHBIX HABBIKOB H OLEHKY IPO(ECcCHOHATBHOM
MIPUTOAHOCTH;

7.1.9. Ilpum o6paboTke KOHOGUACHIMATbHOM WHGOPMAaNuH pabOoTHUKM KOMIaHHM Hal0T
IUCBMEHHOE 0053aTeNCTBO O  HEpasIVIAlCHWH HH(POPMAIUM, BKIOYAs IPUBEPKEHHOCTH
IpaBujIaM KOPIIOPATUBHOW 3TUKH U TPEOOBAHUS 110 HEOMYIICHHUIO KOHPIUKTA HHTEPECOB, 3TUM
KOKIBIH PabOTHUK MOATBEPKAAECT, YTO OH HPOUH(GOPMHUPOBaH O (akTe 06PabOTKH MM
IE€PCOHAIPHBIX NAHHBIX, KATErOpHsaX o0O0pabaTbiBaeMbIX IMEPCOHANBHLIX JAHHBIX, a TaKKe
O3HaKOMJIEH CO BCEH COBOKYMHOCTBIO TpEOOBAHHUH 110 00pabOTKe U 0OECIIEUEHHIO OE30MACHOCTH
NEPCOHANBLHBIX NAHHBIX, YKa3aHHbIX B HACTOAINEM CTaHIApTe U HMHBIX BHYTPEHHHX
HOPMAaTHBHBIX JOKYMEHTaX, PErIaMEHTHPYIOMUX 00pabOTKy MEPCOHANBHLIX NaHHBIX, B YacTH,
KacaroIencs €ro NOKHOCTHBIX 00S3aHHOCTENA.

7.1.10.IIpu B3aMMOJEHCTBHHU C OPraHU3aLMAME U GU3MUECKIMH JTHIAMH TPEOOBAHHS 10
obecredeHnI0 UHHOPMAIMOHHOM GEe30MaCHOCTH BKJTIOYAIOTCS B JOrOBOPHI (COIVIALICHHS) C
HUMH U PETJIAMEHTHUPYIOT AESTEIBHOCTD B 3TOH 00J1acTH.

7.1.11. loctyn  paGotHukoB KoMmauw# K MEpCOHATHHBIM MAHHEIM H 006paGoTKa
NEPCOHATBHBIX JaHHBIX pabOoTHHKaMH KoOMMaHWW OCYyLIEeCTBIAETCS TOMBKO IS BBIMTOTHEHHS
UMM JOJDKHOCTHBIX 00SI3aHHOCTEH.

7.2.  Ompenenenue ypoBHs 3aummennocty VCIT/IH

7.2.1. Bce uH(OPMAIMOHHBIE CHCTEMBI TIEPCOHANBHBIX NAHHBIX KOMIIAaHMHM MOIIEKAT
00s3aTeIbHOM KiTacCHUKALIH.

7.2.2. Knaccupukanus  HHOOPMALMOHHBIX  CHCTEM  IIEPCOHANBHBIX  JAHHBIX
OCYILECTBIISIETCS KoMmmarmu B COOTBETCTBUH C:

—METOJMKOH OIpeNeNeHnsl aKTyalbHBIX yrpo3 O€30MacHOCTH MEePCOHAIBHBIX JaHHBIX
npu ux odbpadorke B UCTITH, yrepxaentnoit ®CTIK Poccuu 14 penpamnst 2008 r.;

—nocraHoBnenneM IlpasurenscTBa Poccuiickuit ®eneparuu ot 01.11.2012 1. Nel119
«O06 yTBepKIEHHH TpeOOBaHMM K 3alllUTe MEPCOHATBHBIX JAHHBIX npu ux oOpaboTke B
MH()OPMAIMOHHBIX CHCTEMAX IEPCOHATBHBIX TAHHBIX Y,

—TnipukazoM DenepanbHOH ClykObl 1O TEXHHYECKOMY H 3KCIOPTHOMY KOHTPOJIO
Poccuiickoit ®@enepamuu ot 18.02.2013 r. Ne21 «O6 yrBepakaeHuH CocTaBa W comepikaHust
OpraHU3ALMOHHBIX M TEXHHYECKUX Mep 10 00eCIeYeHHIO 0€30MacHOCTH EPCOHATBHBIX JaHHBIX
IpHU UX 00paboTKe B HHYOPMALIMOHHBIX CHCTEMAX TIEPCOHATBHBIX JAHHBIX»;

—CTaHJapTaMM M  peKOMEeHIamusMH MuHsHepro Poccum 1o obecrnedeHuio
MHOPMALMOHHOH  6€301IaCHOCTH  OpraHM3alHil  TOIIHBHO-IHEPIeTHYeCcKOT0  KOMILIEKCa
Poccuiickoit ®enepanumn.

7.2.3. Ilpouenypa kmaccupuxanuu HHGOPMANMOHHBIX CHCTEM [EPCOHATBHBIX JAHHBIX
BKITIOYAET B CE0s CIICAYIOLINE JTAIIBL:

- lepe; HaganoM o6pabotku B MCII/IH moGIX NEpCOHAIBHBIX JAHHBIX HJIH BO BpeMs
MHBCHTAPU3allMM BUANCNCLl yCTAaHABIMBACT MX KATETOPHIO, OOBEM M XapaKTepPHUCTHUKH
6esonacnoctu  (Ilpmioxenwme 3), HCHOMB3ys Ilpunoxenne 3, ompenenaser ypoBeHb
sammmennocty  MCII[IH, BHOcuMT Bcé B AkT Kimaccupuxamuu HCITIa (Ilpunoxenue 4)
(ITompaznenenue Vb MoxeT IpUBIEKaThCS IUIst KOHCYJIbTaIii);

- Blafernen HanpasiseT AKT kiaccuukamun VICITIH pykoBomuTemo UT ciyx6sr;

- pykoBogutens UT cmyx6bl HasHaYaeT OTBETCTBEHHOTO PabOTHHKA JUIS 3aIOJHEHHS
TEXHUYECKOH MH(POPMAIHH B aKTe;

- OTBCTCTBEHHBIH paboTHMK WT cmyx6bl 3amomHser AKT KiaccHpuKauyuu NCIIIu
(IIpunoxenue 4; myHKTHI 4-8) U HampaBIIsET BJIAJICNIBIIY [UIS aKTyaTHu3aliu;

- Biajenen BBIHOCHT AKT knaccuuxammu MCIIJ[H nus  ero pacCMOTpEeHHsT U
YTBEpXKIeHus Ha KoMuTeTe 1m0 yrpasieHuo HHbOPMAIOHHOM GE30MaCHOCTHIO;

-TI0  pesyibraTaM paccMOTpeHHst KomureT mno ympaBieHuio HHGMOPMALHOHHOM
0€30MacHOCTBIO MPUHAMAET PELICHHE O ET0 YTBEPIKIECHHHU MU T0paboTKe;
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- konus Axra knaccudpukanuu UCII/IH Bo3BpainaeTcs Biaaaebily Uil XpaHCHHSL.

7.2.4. Tlpu oTHeceHHMHM WH(OPMAIMOHHBIX CHCTEM K HH(POPMALKMOHHBLIM CHCTEMaM
IIEPCOHAIBHBIX JAHHBIX HCIIOJIB3YETCS CIEAYIOMINH MOIX0:

—MHGOPMAIMOHHBIE CHCTEMBI LENBIO CO3aHUS M HCIOJB30BAaHUS, KOTOPBIX, B TOM
YUCIIe, SBIAETCS 00pabOTKa MEPCOHATBHBIX NAHHBIX, JOJDKHLI OBITh BKJIIOYEHHI B CIHMCOK
MH(OPMAIMOHHBIX CHCTEM, B KOTOPBIX 00pabaThIBAIOTCA IEPCOHANBHEBIE JaHHBIE;

—UHQOPMAIIMOHHBIE CHCTEMBI, PeATH3yIONMe OM3HEC IIPOIECCH, He 00pabaThIBAOLINE
[IEPCOHATBHBIC TaHHBIC MJIM OTHECEHHBIE K 4 Kiiaccy, He BKIovaroTes B cnucok MCIT/IH.

7.2.5. lna  xkaxaod — MHQOPMAIMOHHON  CHCTEMBI  NEPCOHANBHBIX  JaHHBIX
OTBETCTBEHHBIM 32 00pabOTKy IEePCOHANBHBIX JaHHBIX MOArOTABIMBAIOTCS CBEACHHS O:

—BJIaJIeNbIle MHPOPMAIIMOHHOM CHCTEMBI IEPCOHANIBHBIX JaHHBIX;

—LenH 00paboTKH NePCOHATBHBIX JaHHBIX;

—o0BeMe U cofepxKaHuH 00pabaThiBaEMBIX IEPCOHANBHBIX JAHHBIX

—IepeyHe ACHCTBUM C IEPCOHATBHBIMY JAaHHBIMH U CIIOCOOBI HX 00pabOTKH.

7.2.6. O0beM U colep)aHHe HNEPCOHANBHBIX NAHHBIX, 4 TAKXKe INepedeHb NCHCTBHI H
CIIOCO0BI 0OPabOTKH NEPCOHANBHBIX JaHHBIX JOJDKHBI COOTBETCTBOBAThH LiEIAM 00paboTkH. B
TOM Clly4ae, €C/IM IJIS BBINOJHEHHs OM3HEC IPOLECCa, PeaH3allHi0 KOTOPOTo IOMNEPKHBAET
MH(pOPMAUMOHHAs CHCTEMa, HET HEOOXOAMMOCTH B 00pabOTKe OIpeNeieHHbIX IepPCOHATBHBIX
JaHHBIX UJIH TOTIOJHUTEIBHBIX CBEJICHUH, TOT1a OHU TOJDKHBI OBITH YIAIEHEL.

7.3.  MeponpusaTus mo 0OeCledeHnI0 Ge30NaCHOCTH NMEePCOHATBHBIX JAHHBIX IIPH HX
00paboTke 6€3 UCIIOTB30BAHUS CPEICTB ABTOMATH3ALHM

7.3.1. Tlpu o6paboTtke B KOMIHHE HePCOHANBHBIX JAHHBIX Ha OyMaXkKHBIX HOCHTEISX, B
YaCTHOCTH, IPH HCIOJb30BAaHWK THUIIOBBIX (DOPM IOKYMEHTOB, Xapakrep HH(GOPMALUH, B
KOTOPBIX NPEATNOaraeT WK JOIYCKAeT BKIIOUCHHE B HHUX IEPCOHAIBHBIX NAHHBIX, JOJDKHBI
cobmonaTees TpeOOBaHHMA, YCTaHOBJICHHBIE IlonokeHHeM 06 O0COGEHHOCTSX 0OPaGoOTKH
NCPCOHANIPHBIX JAaHHBIX, OCYIIECTBIAEMOH 0€3 MCHOIB30BaHMs CPEACTB aBTOMATU3allMH,
YTBEPXKACHHBIM ITocTaHoBIeHHE [IpaBuTensetBa PP ot 15.09.2008 r. Ne687.

7.3.2. OGpaboTKa HePCOHANBHBIX JaHHBIX, €3 HCIO0JIB30BAHMS CPEICTB aBTOMATH3AIIH,
OCYIIECTBJIACTCS TaKUM 0OOpa3oM, 4TOOBI B OTHOINCHHWH K&XIOW KATETOPUM NEPCOHATBHBIX
JaHHBIX MOXHO OBUIO ONpPENENTUTH MECTa XPaHEHHs MEPCOHANBHBIX JAaHHBIX (MaTepHATbHBIX
HOCHTEJICH) U YCTAHOBUTH IIEPEUEHb JIHII, OCYLIECTBIAIOMEIX 00pabOTKY IIepCOHATBHBIX JaHHBIX
700 UMEFOIIMX K HUM JOCTYII.

7.3.3. Ob6ecneunBaeTcst pa3aenbHOE XPAaHEHHE MEPCOHATBHBIX JAHHBIX (MaTePHAIbHBIX
HOCHTEJeH ), 06paboTKa KOTOPBIX OCYIIECTBIISETCS B Pa3IMYHbIX LEIISX.

7.3.4. Ilpy  XpaHEHHH MarepUalbHBIX HOCHTENEH  COOIIIOAOTCS yCIIOBUS,
obecneunBaroIIre COXPaHHOCTh [IEPCOHAIBHBIX JAHHBIX U UCKJIIOYaIoIIne
HECaHKIHOHMPOBAHHBIN K HAM IOCTYII.

7.3.5. JlomyckaeTcsi mepefaya MaTepHATBHBIX HOCHTENEH IIEPCOHAIBHBIX JaHHBIX Ha
XpaHCHHE CTOPOHHEH OpraHW3alMW Ha OCHOBAaHHMH JOTOBOPA, MPU 3TOM, CYIIECTBEHHBIM
YCTIOBHEM  [IOTOBOpa  SBIIIETCS  OOSI3aHHOCTH  OOECICYEHHMs YKa3aHHOM oOpraHu3armeit
KOH(HICHIMAIBHOCTH TIEPCOHAIBHBIX JAHHBIX M G€30MaCHOCTH [EPCOHATBHBIX JAHHBIX IIPU UX
00paboTke (XpaHEeHHHN).

7.3.6. PabGoTHHkE KoMIaHum, OCYIIECTBISIOIIHE 00paboTKy NEepCOHATBHBIX JAHHBIX
0e3 WCIONB30BAaHUSI CPENCTB aBTOMATH3ALNH, uHGOpPMHDPYIOTCS 0 (akTe 00pabOTKM HMH
TICPCOHANBHBIX NaHHBIX, 00pabOTKa KOTOPBIX OCYINECTBISETCS Ge3 HCIONBb30BAHHS CDPENCTB
ABTOMATH3alMH, KaTeropusix oOpabaThIBaeMbIX IME€PCOHANBHBIX [aHHBIX, a TaKke 00
OCOOCHHOCTSIX H MPaBHJIAX OCYIIECTBIEHHUS TaKOH 06pabOTKH.

7.3.7. BHYTpEHHMMH OpraHW3AlMOHHO-PACIIOPSIUTENLHBIMH JokymeHTamMu Kommanuu
ONPENCIIAIOTCS MECTA XPaHEHUsI IEPCOHANBHBIX JaHHBIX, 00pabaTeIBaeMBbIX 0€3 HCIIOIb30BaHKS
CPEICTB aBTOMAaTH3alUH.
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7.3.8. MarepuanbHble HOCHTENIH II€EPCOHANBHBIX MaHHBIX, II0 JJOCTHXKEHHH LENe
00pabOTKH CONEPKAIMXCS Ha HUX IEPCOHANBHBIX JAHHBIX, HOIEKAT YHHYTOXKEHHIO, eCiH
HMHOE HE MPEeIyCMOTPEHO 3aKoHoHarenbcTBOM PO (momHoe (u3nyeckoe ¥ HE BOCCTAHOBHMOE
yHuuroxenue I1/IH, cogepkamuxcs Ha TAKUX HOCHTENISX ).

7.4.  Meponpuatus M0 0OECIEYCHHIO GE30MAaCHOCTH IIEPCOHANBHBIX JAaHHBIX MPU
XPaHEHUH HOCUTEJIEH MePCOHATBHBIX JaHHBIX

7.4.1. Ilopsamok ydyeTa H XpaHEHHs MaTepHATbHBIX HOCHTENEH IIEPCOHANBHBIX JAHHBIX B
Komnannu onpenensercs nprukazoM, KOTOPEIH YCTaHABIMBALT:

—MeCTa XpaHCeHHUs MaTepPHaIbHBIX HOCUTENEH IEPCOHANTBHBIX JaHHBIX;

—TpeOoBaHus MO 06ECHEUEHHIO OE30aCHOCTH EPCOHAIBHBIX JAHHBIX IPU XPaHEHHH HX
HOCHTEJIEH;

—OTBETCTBCHHBIX 3a pealu3aluio TpeOoBaHUH 10 00€ECIeUYeHHI0 OEe30MacHOCTH
[IEPCOHAIIBHBIX JaHHBIX;

—IOpPSIIOK KOHTPOJIs BBIIOJHEHHS TpeOOBaHHMM 110 OOECHEYEHUIO OE30MIacCHOCTH
NCPCOHABHBIX JAHHBIX MPU XPAaHEHUH MAaTEPUAIBHBIX HOCUTENCH MEPCOHATBHBIX JAaHHBIX.

7.5.  IloaroToBka yactTHOU Momenu yrpo3 UCITIx

7.5.1. Ecnn mo pesympraTaM HcmonHeHds m.7.2 cuctema ocrtaeres VICIIH, TO
OTBETCTBEHHBIM 32 moAroraBiuBaercs YactHas momens yrpo3 WCIIIH, ¥ BBIIOJIHAIOTCH
CJIEYIOIIHE [Iary:

- Bragenery WCII[In BHocuT namHele 1.7.2 B YacTHyro Momens yrpos MCII[Ia
(IIpunoxenue 5; mynktsl 4.1-4.4) 1 oTBeTCTBEHHOMY 32 06paboTKy [1/]H;

- OTBETCTBEHHbIA 3a 00pabotky IIJIH HampaBnser YactHyro moxens yrpos MCII[Ia
pykosomutento UT cmyxOpl, a TOT Ha3HayaeT OTBETCTBEHHOIO PAOOTHMKA IS 3allOJHEHHS
TEXHHYECKON HHPOPMAIIHH;

- OTBeTCTBeHHBIN pabotauk MT ciyx6sl 3anmonuser YactHyro mMomens yrpoz MCIIIa
(IIpunoxenue 5; myHkTsI 4.5-4.11; Tabnuua 2) u Hanpapmser OTBETCTBEHHOMY 3a 00padoTKy
[1/1H;

- OTBETCTBEHHBIA 3a 00pabotky I1/[H mpenocraBister YactHyro Moaens yrpo3 VICITIu
SKCTIEPTHOH KOMHCCHH B COCTaBe KOTOPOH JOIDKHBI ObITh MpencTaBuTeny Buagenbua UCITIH,
UT cayx6el, 3ammrtel pecypcoB u Menemxep Wb  mis OKCIIEPTHOM OLEHKU YyTPO3
HH(OPMAIIMOHHOMN GE€30I1aCHOCTH,

- OKCIIEPTHAs KOMHCCHsSl YTOYHSCT IIEPEYEHb YTPO3 K ONpPENEISeT BO3MOXKHOCTD
pealu3allii yTpo3 U ONACHOCTh KaXI0M yrpo3bl, 3TH AaHHBIE (OPMHUPYIOTCS OTBETCTBEHHBIM 32
obpabotky I1]In u BHOCATCS B YacTHyto Moaens yrpo3 MCII/Ix;

- 10 OKOHYAaHHH PabOTBHI SKCTIEPTHOH KOMHCCHH OTBETCTBEHHBIH 3a 06paGorky I1[[a
PacCUMTBIBACT MOKA3ATENU U ONPEIENIAET aKTyallbHbIE YTpo3bl 6e3omacHocTy I1/1H;

- OTBETCTBEHHBIA 3a o00paborky IIJlH BbIHOCHT Ha paccMoTpeHMe KomwmTera 1m0
YNPaBJIECHUIO HHOPMAUMOHHOH Ge30IacCHOCTBIO OKOHYATENbHBIA BapuaHT UacTHOH MojenH
yrpo3 MICIIJIH, mo pesysbTataMm paccMOTpEHHUs IPUHHMAETCS PEIICHHE O €€ YTBEP)KICHUH WA
nopaboTke;

- xonust YactHod momemn yrpoz WCII[IH Bo3Bpamaercs Bnagensny WCIIIH nns
XpaHEeHHS.

7.6.  IloAroToBKa IlaHa MEPONPHATHIA IO 06ECTIEUEHHIO 6E30MaCHOCTH NCIIOn

7.6.1. OTBercTBeHHBIA 3a 06pabotky I1/{u npu  ydactun Menemkepa Wb
TIOATOTABIMBACT IUTAH MEPONPUATHH 1O obecmedenmio GesomacHoctu WCIIJH ¢ ykasaHuem
OTBETCTBCHHBIX 33 MEPONPHUATHS HCIIOJHHUTENEH, B COOTBETCTBHH C IIONHUTHKON B 0OIACTH
MH(pOPMAIMOHHOH 6e30acHOCTH U IIPHKA30M DeiepanbHOR CIYXOBI 10 TEXHHYECKOMY H
9KCIOPTHOMY KOHTpot0 Poccuiickoit @enepammu ot 18.02.2013 r. Ne21 «O6 YTBEPKICHUU
CocraBa u colepikaHus OpraHM3aUHOHHbBIX W TEXHHYECKUX MeD 110 00ecTIeYeHUI0 6e30acCHOCTH
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IIEPCOHANIBHBIX JAHHBIX NMpPU MX 00paboTKe B HHGOPMAIMOHHBIX CHCTEMAxX MEPCOHATBHBIX
NaHHbIX», HampaBisgeT ero Buagenbny MCIIJIJH ¥ OTBETCTBEHHBIM 3a MEpONPUATHS Ha
COTJIaCOBaHHE.

7.6.2. Bnagenen MCIIJlH ® OTBETCTBEHHBIE 3a MEPONpPHATHS  HAIPABISIOT
COTJIaCOBAaHHBIM IUIaH MEpONpusATHH 1o obecmeuenutro OesomacHoctd MCII[IH B
OTBETCTBEHHOMY 3a 00paboTky I1/[H U1 yTBepXKI€HHUS HA KOMHUTETE 110 yrpapieruio Vb.

7.6.3. OtBeTcTBeHHBI 3a 00pabotky IIJIH HampaBiseT YTBEpXKACHHbBII IUIaH
MeponpusATHii 10 obecnevenuto 6e3omacHocty UICII/IH Bnanensiy ICIIJa u Menemxepy VB.

7.6.4. B pamKax HCIONHEHHs TpeGOBaHMN MH(POPMAIIMOHHOM GE30IaCHOCTH Bafeell
UCII[IH BbIIycKaeT NpuKa3 O HA3HAUYEHHH OTBETCTBEHHBIX 3a 00paboTKy mnepcoHATBHBIX
JQHHBIX M HAaIPABIIACT YTBEPXKICHHBIA ILIAH MEPONPUATHH MO 00eCIed4eHHI0 0e30MacHOCTH
OTBETCTBEHHEIM 34 MEPOIPUSATHS HCIIOIHUTEISM.

7.6.5. OTBeTCTBEHHBIE 33 MEDPOLpPHMATHS WCIONHUTENH TPHCHUIAIOT OTYETHl O
BBIIIOJIHEHUH MeponpusaTuil Bnaaemnsiy MCIT a.

7.6.6. Bnanenen VICIIJIH mocne MmOJydYeHHs OTYETOB IO BCEM MEPOIPHSATHSIM ILIAHA
HanpasisgeT ux Menemxepy Ub nsa pacemorperust na Komutere o ynpasnenuio Vb.

7.6.7. Komuter mo ynpaemenumo UB npu yuactum Buamemsua MUCII[H wmwm ero
IIPEACTABUTENA PACCMATPUBACT OTYETHI NPEACTABICHHBIE OTBETCTBEHHBIMH 34 MEPONPHATHS H
ONCHHUBACT  CTENEHb  COOTBETCTBHA Mep 3ammuThl [IJ[H  3amaHHBIM  TpeOOBaHMAM
MH(POPMALMOHHOMN G€30MaCHOCTH.

7.6.8. CexpeTapb TOTOBHT MPOTOKOJ € BBIBOJAOM KOMHTETa 10 yrpasieHnio MB o
CTCNICHH COOTBETCTBUA Mep 3amuThl I[J[H 3amaHHbIM TpeGoBaHusM O O€30MACHOCTH |
HanpasigeT ero Bianenasbiry UCITJIH.

7.6.9. Bmanenen MCII/Ta roToBuT Aexnapanuio o cootsercreun UCIIJIH B dbopme AkTa
cootBercTBUs (IIpunoxenue 6).

7.6.10.ITocne mexnapuposanus MCII/IH Bce u3MeHeHMS B Heit IIPOXOJAT IPOLEAYPY
COTJIACOBAHHMS B yCTAHOBJICHHOM ITOPSIIKE.

8. Hoapasaenenusi, ocymecTBasiiomue G(GYHKIHH [0 OpPraHH3aLHH
3alUTHI NEPCOHAJBHBIX JAHHbIX

8.1. (D}’HKIII/IOHa.H NOoApa3ACICHUA 10 3alIUTE NEePCOHATIBHBIX JaHHBIX

8.1.1. OpraHu3auust 3alUTHl NEPCOHATBHBIX JIaHHBIX KoopauHHupyetcss KomureTtoMm 1o
YIIPaBJICHUIO HH)OPMAIIMOHHON 6€3011aCHOCTHIO.

8.1.2. OtsercTBeHHBI 3a 06paboTky IIJ[H HasHayaeTcs BAdeIbLEM NCIIH,
IIOCPENCTBOM H3[aHUS MMPHUKA3a.

8.1.3. @yHKIME OTBETCTBEHHOIO 3a 06PaGOTKY IIEPCOHAIBHBIX TaHHBIX:

—OCYIIECTBIICHUC BHYTPEHHET0 KOHTPOJIS 32 COOJIONEHUEM OIIepaTopoM M pabOTHHKAMH
3aKoHONaTeNbCcTBa Poccuiickoii Denepanuu 0 nepcoHaNBHBIX JaHHBIX, B TOM 9HCIIE TpeOoBaHUH
K 3aIlliTe NEPCOHAIBHBIX JaHHBIX;

—HOBCIICHME IO CBEICHHsI PaOOTHHKOB IIOJOKEHHN 3aKOHONATeNbcTBA Poccuiickoit
OQelepauyy 0 MEPCOHANBHBIX JAHHBIX, JOKATHHBIX  aKTOB 110 BOIIpocaM  00paboTKu
IePCOHANBHBIX TaHHBIX, TPEOOBAHHUMH K 3aIUTE IEPCOHANBHBIX JAHHbIX

—OpraHu3auus npuema u o0paboTKh OOpameH il i 3aIpOcoB CyGHEKTOB MEPCOHATBHBIX
AQHHBIX UM UX NPENCTaBUTENCH U (WU/IK) OCYLIECTBICHHE KOHTPOIIS 32 IPHEMOM 1 00paboTkoii
TaKuX OOpalleHHi U 3aIpOCOB;

TBCICHME OKypHala HEINTaTHbIX curyauud (IIpunoxkenuwe 2), BHeceHHE B HEro
COOTBETCTBYIOIIMX 3aIUCEH B ClTyyae OGHAPYKEHHUs (aKTOB: HECOOIFOIEHHS YCIOBHHA XPAaHEHHS
HOCHTENEH MEPCOHANBHBIX AHHBIX; HCIIONB30BAHHS CPEICTB 00PaGOTKH UH(OpMAITHH, KOTOPOe
MOXET IPUBECTH K HAPYIIEHHIO KOHQHACHIMATBLHOCTH MEPCOHANbHBIX NAHHBIX HIIH IPYTHM
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HapYyIICHUSIM.

8.2. IlpaBa pabOTHHMKOB NOApPA3NENEHHH, OCYLIECTBISIOLIAX byHKIIMH  TI0
OpraHU3alUH 3aIIUThI HEPCOHATBHBIX JAHHBIX

8.2.1. PaGoOTHHKM, OCyIIECTBIsIOIME  (DYHKIHH [0 OpraHu3alyy  3alllUThI
IIEPCOHATBHBIX JaHHBIX, UMEIOT MPaBO Ha:

—3ampoc ¥ MHOJy4YeHHEe HEOOXOMMMBIX MAaTepHaloB Ul OPraHU3alUH H IIPOBEICHUS
paboT no BompocaM obecredeHns 6e30MacHOCTH NEPCOHAJIBHBIX AaHHBIX B KoMmanuu;

—TPUBICYCHHE K INpPOBEACHMIO PabOT MO 3allUTe NEPCOHAIBHBIX NAHHBIX APYTHX
noapasaenenuit Kommnanuu;

~TIPHBIICYCHHE K NPOBEACHMIO PaboT MO 3alIUTe MEPCOHATBHBIX IAHHBIX HA JOTOBOPHOI
OCHOBE CTOPOHHUX OpraHH3aLUI;

—KOHTPOJIb  NCATENBHOCTH CTPYKTYPHBIX Hopapaszaenenuii Kommanmum, B yacTu
BBITIOJTHEHUST HMH TpeOOBaHUM 10 00ECIICUEHHIO 6E€30MIaCHOCTH IIEPCOHATBHBIX JAaHHBIX.

8.3.  OTBETCTBEHHOCTH PaGOTHUKOB TOApa3/e/eHHUI, OCYIIECTBIIIOIINX (PYHKIMH 110
OpraHU3alliy 3aIUUTh]l HEPCOHATBHEBIX JAHHBIX

8.3.1. PaboTHHKM mOJpa3IENennit, OCYIIECTBIAIOMIHE (GyHKUMH 1O Oprasu3anuu
3alIMTHI IEPCOHATBHBIX JaHHBIX, HECYT OTBETCTBEHHOCTD 34

—HPAaBUILHOCTE M aJI€KBATHOCTh NPUHAMAEMBIX DPELICHHH [0 3allUTe NEPCOHATHHBIX
JAHHBIX.

—Ka4eCTBO IpPOBOJMMEIX pPabOT M BBINOJHEHHE BO3JIOXKEHHBIX HA HEro (yHKIHIA,
IPENYCMOTPEHHBIX HACTOAIIMM CTaHAAPTOM.

9. IlpaBa n o0s13aHHOCTH padoTHHKOB KoMnanun

9.1. TlpaBa paGoTHHKa, perJaMeHTHPYIOLIHE 3alIUTYy €ro IEPCOHAIBHBIX JaHHBIX,
YCTaHOBJICHBI IEHCTBYIOIINM 3aKOHOAATENCTBOM Poccumitckoit Denepauny.

9.2. B mHemaxX 3aHMTHl NEPCOHANBHBIX AHHBIX, XpaHsAlMXcsd y paboTomares,
pabOTHHK MMeeT IpaBo:

- Ha COXpaHCHME M 3alIUTYy CBOCH JIMYHOH U CeMeHHOM TalHbI,

- UCKIIIOYICHH S WM MCTIPABJICHH S HEBEPHBIX HJIM HETIOJHBIX IEPCOHANBHBIX TaHHbIX,

- Ha CBOOOIHBIN OECIIATHBIA JOCTYI K CBOMM MEPCOHATBLHBIM JTaHHBIM, BKIIIOYas IPaBo
Ha TIOIyYCHUE KOIIMH TF000H 3amucH, coepikalleli MepCoHaIbHBIE JAHHbIE,

- O3HaKOMJICHHE C NEPCOHATBHBIMH JAHHBIMH OIICHOYHOIO XapaKTepa, JONOJHEHHOE
3aABJICHUCM, BBIPAXKAIOLIHUM €r0 COOCTBEHHYIO TOYKY 3PEHHS;

- OIpPEACICHHE CBOUX MPEACTABUTEIICH, MOATBEPXKACHHOE JOBEPEHHOCTHIO, IS 3aIUThI
CBOMX ITEPCOHATBHBIX JaHHBIX.

9.3.  Paboruuk obs3aH:

- [IepefiaBath  pabOTOMNATENIO MM €ro IPEACTABHTENIO KOMILICKT JIIOCTOBEPHBIX,
AOKYMEHTUPOBAHHBIX IEPCOHANBHBIX JaHHBIX;

- CBOEBPEMEHHO c000ImaTh paboToaaTelTo 00 H3MEHEHHH CBOMX MEPCOHAIBHBIX NAHHBIX.

9.4. PabOTHHUKH CTaBST paboTonarens B H3BECTHOCTL 00 H3MEHEHHH bamunmm,
MMCHH, OTYECTBA, NaThl POXJACHHS, YTO IOJYYaeT OTPAKCHHE B TPYAOBOH KHIDKKE Ha
OCHOBAHHH TPEICTABIECHHBIX NOKYMEHTOB. IIpH HEOOXOMMMOCTH HM3MEHSIOTCS NAHHBIE 06
00pa3oBaHuH, IPODECCHH, CIICIHATBHOCTH, NPHUCBOCHUH HOBOTO paspsiia | IIp.

10. KoHTpoab 3a BhINOJIHEHHEM TpeOoBaHMIi

10.1. KonTpons BblnonHeHus TpeGoBaHHH HACTOSIIEro CTaHJapTa yCTaHABJIUBAETCS B
COOTBETCTBHH C TIOPSAKOM, ycraHoBieHHbIM CTII 004-2018 «AynuT WHOOPMAIMOHHON
0e30macHOCTH .
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10.2.  Jlns npoBepKH BBIIOJHEHHs TPeOOBaHUM CTaHAapTa MPUKa3oM KoMIaHHH MOTyT
OBITH CO31aHBI COOTBETCTBYIOLIME KOMMCCHH.

10.3. PesynbraTel NpPOBEIEHHOrO KOHTPOJS O(GOPMIAIOTCS B BHIE 3aKIIOYEHHUS
KOMMCCHH IO TIPOBEPKE BLINOJIHEHUS TPEOOBAHMIN 3aIUTHI TEPCOHANBHBIX JAHHBIX.

10.4.  MeponpusTus 1m0 KOHTPOJIFO MOTYT OCYUIECTBJIATHCS HA IOTOBOPHOH OCHOBE
CTOPOHHUMM OpPTaHHU3ALUIMH.

11. OTBeTrcTBEHHOCTH

11.1.  OTBeTCTBEHHOCTh 3a OCYINECTBICHHE KOHTDOJS BBHIIONHEHHS TpeOOBAHMIA
HaCTOAINEro CTaHAapTa, MPEIOCTaBIEHHWE PEKOMEHJANWH MO HMX BBIIOJIHEHHIO, a TaKXKe 3a
NOANCPKAaHHE JAHHOTO NOKYMEHTA B aKTyalbHOM COCTOSHHUU HeceT Menemxkep UB.

11.2. PabotHukm KoMmaHH#M B COOTBETCTBHH CO CBOHMH  JOJDKHOCTHBIMH
00513aHHOCTSIMH, OCYIIECTBISIONINE 0OPaGOTKY MEPCOHATBHEIX JAHHBIX, HECYT OTBETCTBEHHOCTD
B COOTBETCTBHH C 3aKOHOIATENLCTBOM Poccuiickoii Penepanuu 3a HapyleHHE peXXMMa 3aIIUTE,
00paboTKH ¥ IOPS/IKA UCIIONB30BAHMS IEPCOHATBHBIX JAHHBIX.

11.3. Jluua, BAHOBHBIE B HAapYyIICHHH HOPM, PETYJIHPYIONIUX HONyYYeHHe, 00paboTKy U
3allNTy NCPCOHANBHBIX NAHHBIX, HECYT NUCUMIUIMHAPHYIO, aJMHUHHCTPATHBHYIO, YTOJOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBUU C JIEHCTBYIOIIHUM 3aKOHOAATEIHCTBOM.

11.4. 3a HeucmonHeHWe MM HEHaNIEXalllee HCIOIHEHHE PAGOTHHKOM IO €ro BHHE
BO3JIOKEHHBIX Ha HEro O0S3aHHOCTEH IO COOMIONEHHIO YCTAHOBJIEHHOIO HOPSAAKAa PabOTHI C
[ICPCOHANBHBIME [JaHHBIMH PabOTONaTeNh BIIPaBe HMPUMEHUTH, NPENYyCMOTPEHHBIE TPYIOBBIM
KonekcoM P® nucnuninnHapHble B3bICKAHHUS.
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IIpunoxenue 1

Cornacue cyOonexTa Ha 06pabOTKY IEPCOHANBHBIX IAHHBIX (IpuMepHas Gopma 17 pabOTHHKOB)
000 «DH+ OdumxuTany

Komy (ykazanue nuua B Komnanun)
OT paboTHHKA
OO0 «2uH+ qumxuTany

(®UO0)
Anpec: )

Hmeromuii macmopt:

COI'JIACHUE
Ha 00pabOTKy NepPCOHANBHBIX JaHHBIX
A, )
(paMHINS, HMS, OTYECTBO MONTHOCTHIO)

3aHUMarOL KK (as1) TOHKHOCTh s
(HaMMEHOBaHUE NOJDKHOCTH)

B MOApa3ieJIeHUU 5
Jaro corjacme
O61ecTBy ¢ OrpaHH4EeHHOM OTBECTBEHHOCTBIO «DH+ Jumkutam» (000 «du+ Jumkutany), 664050, r. UpkyTck, yi.
Baiikanbckas, 2955 Ha aBTOMaTH3MpPOBaHHYIO, B TOM 4YHCE B HH()OPMALMOHHO-TEIEKOMMYHHKALMOHHBIX CETAX, a
Talke 0e3 HCIIONIb30BAHUA CPEICTB aBTOMATH3aUMKM O0OpabOTKy, BKIIOWas cOOp, 3aIliCh, CHCTEMATH3ALMIO,
HAKOIJICHWE, ~XpaHEHHe, yTOYHeHHWe (OOHOBJEHME, H3MEHEHHE), H3BIEYEHHE, HCIOJb30BAHKE, Mepenady
(pacmpocTpaHeHue, MpenOCTaBIeHHE, HOCTYI), O0E3IMYMBAHHE, ONOKMPOBAHHE, YLAICHHE, YHUYTOXEHHUE MOUX
NMEPCOHAIbHBIX NaHHBIX: (paMuIIUs, UMs, OTYECTBO, FOJI, MECAL, JaTa ¥ MECTO POXKIEHHS, FPaXKIAHCTBO, aIpec MecTa
KUTEJIbCTBA, CEMEHHOE MOJIOKEHHE M COCTaB CEMbH, MECTO PabOThbl WM yd4ebbl UIEHOB CEMbH M POJCTBEHHHKOB;
HOMep TenedoHa; 00pasoBaHue, 3HAHUE HHOCTPAHHBIX S3bIKOB, MPO(ECCHS, MPe bk OMBIT PaGOThI, CTAX paboTsl,
CBEACHUA, BKIIOYCHHBIE B TPYNOBYIO KHHIKKY; MaclOPTHbIE JaHHbBIE, CBEACHHS O BOMHCKOM Y4eTe, CBEICHHUS O
Harpajax v NOYETHBIX 3BAHHUAX, CBENACHHS O COLMABHBIX JIbFOTaX, HACHTU(UKALMOHHbIM HOMEDP HAOrOIUIaTENbIIUKA,
HOMEp CTPaxoBOro CBUALTENLCTBA 0053aTeLHOTO IEHCUOHHOTO CTPAaXOBaHKs, 3apaboTHAs MIaTa, B LEJAX:
—  obecneyenus cobmoneHus 3aK0HOaTeNbeTBa Poccuiickoli Menepari;
—  COJEHCTBUA B TPYAOYCTPOIHCTBE;
—  COJEHCTBHA B 00yUYEeHHUHY;
—  odopmIIeHns Ge3HATMYHOrO CYeTa [Uisl IEPeUHCIeH s 3apaboTHOM IIAThI;
— A peanu3alyy Nporpamm A00pOBOJILHOTO MEAHLHHCKOTO CTPaXOBaHUS;
—  0opMIIEHHUs 1 NPHOOPETEHNS aBUa- U HKEJE3HOOPOXKHBIX GHIETOB;
—  0(OpMIIeHHS BU3HTHBIX KAPTOUEK;
—  0QOpMIIEHHs y4acTHs B KOPIIOPATUBHBIX MEHCHOHHBIX MPOrPaMMaXx;
—  oQopmileHNs 10BEPEHHOCTEH Ha NpeacTaBieHue uHTepecoB OO0 «Du+ JIUmKHTAY;
—  COIEHCTBHA B NPOJABIKEHUH IO CIIykKOe;
—  (OpPMHPOBaHNs SNEKTPOHHBIX CIIPABOYHUKOB U 3MEKTPOHHBIX (a3 JAHHBIX, HE0OXOTMMBIX OO0 «DH+
Aumkuran», kak paboTONATENIO, B CBA3M C TPYAOBBIMH OTHOLIEHUAMH.
Taxoxe paro coriacue Ha:

— mybnuiHOe opallleHHe B MO a[pec ¢ MCTONB30BAHMEM EPCOHAIBHBIX JAHHBIX (pamunus, uMs, OT4eCTBO, NaTa
POXJEHUSA) NpH: MO3APABIEHHM C JHEM POXIEHHS; HATPAKACHHH 33 TPYLOBbIE JNOCTW)KEHHUs, B TOM YHUCJIE Yepe3
My6IMKaUmIo B CPECTBaX MAacCOBOi MH(OPMALUK;
~ BKIIOYCHHE MOMX NEPCOHANLHBIX JAHHBIX ((aMuiIKs, UMs, OTYECTBO) B OOIIENOCTYMHbIE HCTOUHHKH: Tele(OHHBI
cnpaBoyHuk OO0 «Ou+ JIumKuTany, KHUra 3JEKTPOHHBIX agpecoB 000 «Du+ Humxurany, TenedOHHbIN CIpaBOYHUK
00O «3u+ Tumxurany.

Hacrostiee cornacue neiicTByeT ¢ MOMEHTa ero MOANKCaHUS B TEYEHUE Cpoka Tpynosoro gorosopa ¢ OO0
«9n+ JIMIDKUTAT» U B TeueHHe 75 JIeT nocie ero PaCTOPXKEHHUS, W MOXET ObITh OTO3BAHO MyTEM MOAAYU MUCHMEHHOTO
3asBJICHMSI.

/ / 20 .

(noanuce) (pacmndpoBka noanucu)
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Cornacue cyOnexTa Ha 06paboOTKy IEPCOHANBHBIX NAHHBIX (TIpEMepHas hopMa IUist APYTUX
Gu3nUecKkux suir) "
COI'JIACHUE

Ha 00pabOTKy MepPCOHANTBHEBIX JaHHBIX
A,

(bamunusi, UMs, 0TYECTBO)

MIPOKUBAKOLINH (as1):

(ampec cydbeKTa MepcoHaNbHBIX AaHHBIX)

JIOKYMEHT, yOCTOBEPSIOMIMI THIHOCTB:

(HOMep, KeM U Korza BblaaH)

A4ro CBOE COrIacue omepaTopy nepcoHanbHbIX AaHHBIX — OO0 «Du+ [umkuTany, (nanee -
Komnanus), pacnonoxernomy mo aapecy: 664050, Poccus, T. Hpkyrck, yn. baiikansckas 2955, Ha
00paboTKy MOUX MEPCOHANBHBIX JAHHBIX B LENAX OKa3aHUs YCIYT [0 00CITyKIBaHHUIO
aBTOMATH3UPOBAHHBIX HH(YOPMAIIMOHHBIX CHCTEM, COAEPKAIIMX CBEACHUS O MOUX
BBIIIICYKa3aHHbIX IIEPCOHATBHBIX JAHHBIX.

JleficTBHE cornacus pacIpoCTpaHseTcs Ha CeYIONTYI0 HEYOPMALHIO, OTHOCSIIYIOCS K MOUM
NEPCOHATBLHBIM AHHBIM: (aMHIIASl, UMS, OTYECTBO, FOJl, MECSI, IATA H MECTO POSKACHHS,
TPOXKIAHCTBO, aIpEC MECTA KUTEIBCTBA, CEMEHHOE MONOKEHHE M COCTAB CEMBbH, MECTO PaGOTHI MITH
y4eObl 4ICHOB CEMBU H POACTBEHHUKOB; HOMEP Telne(oHa; 06pa3oBaHHMeE, 3HAHUE HHOCTPAHHBIX
SA3BIKOB, POQECCHs, NPEBIIYIIUH ONBIT PAGOTHI, CTaX PabOTHL, CBEIEHHUS, BKIIOUYCHHEIE B
TPYAOBYIO KHIDKKY; ACHIOPTHBIC JaHHBIC, CBENICHHUs O BOMHCKOM Y4€Te, CBEIEHHS O Harpaaax u
TIOHETHBIX 3BAHUSIX, CBEICHHS O COLMABHBIX JILIOTaX, HACHTH(UKAMOHHEIH HOMep
HaJIOroIuiaTeIbIINKa, HOMEP CTPax0BOI0 CBHIETENBLCTBA 0053aTEIFHOTO MEHCHOHHOTO
CTpaxoBaHus, 3apabOTHas IIaTa.

Hacrosiiee cornacue mpenocrasinsercs Ha coBepiueHue MoGBIX TeiCTRHI (omepanuit) ¢ MOUMH
TI€pCOHANBLHBIMH IAHHBIMH, BKITIOYast COOp, CHCTEMATH3AIHIO, HAKOIUIEHHE, XPAHEHHE, YTOYHEHHE
(oOHOBNIEHHE, H3MEHEHHUE), HCIIOTb30BAHHE, pacnpocTpaHeHue (B TOM YHCIIe Iepenady
ONPEACTICHHOMY KpYT'y TPETBHX JIMII JULS JOCTHXKEHH BHIIICYyKa3aHHbBIX leNel), 00e3IMIMBaHNE,
OJIOKMpOBaHUE, YHHUTOXKECHHUE, OCYIIECTBIIEMBIX KAK ¢ HCIIOTb30BAHHEM CPEICTB aBTOMATU3ALUN
(aBTOMaTH3HpOBaHHAs 06PabOTKA), TAK U 6E3 UCMOJB30BAHMS TAKAX CPEICTB
(HeaBTOMaTH3MpOBaHHAs 06PaGOTKA).

Hacrosimee cornmacue neiictyer ne Menee 75 ser, B Clly4yae €ClIM HHOE HE IPEIyCMOTPEHO
3aKoHozmaTenscTBoM Poccuiickoit @enepanmu.

A1 yBenomies (a), uto BIIPABE OTO3BaTh COIIACHE HA 0OPAabOTKY CBOMX MEPCOHANBHBIX JaHHBIX
IIyTEM HaIIPaBJICHUS] MHOKO COOTBETCTBYIOIIETO MUCHMEHHOTO 3ampoca Ha IIOYTOBBIH ajapec
Komnanum.

B ciyyae yrounenus (o6HOBICHMS, M3MEHEHHST) MOUX NEPCOHAIBHBIX JAHHBIX, 5 00S3YI0Ch
YBEOMHUTE KOMITaHHIO O TaKUX YTOYHEHHSX, TyTeM HAIPABJIECHHS MHOIO COOTBETCTBYIOIIIETO
[TMCPMEHHOTO YBEIOMIICHUS Ha MOYTOBAIH anpec Kommnanuu, He mo3muee 14 mHel ¢ MoMeHTa
yTO4HeHHs. B ciydae ecnu cBesienus 06 yrouneHun (0OGHOBIICHNHU, H3MEHEHHH ) MOUX
IePCOHANBHBIX TAHHBIX OBUIM NOMYYeHBI OT TPETHHX JIHL, TO KoMmaHus BIIpaBE HE YBEIOMIIATE
MEHs 00 3TOM.

(nara) (noamnuce) (pamunus ¥ UHULKATIET)
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DIGITAL CTII 005-2018
IIpnaoxkenne 3.

IToaroroBka akra xinaccubukaruu MCIT a.
(mepeyeHb (KaTeropus) u 00BEM MEPCOHANBHBIX JaHHBIX)

1. MudopMaIrioHHbIE CHCTEMBL.

Nudopmanronnas cuctema siBiseTcs: HHGOPMAIMOHHON CHCTEMOM, 00pabaThIBaoLIeit
CreHaNbHBIC KaTeropuu nepconansubx qanubX (MCIIIH-C), ecnu B Helt 0OpabaTeiBaroTCs
NICPCOHANILHBIC JaHHBIC, KacaIOIIUECs PaCOBOM, HALMOHAIBHON MPHHAIC)KHOCTH, IIOJTUTHYECKIX
B3TJLA/I0B, PETMTHO3HBIX MK QunocodcKux yOexKaeHu, COCTOSHUS 3M0POBhS, HHTUMHOM SKH3HH
CyOBEKTOB NEPCOHATBHBIX JaHHBIX.

HMudopmannonnas cucreMa ABISeTCS HHGOPMAIMOHHOH cHCTeMO#, 06pabaThIBarOLIeit
bruomerpuyeckue nepconainsueie nanusie (UCIJIH-B), eciu B Heit 06pabaTHBAIOTCS CBEIEHHS,
KOTOPBIC XapaKTEPU3YIOT (PH3UOTOTHIECKHE U OHOJOTHYECKHE OCOOEHHOCTH YeIoBeKa, Ha
OCHOBaHHH KOTOPBIX MOXXHO YCTAaHOBHTH €T0 JINYHOCTH M KOTOPBIE UCTIOIB3YIOTCS OIIEPATOPOM IS
YCTaHOBJICHHUS JINYHOCTH CYObeKTa IEPCOHANBHBIX JaHHBIX, U HE 00pabaTHIBAIOTCS CBENCHHS,
OTHOCSIIHUECS K CIIENUAIbHBIM KaTeTOPHSIM IIEPCOHANBHBIX JaHHbIX.

HMupopmanmonHas cucTeMa sBIIsieTCs HHYOPMAIMOHHOM CHCTEMOi, 06pabaTbBaroweil
obenocTynusie nepconaibusie gannsie (MCIT/IH-0), eciu B Helt oOpabaTsIBarOTCS
NI€PCOHAJIBHBIC TaHHbIE CYOBEKTOB IIEPCOHATBHBIX JaHHBIX, II0JyYEHHBIE TOJIBKO U3
OOLIEI0CTYTHBIX HCTOYHHUKOB NIEPCOHATBHBIX JAHHBIX, CO3IAHHBIX B COOTBETCTBUM CO CTAThell 8
®enepanbHOro 3akoHa "O MepCOHANbHBIX JAHHBIX.

Mupopmanmonnas cucTeMa ABIseTCss HHGOPMAIMOHHOM CHCTEMO, 06pabaThIBAIOIIEH HHBIE
Kateropuu nepconanpHeX JaHHbX (UCTIn-H), ecu B Heit He 06pabaThIBalOTCS EPCOHATBHEIE
JIaHHBIE, YKa3aHHBIC B ab3aax NEePBOM - TPEThEM HACTOSIIETO MYHKTA.

MudopmannonHas cucrema sBisieTcs AHYOPMAIMOHHOM CHCTEMOH, 0GpabaTbiBaromei
TIEPCOHANbHBIC TaHHbIE COTPYJHUKOB OIIEPATOPA, ECIIH B HEH 00pabaThIBAOTCS IEPCOHATHHEIE
AAHHBIC TOJIbKO YKa3aHHBIX COTPYJHUKOB. B ocTambHBIX ciiydasx HHGOpMaLHOHHAS CHCTEMA
TIIepCOHANBHBIX NAHHBIX SBIIICTCS HHPOPMAMOHHOMH CHCTEMOi, 06pabaThiBaroIe mepcoHaIbHbIE
JiaHHBIE CYOBEKTOB [IEPCOHANBHBIX TAHHBIX, HE SBILIOLIUXCS COTPYIHHKAME OIIEpPaTOpa.

2. Ilon axTyalbHBIMH Yrpo3aMd GE30MACHOCTH IEPCOHAIBHBIX JAHHBIX MOHHMAETCS
COBOKYTIHOCTb yCIIOBUH U (baxTopoB, CO3JIAIOMIHX aKTyaJIbHYIO OIIaCHOCTh
HCCAHKIIHOHHUPOBAHHOTO, B TOM YMCJIE CIy4allHOTO, JOCTYNAa K NEPCOHAIBHBIM IaHHBEIM IPH HX
00paboTke B MH(OPMALMOHHON CHCTEME, pe3yJIBTATOM KOTOPOIO MOTYT CTaTh YHHYTOXEHHE,
U3MEHEHHE, OIIOKMPOBAHUE, KOMMPOBAHKE, IPEIOCTABICHHE, DACIPOCTPAHEHHE NIEPCOHAIBHBIX
JaHHBIX, a TAKXKE UHBIE HETIPABOMEPHEIE AEeHCTBHUS.

YTpo3sl 1-ro THNa aKTyalbHbI IS HHQOPMAIHOHHOMN CHCTEMBL, €CITH IS Hee B TOM HHCIIE
aKTyaJIbHbL yIPO3BI, CBS3AHHBIC C HATMYHEM HEJIOKYMEHTHPOBAHHBIX (HENEKIapUPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM IIPOIPAMMHOM 00€CTIEYEHHH, HCIIOTB3YEMOM B HUH()OPMAITHOHHOM
CHCTEME.

YTpo3bl 2-ro THIIA aKTyaIbHEL 1T HHBOPMALHOHHO CHCTEMBI, €CIIU IJI Hee B TOM YHCIIE
dKTYaJIbHBI YTPO3BIL, CBS3AHHbIC C HAIMYHEM HEJIOKYMEHTHPOBAHHbIX (HeIEKIapHPOBAHHBIX)
BO3SMOXHOCTEH B IPHK/IaXHOM MPOTPAMMHOM 0GECTIEYEHHH, HCTIOTb3YeMOM B UHGOPMAIMOHHON
CHCTEMe.

YTpo3bl 3-T0 THIA aKTyaIbHBI 171 HEQOPMAIIHOHHOMN CHCTEMBI, €CITH IS Hee aKTyaJIbHBI
YTPO3BL, HE CBA3AHHBIC C HATMYHEM HEOKYMEHTHPOBAHHBIX (HEIEKIApUPOBAHHBIX) BOBMOYKHOCTEH
B CHCTEMHOM H IPUK/IAIHOM POrpaMMHOM 00€CTIEYEHHH, HCIIOIB3yeMOM B HHPOPMALHOHHOM
cHCTEME.
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3. Ompenenenue Tuma yrpo3 OE30MACHOCTH MEPCOHANBHBIX JAHHBIX, AKTYAIbHBIX JUIS
MH(QOPMAIMOHHOH CHCTEMBI, MPOHU3BOIUTCS OIEPATOPOM C YYETOM ONEHKH BO3MOXKHOTO Bpena,
NPOBEJICHHOW BO HCIOJNHEHHE MyHKTa 5 wact 1 crarteu 18 [1] Denmepanbroro 3akona "O
NIEPCOHATIBHBIX NaHHBIX", U B COOTBETCTBHM C HOPMATHBHBIMH [IPABOBBIMU aKTaMH, IPUHATEIMU BO
HCIIOJIHEHHE YacTh 5 cTathk 19 denepansHoro 3akona "O mepcoHaNbHBIX JaHHBIX".

4. 1lpu 06paboTke MepCOHANBHBIX JaHHBIX B HH()OPMAIMOHHBIX CHCTEMaX YCTaHABIMBAIOTCS 4
YPOBHSI 3alIUINEHHOCTH MEPCOHANBHEIX JaHHBIX.

5. HeobxomumocTs obecnedenus 1-ro ypoBHs 3alMIIEHHOCTH TIEPCOHANBHBIX JaHHBIX (Y3-1)
IpH UX 00paboTke B MHYOPMALMOHHON CHCTEME yCTAHABIUBAETCS MPU HAIHYHH XOTS GBI OJHOTO
U3 CJIEAYIOIIUX YCIOBHIA:

a) 11 ”HPOPMAIMOHHOM CHCTEMBI aKTYaTIBHBI yTPO3HI 1-r0 THIA i HHPOPMALMOHHAS CHCTEMA
00pabatbiBaeT MO0 CrienHaTbHbIe KATErOPHHU EPCOHANBHEIX JAHHEIX, TH00 GHOMETPHYECKHE
NIEPCOHANIbHBIC JaHHbIE, TMOO HHBIE KATETOPUH MEPCOHANBHBIX JAHHBIX;

0) Anst HHPOPMAMOHHOM CHCTEMBI aKTyalbHBI YTPO3BI 2-T0 THIIA K uHpOpMaIMOHHAs CHCTEMA
00pabaThIBaeT CrelHanbHble KATErOPHH TIEPCOHAIBHEIX JaHHBIX 60jee yeMm 100000 CyOBEKTOB
IEPCOHANIBHBIX JAHHBIX, HE SIBJIAIOLMIMXCS COTPYIHUKAMH OIEPATOpa.

6. HeobxomumocTs oGecreuerst 2-ro ypoBHs 3allEIIEHHOCTH IePCOHAIBHBIX JAHHBIX (V3-2)
IpH UX 00paboTKe B MHYOPMAIMOHHOM CHCTEME yCTAHABIMBACTCS NPH HATHYHH XOTS OBl OJHOTO
U3 CIIEAYIOLIMX YCIOBHUIA:

a) 11 *HYOPMALMOHHOM CHCTEMBI aKTYaJIbHBI yTPO3HI 1-I0 THIIA B HHQOPMALMOHHAS CHCTEMA
00pabaTeIBaeT 0OILENOCTYIHBIE IIEPCOHANBHEIE JAHHBIE;

0) A1t ”HPOPMANMOHHOM CHCTEMBI AKTYaIbHBI yTPO3BI 2-T0 THIA H HH(QOPMALMOHHAS CHCTEMA
00palaThiBacT CrenHaTbHbIe KATErOPHH IEPCOHATEHBIX JAHHBIX COTPYIHAKOB oleparopa Hiu
CIICIHANILHBIC KaTCTOPHHU NIEPCOHANBHBIX TaHHBIX MeHee YyeM 100000 cyOheKkToB epCOHANIBHBIX
JIaHHBIX, HE SBIISIOIMXCSA COTPYAHUKAMHU OIEPATOpa;

B) JUIs MH(OPMAIIMOHHOM CHCTEMBI aKTYATBHEI YIPO3bI 2-T0 THIIA U HHQOPMAIMOHHAS CHCTEMA
00pabaTeIBaeT GHOMETPHIECKUE EPCOHATBHbIE JAHHbIE;

I) 475t ’HPOPMAIMOHHOM CHCTEMBI aKTyalbHEI YTPO3BI 2-T0 THIIA U HHQOPMAIMOHHAS CHCTEMA
0OpabarsIBaeT 00IIeJOCTYIIHbIE HEPCOHATBHEIE JaHHbIE 6osee geM 100000 CyOBEKTOB
NEPCOHAILHBIX aHHBIX, HE SIBISIOIIUXCS COTPYAHHKAMH OIIEPATOPa;

A1) A7sl “HQOPMAITMOHHOM CHCTEMBI aKTyalbHBI YIPO3bI 2-T0 THIIA H HH(OPMaLMOHHAsI CHCTEMA
obpabaTbIBaeT HHbIE KAaTErOPHH MePCOHATBHBIX JAHHBIX 6omee uem 100000 CyOBEKTOB
TIEPCOHATBHBIX TAaHHBIX, HE SIBIAIOIIMXCS COTPYAHHKAMHE OIEPaTopa;

€) U1t ’HPOPMAIIMOHHOM CHCTEMBI aKTYaTbHBI YTPO3bI 3-TO THNIA U HH(OpPMaIMOHHAS CHCTEMA
00pabaThbIBaeT CrienuanbHble KaTeropiH NepCOHAIBHBIX JAHHBIX 60see gem 100000 CyOBEeKTOB
TIEPCOHATIBHBIX NIAHHBIX, HE SIBIISIIOIIMXCSA COTPYTHHKAMHU OIIEPATOPA.

7. HeobxomumocTs 06ecriedenus 3-ro YpoBHS 3aIAIEHHOCTH NEePCOHANBHBIX AaHHBIX (Y3-3)
IIpH UX 00paboTKe B MHYOPMALMOHHON CHCTEME yCTAHABIMBAETCS [IPM HAJIMYUH XOTS ObI OJHOTrO
U3 CIEQYIOUTNX YCIOBHUIA:

a) U1l MH(OPMAIMOHHON CHUCTEMBI aKTYaIbHBI YTPO3BI 2-r0 THIIAa ¥ HH)OPMALMOHHAS CHCTEMa
00pabaThiBaeT 06IIEAOCTYTHBIE IEPCOHATBHBIE JAHHBIC COTPYIHHKOB OII€paTOpa Kl
00LIeI0CTYMHBIE IepCOHabHBIE HaHHbIE MeHee yeM 100000 CYOBEKTOB EPCOHAILHBIX JaHHBIX, HE
ABJISIIOIIMXCS. COTPYAHUKAMHU OIIepaTopa;

0) a1 MEGOPMALHOHHOMN CHCTEMBI AKTYATBHEI YTPO3BI 2-r0 THIIA ¥ HH)OPMALMOHHAS CHCTEMA
00palaTbIBaeT HHBIE KATETOPHH MEPCOHATBHBIX JAHHBIX COTPYIHUKOB OIl€paTopa HIIM UHBIE
KaTeTOpHH NepCOHANBHBIX NaHHBIX MeHee 4eM 100000 cy6heKTOB IIepcoHaNbHBIX JIaHHBIX, HE
SIBIISIOMIUXCSL COTPY IHUKAMH OIIEPaTopa;
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B) UL HH(OPMAIIMOHHOM CHCTEMBI aKTyalbHBI yIPO3bI 3-T0 THIIA ¥ HHPOPMALMOHHAS CUCTEMA
00palaThIBaeT CrenHaIbHbIe KATeTOPUH EPCOHATBHBIX JAHHBIX COTPYIHUKOB ONEPATOpa UK
CIENHAJIbHBIC KaTETOpHH MEPCOHANBHBIX JaHHBEIX MeHee yeM 100000 cyOBheKTOB mepCoOHATBHBIX
JAHHBIX, HE ABJISAIOMXCS COTPYIHUKAMHU OTepaTopa;

T) Ut AH(OPMAIMOHHON CHCTEMBI aKTYaJIbHBI YIPO3bI 3-T0 THIA U HHGOPMAIHOHHAS CHCTEMA
oOpabaTsIBaeT OMOMETPHYECKUE TIEPCOHANBHBIE JAHHEIE,

A1) juist ’HGOPMAIMOHHON CHCTEMBI aKTyallbHbI yIPO3bI 3-T0 TUIA ¥ HH(BOPMAIHOHHAs CHCTEMA
00pabaTbiBaeT HHBIE KATEOPUH [IEPCOHANBHBIX NaHHBIX 6onee gyeM 100000 cy6bekToB
NIEPCOHAIBHBIX NaHHBIX, HE SBJISIOIIUXCS COTPYAHUKAMHE OIEpPaTopa.

8. HeobxomumocTs obecnieuenus 4-ro ypoBHs 3alMIIEHHOCTH MEPCOHANBHBIX NaHHBIX (Y3-4)
IpH UX 00paboTKe B MHYOPMALMOHHON CHCTEME yCTAHABIMBACTCS NMPU HATHYHHE XOTS ObI OXHOTO
U3 CIEAYIOIUX YCIOBHUH:

a) [7isl ”HQOPMAITHOHHOM CHCTEMBI aKTyaIbHBI YTPO3bI 3-TO THIIA M HHPOPMALMOHHAS CHCTEMA
00pabaTsIBaeT 00IIEOCTYHEIE IEPCOHANBHbIE aHHBIC,

0) wist MHGOPMAIMOHHON CHCTEMBI aKTYaIbHBI yTPO3bI 3-T0 THIIA B HHPOPMALHOHHAS CHCTEMa
00pabaTblBaeT MHBIE KATETOPHH MEPCOHANBHBIX JAHHBIX COTPYIHHKOB OIIEPATOPA HIIH HHBIE
KaTeropuu IepcoHaNbHbIX JaHHBIX MeHee yeM 100000 cyObeKkToB nepcoHaNbHBIX JaHHBIX, HE
SIBJISIOIINXCS COTPYJHUKAMH OIlepaTopa.

9. st obecnieyenus 4-ro ypoBHS 3aIUUIEHHOCTH MEPCOHANBHBIX JAHHBIX IPH HX 00paboTKe
B HH(QOPMALMOHHBIX CHCTEMaX HEOOXOAUMO BBINIOTHEHHE CIIEAYIOMHX TpeGOBaHHIA:

a) OpraHu3anuys pexxuma obecrieyeHus 0€301MaCHOCTH HOMCHIGHHIZ, B KOTOPBIX pasMEIICHa
I/IH(bOpMaIII/IOHHaSI CHCTEMa, IIPEIATCTBYIOIIETO BO3MOXKHOCTH HEKOHTPOJIHUPYEMOTO
IIPOHUKHOBCHUS UJIN Hpe6I>IBaHI/I}I B OTHX IIOMCEIIECHUX JIMI, HE UMCIOIINX IIpaBa AOCTYIIa B 3TH
TIOMCIICHU S,

0) obecneuenne COXPaHHOCTH HOCHTENEH IIEPCOHANBHBIX JAHHBIX

B) YTBEP)KIEHUE PYKOBOIMTENEM ONIEPATOPA JOKYMEHTA, OIPELEISIOLIEr0 [epeYEeHb JIHII,
AOCTYII KOTOPBIX K NEPCOHAIBHBIM JIAHHBIM, 00pabaThIBa€MbIM B HH()OPMAIMOHHON CUCTEME,
HEOOXOMM sl BBITONHEHHS HMH CITy)KeOHBIX (TPYIOBbIX) 00S3aHHOCTEH;

T) HCIIOJIb30BAHHUE CPEICTB 3aAIUTHI MH(QOPMAIHH, TTPOLICIIIAX IIPOLENYPY OLECHKH
COOTBETCTBHU TPEOOBaHUAM 3aKOHOAATENbCTBA Poccuiickoi denepanuu B 061acTh 06eCHedeH s
OesomacHOCTH HH(pOPMALKH, B CITyYae, KOT/Ia IPUMEHEHHE TaKUX CPEICTB HEOOXOIUMO IS
HEUTpaIHM3aliH aKTyaIbHBIX YTPO3.

10. ITns obecneuenus 3-ro ypoBHS 3aIHIIEHHOCTH NEPCOHABHBIX JAHHBIX IPH HX 00paboTKe
B MH(OPMAIMOHHBIX CHCTEMAX OMHMO BBIOIHEHHS TpeOOBAaHHM, IPETYCMOTPEHHBIX IIYHKTOM 9,
HEOOXOIUMO, 4YTOOBI OBLUIO HA3HAYEHO OHKHOCTHOE oMo (paboOTHHK), OTBETCTBEHHBIN 3a
obecriedeHre 6e30IaCHOCTH IEPCOHATBHBIX JAHHBIX B MH()OPMAIIMOHHOM CHCTEME.

11. ITns obecnedenus 2-ro ypoBHS 3alHIIEHHOCTH NIEPCOHATIBHBIX JaHHBIX IPU MX 00paboTKe
B UH(POPMAITMOHHBIX CHCTEMAX MOMHMO BBIIOJHEHHUS TPeOOBaHUH, MPETYCMOTPEHHBIX MIYHKTOM
10, HeoOxomumo, dYTOGBI HOCTYH K COXEPIKAHHMIO 3JICKTPOHHOI'O JKypHaja COOOIIEHHH ObLI
BOSMOXEH — HCKJIIOYMTENIBHO  JUIA  NOJDKHOCTHBIX JHMI  (paGOTHHMKOB) —omepatopa  WIH
YIOTHOMOYEHHOr'O JINIA, KOTOPBIM CBECHUSI, CONEPIKAIIMECS B YKA3aHHOM KypHAIE, HEOOXOMMMBI
AUIS BBIIOJTHEHHUS CITY)KEOHBIX (TPYIOBBIX) 0OSI3aHHOCTEH.

12. Jlna obecriedenus 1-ro ypoBHS 3alUIEHHOCTH [IEPCOHANBHBIX JaHHBIX IIPU UX 00paboTKe
B HMHQOPMAIIMOHHBIX CHCTEMax MOMHMO TpeOOBaHUH, IIPETYCMOTPEHHBIX MIyHKTOM 11,
HEOOXOIMMO BBINIOTIHEHHUE CIEAYIOMMX TPeOOBAHMI:
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a) aBTOMaTH4ecKas PErUCTPalysl B SJIEKTPOHHOM JKypHasle 6€30I1acHOCTH U3MEHEHHS
TIOJTHOMOYHH COTPYIHUKA OIIEPATOPa MO JOCTYIY K EPCOHAIBHBIM IaHHBIM, COIEPIKAIMUMCS B
UH()OPMAIIMOHHOM CHCTEME;

0) co3maHue CTPYKTYPHOTO IOAPA3/IeleHus, OTBETCTBEHHOTO 3a 00eceyeH e 6e30MacHOCTH
NEPCOHANBHBIX JaHHBIX B HHPOPMALMOHHOM CHCTeMe, IM00 BO3JIOXKEHHE Ha OHO M3 CTPYKTYPHBIX
nojpasaeneHui QyHKIMH 10 06eceueHUIO Takoi 6e30acHOCTH.

Tun UCNOH CoTpyoHuKu KonuyectBo cyObekToB Tun akTyanbHbLIX yrpo3
oneparopa
1 2 3
Het > 100 000 ¥3-1 ¥3-1 ¥3-2
ncnox-c Het < 100 000
¥3-1 y3-2 Y3-3
e e e ] ﬂa S T SR S S P R e | (TN Ty T STV
UCTIOH-B ¥3-1 ¥3-2 y3-3
Het > 100 000 ¥3-1 ¥3-2 ¥3-3
NCrnax-" Het < 100 000
¥3-2 ¥3-3 Y¥3-4
Oa
R T R | TS| T N ST e T ] [T R e e T
Het > 100 000/ ¥3-2 Y¥3-2 Y3-4
UCrgx-o
@ Het <100 000 y3-2 y3-3 y3-4
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IIpunao:xkenne 4.

Axt xnaccupukanuu MCITJa
10 YPOBHIO 3aIUIIEHHOCTH (IpuMepHast popma).

YTBEPXIIAIO
IIpencenatens KoMHuTETA IO YIIPABICHUIO

HHPOPMAITMOHHOH 6€30aCHOCTHIO
« » 201 r.

AKT
Ki1accu(puKanuy HHQOPMAIMOHHON CHCTEMBI IEPCOHAIBHBIX JAHHBIX
«Hanmenosanme UCITJa»

Komuccus B cocrage:
IIpencenarens:

YJI€HB KOMHCCHU:

PaccMOTPEB CIEMYIOIME HCXOAHBIE TaHHbIE HA HMHPOPMAIIMOHHYIO CHCTEMY MEPCOHAIBHBIX
JTaHHBIX:

1. Kareropust 06pabaTbiBaeMbIX NEPCOHATBHBIX JAHHEIX: TOJBKO COTPYIHHKH oreparopa/He
SBJISIONIMXCS COTPYAHHKAMH OIIEPATOpA.

Vndopmannonnas cucreMa sBisercs HHGMOPMALHOHHONW CHCTEMOH, obpabateiBaromeit
HICPCOHAIILHBIC NAHHBIC COTPYAHMKOB OIEPaTOpa, €CIM B HEH 00pabaThIBAlOTCS IMEPCOHANIBHBIE
A@HHBIC TOJIBKO YKa3aHHBIX COTPYAHHMKOB. B ocTampHBIX ciiydasx WH(OpPMAIMOHHAS CHCTEMa
TIEPCOHANBHBIX NAHHBIX ABIACTCS HHPOPMAMOHHOM CHCTEMOI, 06pabaThIBaONIeH HePCOHATBHBIE
JIlAHHBIE CYOBEKTOB NIEPCOHANBHBIX JAHHBIX, HE SBJISIOMMXCS COTPYIHUKAMH omeparopa.

2. OGbem 06pabaThIBaEMBIX TIEPCOHANBHEIX HAaHHBIX: MeHee 100 000/ Goxee 100 000.

OnHoBpeMeHHO 00pabaThiBaroTcs JaHHBIE MeHee geM 100 000 CYOBEKTOB MEepPCOHATBHEIX
JAaHHBIX.

OnnoBpeMeHHO oOpabathiBaroTcs naHHBIe Gomee 100 000 CYOBEKTOB TEpPCOHAIBHBIX
JAHHBIX.

3. TpebGyemble XapakTEpHCTHKH O€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX: IEJOCTHOCTD,
AOCTYIHOCTb, ~ KOHQUICHUHATHHOCTh,  3AlMMIIEHHOCTh  OT  YHHYTOYKEHHS, HU3MEHEHHUS,
OJIOKMPOBaHHMS ¥ TIPOY.

H€O6XOI[I/IMO BBITIOJIHUTE  CJICAYIOIIHE XapaKTEPUCTUKHU Oe3omacHOCTH NNEPCOHAJIBHBIX
JAaHHBIX: LEJIOCTHOCTE, AOCTYIIHOCTD, KOH(i)I/II[CHIII/IéUIBHOCTB, 3alMUINCHHOCTE OT YHHYTOXXEHHU,
HU3MCHCHHUS, 6J'IOKI/IpOBaHI/I5[ U IIpod.

4. CrpykTypa HHOPMAIHOHHON CHCTEMBI: aBTOMATH3HPOBAHHEIE paboune mMecTta/ JOKaIbHas
HHGOPMaLOHHAsI CHCTeMa/ pacTipeeIeHHas UH(OpPMAIHOHHAA CHCTEMA.

Hcnone3yrorcss aBTOHOMHBIE (He MOIKIIOYEHHBIE K HHBIM UH(OPMAITIOHHBIM CHCTEMAM)
KOMIITICKCBl  TEXHHYECKMX M MpPOTPAaMMHBIX CDEICTB, IpeIHA3HAYEHHBIE IS  06paboTKH
NIEPCOHAIBHBIX JTAHHBIX.

VIcrose3yroTes KOMIIIEKCHI aBTOMATH3HPOBAHHBIX pabounx MecT, 0OBEIUHEHHBIX B EUHYIO
MH(GOPMALMOHHYIO CHCTEMY CDPEICTBAMH CBS3H 63 HCIIONB30BAHMS TEXHOIOTHH yIaJIEHHOTO
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JOCTyIa.

Vcnonb3yroTess KOMILIEKCH aBTOMATH3HPOBAaHHBIX paboumx MecT M (WMIIM) JIOKAIBHBIX
MH(OPMALMOHHBIX CHCTEM, OOBEIMHEHHBIX B E€AUHYI0 HH(DOPMAIMOHHYIO CHCTEMY CPEICTBAMH
CBA3H C UCTIOJIb30BAHMEM TEXHOJIOTHHU YJaJI€HHOTO JOCTYIIA.

5. Ioznkimovenne WHOOPMAMOHHOM CHCTEMBI K CETSM CBSI3H OOIIErO MOJIB30BAHUS U (WIIH)
CETAM MEXIYHapOIHOro WH(POPMAIMOHHOrO OOMEHa: He MMeeT / MMEeT MOMKIIOUECHHS K CETSM
MEXIYHApOJHOIO HH(POPMAIHOHHOIO 0OMEHA.

6. Pexum 06pabOTKH IEPCOHATBHBIX TAHHBIX: OJHO / MHOTOIIOJIB30BATE bCKHIL.

7. PasrpaHudeHue JOCTyNa: C pasrpaHAYeHHeM / 6€3 pa3srpaHHueHHs IpaB JOCTyTIa.

8. MecToHaxoXI€HHe TEXHHYECKHX CPENCTB HH(MOPMAIMOHHONW CHCTEMBI: BCE cpencTBa
HaxozmsATca B npenenax Poccuiickol ®enepanun / TEXHUYECKHME CPENCTBA YACTHYHO HIIM IETHKOM
HaxozATcs 3a npenenamu Poccuiickoit ®eneparum.

Ha OCHOBaHMHM aHAJIM3a UCXOIHBIX JaHHBIX HH(POPMAMOHHON CUCTEMBI H B COOTBETCTBUH C
IToctanoBnenuem IlpaBurensctBa Poccuiickuii Oenepartun ot 01.11.2012 r. Nelll9 «O6
YTBEPXKICHHM TPEOOBaHMH K 3alUTe IEPCOHAIBHBIX JaHHBIX NpH HX 00paboTKe B
MHGPOPMALOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIXY,

PEIIWIIA
YcranoBuTh HH(POPMALMOHHOM CUCTEME «HaumenoBanue NCTIa»
Yposens 3amuinennocta Y3-1/2/3/3.

« » 201 _r.
IIpencenarens koMuccuu
YneHbl KOMHUCCHHI
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IIpunnoxenue S.

Hacthas mozens yrpo3 CITTu (mpumepHas Gpopma).
YTBEPX]JIAIO
IIpencenarens KOMUTETA [TO YIPABIECHUIO

HH()OPMAIMOHHOM 6€30MaCHOCTHIO

« » 201 1.

YacTtHasi Moaenn yrpos
0€30IaCHOCTH MEPCOHANBLHBIX JAHHBIX
B HH(OPMALMOHHOH CHCTeMe EPCOHANBHBIX JAHHBIX

«HanmenoBanne UCIITu»

201_ r. Upkyrck.
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Or/s1aBsieHue
1. Mcxomabie HAHHBIE 00 VICTIITH ....voveuvevieireeiceeceieeee et eee et eee e e e eeee s eneseseenas
2. Pacuer yacTHO# MOJIeNH Yrpo3 Ge30IaCHOCTH MEPCOHMIBHBIX JAHHBIX, 00pabaTHIBAEMBIX B
UCIIIa !

...................................................................................................................................
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1. Ucxoanbie nanunie 06 UCIIIH.
1.1. Bnapeneu UCII/IH.

Branensuem HHQOPMAIMOHHON CHCTEMBI IEPCOHATBHALX JaHHbIX «HaumMeHoBaHMe NCTIa»
SIBJIICTCS <3aMECTHUTEJIb T€HEPAIBHOTO TUPEKTOpA..>.

1.2. Ilens 06paboTKH MEPCOHANBHBIX JAHHBIX

<Peructpauus ceneHuH, HeOGXOMMMBIX IS OCyIeCTBIeH s KoMmanueit yCTaBHOH
AEATCIBHOCTHA>

1.3. O6bem u coneprxanne o6padatsBaeMbIx B UCIT/IH IIEPCOHATBPHBIX JJAHHBIX.

B naunoit cucteme 06pabareIBaroTCs clieayIomye HepCOHATbHBIE TaHHBIE, TIOIEKAIIHE 3aIIHTe:
- haMunus, UMsl, OTYECTBO;

- CEpUsl U HOMEP JOKYMEHTA, YIOCTOBEPSIOIIETO JTTHOCTB.

1.4. Tlepeuens nelCTBHI C IEPCOHATBHBIME JAHHBIMA | CIIOCOOBI HX 00paboTKH.

Ornepatopom coBepumaroTest cGop, 3aMuich, XpaHEHHE, YTOUHEHHE. BeneTcs cMelmanHas obpaboTka
[T/Tx.

1.5. Yenous pacnonosxeHns OCHOBHBIX cocTaBisomux AC, 00pabaThIBaIOIIKX MTEPCOHAIBHEIE
JaHHBIE.

1.5.1. Pacnonosxxenue ocHOBHBIX cocTapisromux AC.

WCII[Ix siBisieTcsl pacIpee/IeHHOM U COCTOUT U3 CIEAYIOMIUX CTPYKTYPHBIX €IHHUIL:

- UcnonuutensHas mupexuus (M]1);

- hunnane! (P);

- AONONHUTENBHBIE oduck (J10).

O6pabotka uE(pOpMarmoHHEX notokoB MCIIIx ocymectiigeTcs B W], pacoioxxeHHOM 110
anpecy: r. Upkyrck, XXXX.

1.5.2. T'paHHIBI KOHTPOIMPYEMBIX 30H.
KoHTponupyeMbIMu 30HaMH SIBISIFOTCS 31aHHS B KOTOPBIX pacloiararoTCs CTPYKTYPHBIE €IHHHULIBL.

1.6. Tononorus VCII/IH 1 KoHGUTYpaIHs ee OTAeTbHBIX KOMIOHSHTOB.
1.6.1. Tomnonorus UCI1/Ig.

OCHOBHBIMH COCTaBIISIFOIIIHMH WUCTIIn sBusrores:
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- IEHTPAJIbHBIN y3el 00pabOTKH JaHHBIX;

- y3€J1 aJIMAHUCTPUPOBAHHUS;
- aBTOMaTHU3MPOBaHHbIe paboune Mecta (APM) coTpyaHuKoB.

1.7. Kondurypanus otaensubix komnonentos UCIIIH.
1.7.1. LleHTpanbHBIA y3es1 06pabOTKH JaHHBIX.

LenTpanbublil y3en 06paboTKH TaHHBIX IPEACTaBIsET co6oi ceppep HP, ¢ ycTaHOBIIEHHO!
onepanuoHHo# cructeMol Unix. Beero B nHGopManmontoii cucteme AC MCONb3yeTcs: OHH
IEHTPAIBHBIN y3el 00pabOTKK JaHHBIX, KOTOPHIA pacrosoxken B ]I r.MpkyTck.

1.7.2. ¥Y3en agMHHHCTPHPOBAHHS.

¥Y3en anmunnctpuposanus AC npencrasiser co6oit APM AnMuHECTpaTOpa 6E30IaCHOCTH, ¢
YCTaHOBJICHHOH OIl€pallMOHHOM cucTemoit Windows.

1.7.3. APM coTpyaHHKOB.

OcHOBHBIM 000pyI0BaHHEM, YHaCTBYIOLIUM B 06pabOTKe MEPCOHATBHBIX JAHHbIX, SBISIOTCS APM
COTPYyAHHKOB. C OMOIIBIO 3TOr0 060PYAOBAHHUS OCYIIECTBIISETCA BBOJL IEPCOHATBHBIX JAHHBIX B
UCII/IH.

APM cotpynnukoB ycranosneHo B 3xanun OO0 «Du+ JIumKuTany.

1.8. Cas3u Mex1y OCHOBHEIMH KoMrioneHTamu MCIT/IH.
1.8.1. ®usuyeckue cBs3M.

Crpykrypa upopManmonHoro B3aumoseiicteus B UCIT/[H pean3oBana Ha OCHOBE COOCTBEHHOM
pacnpenenenHo# Ceru nepenaun nauHbIx (nanee — CIIJI), ¢ HOAKITIOYEHHEM K CETSM CBSI3H OBIIEro
TIOJIb30BAHMUS K CETAM MEXAYHAPOJHOrO HHPOPMAIMOHHOTO OOMEHA, ¥ UMEET CIEMYIOIIHE

buznyeckue CBA3U:

- O6opynosanne AC NOAKIIOYEHO K JOKATBHBIM CETAM (GHIHATIOB M JOMONTHATEIBHBIX 0o¢ucoB 1o
BBIICICHHBIM KaHaJIaM CBS3H,

- (bI/IJII/IaJ'IBI U NOIIOJTHUTECIIbHBIC O(I)I/ICBI COCIUHCHBI 061H6171 CETBIO IICPCaaYn JaHHBIX,

- UCHTPANbHBIH y3es 00paboTku JaHHBIX HoakmodeH ¢ AC K ceTaM MeXIyHapOJHOTO
UH(OPMAITHOHHOTO 0OMEHA;

- ¥3€II aIMMHUCTPUPOBAHHUS [TOIKIIOUEH B JIOKATBHYIO CETh.
1.8.2. TexHoIOrM4ecKue CBI3M.

B nponecce 06paboTku nepconansabx nausx B UCIIH HCIIOJIB3YIOTCSI CJICIYIOLIHE
TEXHOJIOTHH:

- IEPCOHAJIPHBIC IAHHBIE XPAHATCS Ha [EHTPATBHOM Y311¢ 06paGOTKH JaHHBIX B CHENHATLHO
npeaHasHavyeHHoM ais storo CYB/I;
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- 11O, obecneunBaromee nepenady HepCOHAIBHBIX JAHHBIX OT KOHEYHOTO TepHhEpHIHOro
obopynosanus no CYB/I, pabotaer no nporokory TCP/IP;

1.8.3. DyHKUMOHAJBHEIE CBSI3H.

Baenennsie Ha APM cOTpYIHEKOB JaHHBIE [IEPECHUIAIOTCS HEMOCPEACTBEHHO Ha ICHTPAIIBHBL
y3€el 00pabOTKH NaHHBIX. |

V3en AJIMHHUCTPUPOBAHUS OCYIIECTBIISIET I.IeHTpaIII/I3OB2iHHOC YIIpaBJICHUE U KOH(I)I/IpraI.II/IIO TOIrO
ydJacTKa 3allUIIEeHHON CCTH, B KOTOPOM OH PaCHOJIOXKEH

- Ia€T AOCTYN B 3aIUINEHHYIO CeTh 111 APM coTpynHHKOB;

- YCTaHaBJIMBACT NOJUTHKHU 6e3OHaCHOCTH, B COOTBETCTBHH C KOTOPBIMHU APM COTPYIAHHUKOB
IIOJIY4arOT BO3MOXKHOCTD pa6OTaTI> C IICHTPAJIbHBIM y3JIOM 06pa6OTKI/I JaHHBIX

Crpyxtypa MUCITTH 1 uHpOPMAIMOHHBIX TIOTOKOB B HEl npuBeeHa Ha cxeMe (cM. Pucynoxk 1).

Uswrpamesoe
e cnoH !

Ferwomanaeme
DTN e

Pucynoxk 1. Cxema VCIT/Ia 1 MHGOPMALHOHHBIX HOTOKdB B HEM.

1.9. Texuuyeckue cpencTsa, y9acTBYIOIIHE B 06pa60TKe‘ IePCOHaNbHBIX NaHHBIX B UCII/]H.
B 06paGoTke nepcoHanbHbIX JaHHBIX YYACTBYIOT CIIEAYIOIIHE TEXHHUECKHE CpencTBa:

- Ceprepa HP;

- APM coTpynHuKOB;

Kpowme Toro, B 06paGoTke IepcoHaTbHBIX TaHHBIX Y4YacTBY€ET aKTHBHOE M TACCHBHOE CETEBOE
obopyznoBanue npousBozncTBa Cisco: KOMMYTaTOPBL, MEKCETEBBIE 9KpPaHbl, MapLIPyTH3aTOPEI,

MOIEMBI.

1.10.  ObmecucTeMHBIC U IPUKIATHEIE IPOrPAMMHBIE CpeACTBa, y4acTBYIOIIUE B 00paboTKe
NEPCOHATIBHBIX JAHHEIX.

B 06paboTke nepcoHanbHBIX HaHHBIX y4acCTBYET CIEAYIOIIEe OOLECHCTEMHOE IIPOrPAMMHOE
obecrieyenue:
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- OC Unix;
- OC Windows 2003/2008/2012/XP/Vista/Windows7.

B 06paboTke nepcoHaNbHBIX JaHHBIX yYaCTBYET cleqyromee NpUKIagHOe IPOrpaMMHOe
obecrieyenue:

- I1O «ABTOMaTH3HpOBaHHas CHCTEMA V.1 »;
- CYB/JI Oracle.
1.11.  PexuM M CTeneHb y4acTusi IepcoHaa B 06paboTKe MepCOHATBHbIX JaHHbIX.

O6paboTka nepcoHaNTBHBIX JaHHBIX BO Beex KommonenTax VICIT/[ ocymecTBisercs B
MHOTOITI0JIB30BaTEIECKOM PEIKUME.

1.11.1. Ilepconan, ygacTByromuii B 00paboTKe JaHHBIX.
B nmpouecce 06paboTKy IepCOHATBHBIX JAHHBIX y9ACTBYET CIIEIYIONIHi EePCOHAI:

- AZIMUHHUCTPATOP y371a 00pabOTKH JaHHBIX OCYIIECTBIISIET HACTPOMKY OTHETBHOM CEpBEPHOM
4acT, 00pabaThIBAIOIIEH TaHHBIE OT HECKOIBKUX OTAEICHUI;

- AIIMHHHCTPATOP 6€30IIaCHOCTH 3aHUMAETCsl 00CITY )KMBAHAEM M HACTPORKOH y371a
aIMUHHUCTPUPOBAHUSA. AIMHUHUCTPATOPHI O€30MACHOCTH HAXOAATCS B KaXKIOM M3 OTHEICHHIH;

A,HMI/IHI/ICTpaTOp CCTHU 3aHHUMACTCA O6CHY)I(I/IB3HI/I€M u HaCTpOHKOH CETEBOI'O0 o60py21013aHH51.
AI[MI/IHI/ICTpaTOPBI CCTHU HAXOITCA B KAXIOM OTI[CJ'ICHI/II/I

- [Tonp30BaTens oCyIMECTBIAET BBOJ IEPCOHAIBHBIX IAHHBIX B cucTeMy AC.
1.11.2. ITonHOMOYHS TIEpCOHATA, YYACTBYIOIIETO B 06pabOTKEe NaHHBIX.

[Tepconan, yyacTByroImuii B 06paboTKe MEPCOHATBHBIX JaHHBIX, HAJENIEH CIEAYIOIIUMH
IIOJIHOMOYHSIMH

- AIMHHHCTPATOP y3/1a 06pabOTKH JaHHBIX OCYIIECTBISET pa3srpaHHyYeH e JOCTYIIa KOHEIHOTO
obopynoBaHus K 6a3e, comeprxalleii IepcoHaNIbHBIE JaHHBIE.

- AZIMHHACTPATOP GE30MaCHOCTH OCYIIECTBIIAET pa3rpaHAYEHHE HOCTYTIA B 3aIIHIIECHHYIO
uHdpactpykrypy UCIIJIH. AaMuHHECTPaTOp 6€30IaCHOCTH HE HMEET OJTHOMOYHIA HacTpauBaTh
LCHTPAJILHBIA y3€ll 00pabOTKH NaHHBIX.

- AZIMMHHCTPATOp CETH OTBEYAET 3a HACTPOMKY U becniepeboiinyto paboTy CeTeBOTo
000pynoBaHus. AJMUHHCTPATOP CETH HE MMEET NOTHOMOYHH HACTPAauBaTh [IEHTPAIHBIN y3eII
00pabOTKH JaHHBIX, CepBep GE30IMACHOCTH, a TAKXKe YCTAHABIMBATE H Pa3rPAHUYMBATH IPaBa
J0CTyna B 3amuIneHnyto nadpacrpykrypy UCIT]x.

- [lonp3oBaTens He UMeeT IIOJITHOMOYH BHOCHTE MOI[I/I(I)I/IKaIII/II/I B HaCTpOﬁKH KaKoro-amuoo

obopynosaunus u npukamHoro I10. Kaccup ynonHoModyeH BBOAHTH MEPCOHATBHBIE JAHHBIE B 6azy
JaHHbIx UCII/IH.
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2. Pacyer yacTHOH MOeIH yrpo3 6e30MaCHOCTH MEPCOHANbLHBIX AaHHBIX,
oOpabarbiBaembix B UCII/In.

IIpu o6pabotke I1/1r B UCTIIn AC BO3MOXHa peanu3arus cienyromux YBIIJIH:

- YTPO3bI YTEUKH 10 TEXHUYECKMM KaHaJIaM;

- yrpo3st HCJI x I1/]=.

YTpo3bl yTEUKH [0 TEXHUYECKHUM KaHAJIaM BKJIFOYAIOT B Cebs:

- YIPO3BI YTEUKH aKyCTHYECKOH (PeueBoit) HHOOpPMALIH;

- YTPO3BbI YTEYKH BHJIOBOH HH(POPMAIIUH;

- YIpo3bl yTeukH 1o kanamy [IOMUH.

Yrpo3et HCJI k I1/1n B UCIT[In AC BKITIOYAIOT B cebsi:

- YTPO3BI, pean3yeMbIe B XO/I€ 3arPy3KH ONEPAIHOHHON CHCTEMBI, HAIIPABJICHBI Ha [IEPEXBAT
Napojiel WK UACHTH(HUKATOPOB, MOJU(UKAIIMIO IPOrPAMMHOT0 0Gecedenrs 6a30B0i CHCTEMEI
BBOJ/BbIBOA (BIOS), mepexsar ynpasnenus 3arpy3Koii;

- YIPO3BIL, peallu3yEMBIE ITOCTIE 3arPy3KH ONEPAlliOHHON CHCTEMBI M HAllpaBJIEHHEIE HA BBIIOIHEHHE
HECaHKIIMOHUPOBAHHOI'O IOCTYIIa C IPUMEHEHHEM CTAaHAAPTHBIX QYHKIHMH (YHUUTOKEHHE,
KOIUPOBaHKE, NIepeMeIleHNIE, HOPMATHPOBAHHE HOCHTE IeH HH(OPMAIUH | T.I1.) OIlEPaIlHOHHOM
CHCTEMBI MIIH KaKOH-IIHOO0 NPUKIIAIHOM POrpaMMBI (HAlIpUMED, CUCTEMBI YIIPaBIeHHs 6a3aMu
JIaHHBIX), C IPUMEHEHHEM CIIEMHATLHO CO3JAHHBIX [UIS BHINOTHEHMS HCJI nporpamm (mporpamm
IPOCMOTPa ¥ MOJM(UKALMK PEeCTpa, MOMCKA TEKCTa B TEKCTOBBIX (halax i T.IL.);

- YIPO3bI BHEIPEHHUS BPEIOHOCHBIX POrPAMM:;

- YTPO3BI "AHaiu3 ceTeBOro Tpaduka’ ¢ IepexBaToM HepeaaBaeMoil 110 CETH HHpOpMAaIHH;

- YTPO3bI CKaHUPOBAHUS, HANIPABJICHHBIC Ha BHIIBJICHUE OTKPBITHIX IIOPTOB H CIIYKO, OTKPBITHIX
COCIUHEHUH U .

- yrpo3sl Tumna "OTka3 B 00CTyXuBaHUH'";

- YIPO3BI BLIABJIEHHUS MTApOJIEi;

- YTPO3BI yIAJIEHHOTO 3aIlyCKa IPHJIOKEHHIA;
- YTPO3BI BHEPECHUS JIOKHOTO 0OBEKTA CETH;

- YTPO3BI HaBI3bIBAHUS JIOXKHOI'O MapuipyTa IIyTeM HECAaHKIMHOHHUPOBAHHOI'O U3BMEHEHU S
MapmpyTHO-aAPECHBIX JaHHBIX;

- YI'PO3bI BHEAPECHUS 110 CETU BPCIOHOCHBIX IIPOIrpaMM.
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Yrpossr HCJI cBs3ans! ¢ neficTBUsIMA HapymuTeNel, umeromux noctyr k CIIJTH, BKmoyas
nons3oarenedt UCI1JIH, peanusyromue yrpo3st Hemocpenctsenno B UCITJIH (BHYTpeHHUIA
HapyILIUTENB).

2.1. Onpenenenue ypoBHs HCXOAHOM 3ammmensoctd MCITIH.

Ilon ypoBHEM HCXOHOM 3AIIKIEHHOCTH IOHMMAETCS 00OOIIEHHbIH [TOKA3aTe b, 3aBUCSIIMI OT
TEXHUYECKUX M 3KCIUTyaTallHOHHBIX XapakTepucTuk UCITTu (Y1).

VicxonHast CTenenb 3aMIEeHHOCTH ONPENEIAETCs CEAYIOMUM 06PasoM.

1) (Y1=0). UCI1J1 uMeeT BBICOKHI YPOBEHb HCXOMHON 3alUIIEHHOCTH, ec)Ii He MeHee 70%
xapaxTepucTHk VICTI/IH COOTBETCTBYIOT yPOBHIO "BBICOKHIA" (CYMMHPYIOTCS OJOKUTETBHBIE
PELICHHS HO IEPBOMY CTOJIOLY, COOTBETCTBYIOMEMY BHICOKOMY YPOBHIO 3aIHUIIEHHOCTH), a
OCTAJILHBIC — CPEHEMY YPOBHIO 3alUIICHHOCTH (TIOJI0XHTENIbHBIE PEIIEHUS [0 BTOPOMY CTOJOIY).

2) (Y1=5). UCI1[la umeet cpenuumit YPOBEHBb HCXOIHOM 3alTUINIEHHOCTH, €CIIA HE BBIIOJIHSIIOTCS
ycnomm 1o myHKTy 1 1 He MeHee 70% xapakTepuctuk VUCIIJIH COOTBETCTBYIOT YPOBHIO HE HHKE

"cpennuit" (GepeTcs OTHONIEHHE CyMMBI TOJIOKHUTENBHbIE PEIIEHNH 110 BTOPOMY CTOJIOIIY,
COOTBETCTBYIOLIEMY CPEIHEMY YPOBHIO 3alUIIEHHOCTH, K 00IIEeMy KOJMYECTBY PELIECHHH), a
OCTaJIbHBIC — HU3KOMY YPOBHIO 3aIIUIIEHHOCTH.

3) (Y1=10). UCII[IH uMeeT HU3KYIO CTEIIeHb HCXOMHOM 3aIUINEHHOCTH, €CJTM HE BBITOJHIETCS
YCJIOBHUS IO MyHKTaM 1 u 2.

Tabmuna 2. Xapakrepuctaxu HCII[IH, onpenensromue HCX0THbIH YPOBEHB 3aIMMIICHHOCTH.

YpOBEHB 3aIMIIEHHOCTH
TexHuUeckue u 3KCILTyaTaI[HOHHBIE xapakrepuctuku UCII x = . .

Bricoxuii Cpeguuit Huskuit
1. ITo TeppuTOpHATEHOMY pa3MEIIEHHIO:

- pacnipeneneHuast ICII/IH, koTopast 0XBaThIBaET HECKOIBKO 0OIacTei,

KpaeB, OKPYTOB MJIH F'OCYAapCTBO B LIEJIOM; ] ] "
- roponckast ICIT/IH, oxBaThiBaromias He 60J1ee 0THOTO HACEIEHHOTO ] 3 Ly
NYHKTa (ropoja, Imocenka);

- KopnopartuBHas pacnpenenenaas MCIIJIH, 0XBATHIBAIOMAS MHOTHE i . g
NIOJTpa3/IeIEHUs] OMHON OpPraHU3alHH;

- JIokanbHast (kammycnas) UCIIx, passepHyTas B mpeenax ) n i
HECKOJIbKHMX OJIM3KO PacTOI0KEHHBIX 3aHHIA;

- noxanbHast ICII]/IH, pasBepHyTast B mpeeaax 0JHOrO 3I[aHI/I$I + - -
2. o HaNMHUYHIO COEMMHEHHS C CETIMHI OOMLIETO MOTb30BAHHS:

- UCI1/T1, uMerommasi MHOTOTOYEYHBII BRIXOJ B CETh OBIIEro ] ) n
[10JIb30BaHHSI;

- UCI1[In, nmerommas 0fHOTOYEUHBIH BBIXO B CETh onéro ] n |
I10JIb30BaHHSI;

- UCI1/In, dusudecku oTaeneHHas oT ceTy 06IIero TOJIb30BAHUSL. + - -
3. Ilo BCTPOEHHBIM (JIeraTbHBIM) OTIEPALIHSM C 3alUCSIMU 0a3 MEPCOHATBHBIX JaHHBIX:

- UYTCHHE, IIOUCK; + - -
- 3aIlUCh, yIAJICHUE, COPTHPOBKA; - + -
- MoauHuKanus, epesaya. - - +

4.Tlo Pa3srpaHu4YeHUIO JOCTyIa K IIEPCOHATIBHBIM OTAHHBIM:
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- UCI1[TH, X KOTOpO# HMeeT JOCTYII ONpeIeNeHHbIH TIepedeHb
COTPYZIHUKOB OpraHu3anuy, ssisitomeiics pnagensuem UCII/IH, mu6o — + -
cyonext [1/1H;

- UCI1/IH, K KOTOpO# HMEIOT TOCTYII BCE COTPYHUKH oﬁréHmauHH,
sBIsIomIecs Biaanensuem UCITH;

- UCIIJIH ¢ OTKPBITHIM JOCTYTIOM. » - - +
5. Tlo Hamu9mIO COeMHEnHH ¢ APYTHMH Ga3amu HI[H uHbX UCIIH:

- uHTerpupoBannas ICII/IH (opranusanus chonmyei HECKOJIbKO 0a3

I1/Ta UCII/IH, mpu 5TOM OpraHu3amys He sBISIeTcs BiafeIbleM BCeX - — +
ucnosnb3yemelx 6a3 [1/1x);

- UCI1[TH, B KOTOpOI Hemonb3yeTces omHa 6asa [1/]x, [IpUHaJIeKaIIast
Opranu3anuy - Biazgensly ganHoi UCII/Ix.

6. I1o ypoBHIo 06061ieHus (06e3muuusanms) [1/]a:

- UCI1/ln, B KOTOpO# IIpeocTapiseMble MIOIB30BATENIO NAHHbIE
ABJISIOTCS 00€3MMIEHHBIMY (HA yPOBHE OPraHW3AIlUH, OTPACIIH, + - -
00J1aCTH, PETHOHA U T.11.);

- UCI11H, B KOTOPO# NaHHBIE 06€3IMYHBAIOTCS TOIBKO hpn repenaye B

ApPYTHUe OpraHU3aliy U He 00E3/IMYCHBI IIPH [IPEN0CTABICHHH - + -
NI0JIb30BATEIIIO B OPraHU3aIMH;

- UCT1[TH, B KOTOpOIA [peoCTaBIseMbIe IOIb30BATENIO TaHHbIE HE

ABJIIOTCS 00C3TMIEHHBIMH (T.€. IIPUCYTCTBYET HH(POPMALHS, - - +
03BOJIAOAst HACHTHGUIUPOBATH cyobekTa [1/[1). _

7. Ilo o6bemy I1[TH, KOTOPBIE IPETOCTABISIOTCS CTOpOHHMM Iosb3oBatensMm CIT/[x 6e3
IPEABAPUTENIBHON 00pabOTKHM:

- UCI1[In, mpenocrapmnstomas Bexo BJT ¢ IT/1H; - - +
- UCIT1H, mpenocTaBisiomas yacts I1)TH; i - + -
- UCIT/IH, He mpenocTaBIsIomue HUKAKOM HHpOpManuy. + - -

—+ - -

B cooTBetcTBHH ¢ Tabmuneit 2, He Menee 70% xapakrepucTuk MCII/IH COOTBETCTBYIOT YPOBHIO HE
HIDKe "cpenHmii”, crenoBarensHo Y1=5.

2.2. Onpenenenue BEpOSTHOCTH peatH3aliu yrpo3 B UCI1/In

Iloz BEPOATHOCTBIO pean3aiy Yrpo3sl IOAHAMAETCS OIpE/IENIAEMBIN 3KCIIEPTHBIM ITyTEM
TokasaTeib, XapaKTepU3YIOIUH, HACKOJIBKO BEPOATHBIM SBJIAETCS PEAIH3ANH KOHKPETHON YIPO3bl
6esonacuoct I1J1H s narsoit MCITIH B CKIabIBAIOIIHXCS YCIOBHUSX OOCTaHOBKH.

BepositaocTs (Y2 ) onpenensercs mo 4 Bep6anbHbM rpajanusaM 3TOro MOKa3aTelIs:

- MAJIOBEPOSITHO — OTCYTCTBYIOT OOBEKTHBHBIE IIPEIIOCHLTKH /I OCYIIECTBICHHUS yrpo3sl (Y2 =
0);

- HU3Kas BEPOATHOCTD — OOBEKTHBHBIE IPEIIOCUIKH ISl PEATH3AIMH YIPO3BI CYLIECTBYIOT, HO
TIPUHATBIC MEPBI CYIIECTBEHHO 3aTPYAHAIOT ee peanusamio (Y2 = 2);

- CPeIHsAA BEPOSTHOCTD — OOBEKTHbIE IPENOCHUIKH ULl PEATH3AIHH YTPO3HI CYIIECTBYIOT, HO
NIPUHATBIE Mepbl obecniederHns He3onacHocTy [1J]H HeTOCTATOYHEI (Y2 =5);

- BBICOKas BEPOSTHOCTH — O0BEKTHBHBIE IPETIOCHUIKH Ul PETH3AIIMH YTPO3HI CYIIECTBYIOT 1
MEPEI 110 obecredenuo 6esonacHoctu [1]1H He TPUHSTEL (Y2 =10).
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Ouenka BEpOATHOCTH PeaM3aluy yrpo3bl 6€30MaCHOCTH Pas3IdYHBIMU KAaTErOpHAMH HapyIIuTeeit
(Kn) npuBeznena B tabmwmue 3/

Tabmuua 3

BepOHTHOCTB peamm3any yrpo3bl

HapylmTesneM Kareropud Kn
Vrpo3a 6e3onacuoctu I1)]n Py

KO K1 K2K3 K4 K5 K6 K7 K8 g’;"r
YTPO3bI yTEUKH aKyCTHYECKOH (pedeBoii) 00 000000 0 0
HHQOpMAaIHH
YTPO3bI YTEUKH BUAOBOM HHMOpMAIHK 2 0 00 2 5 2 0 0 5
YTPO3bI YTeUKH 1o Kanainy IIDMUH 0 0 00 O O 0 0 0 O
YTPO3EI, peaisyeMble B X0/Ie 3arpy3KH 00 000000 0 0
OIIEPALIMOHHOMN CHCTEMBI
yTPO3HI, Peayi3yeMbLe TOCIE 3arpy3KH 0 22 2 2 2 2 2
OIIEPALIMOHHOHN CHCTEMBI
YTPO3Bl BHEIPEHHS BPEJOHOCHBIX ITPOTPaMM 2 2 10 0 5 S B B B

Yrpo3sl "AHanm3 ceTeBoro Tpaduka” ¢ mepexsaToMm
nepeaaBaeMoi 1o ceTy uHpopMaIHu

YTpO3bl CKAHHUPOBAHUS, HalIPaBJIEHHBIE Ha
BBISBJIEHUE OTKPBITHIX IIOPTOB U CIIyXO, OTKPRITEIX 2 2 0 0
COCIMHEHUH U JIp.

N
[\
(e
(e}
(\S)
N
[\®)
o
o
[\S)

[\
[\
N
[\
)
\S)

yrpo3sl Tina "Otka3 B 00CTyXuBanuu" 2 2 1010 2 2 2 R 2 2
YTPO3bI BBIABICHUS TTApOIIeit 2 2 002 000 0 2
YTPO3bI YAAJIEHHOI'O 3aIlyCKa IPUI0XKEHUH 2 2 00 2 2 2 2 0 2
YTpO3bI BHEAPEHUS JIO)KHOTO 00BEKTA CETH 2 2 2R 2 22 202

YTPO3BI HaBSI3bIBAHHMs JIOKHOI'O MapIIPyTa MIyTEM
HECaHKINMOHUPOBAHHOTO M3MEHEHHS Mapmpytho- 5 5 0 0 0 O O O 0 5
aJIpECHBIX JaHHBIX

YTPO3bI BHEIPEHHUS IO CETH BPEIOHOCHBIX
IIporpaMm

2 2 000 2 2 R2 210 2

2.3.  Onpenenenne BO3MOXHOCTH peanmsanuu yrpossl B UCIIa AC

Io utoram ouenku ypoBHs HcxonHo# sammmensocTs (Y1 ) 1 BEposSTHOCTH peanu3anuu yrpo3bl
(Y2), paccunteiBaetcs ko3 durmeHtT peamusyemocts yrpossi (Y) u OIIpENEAeTCS BO3MOXXHOCTD
peanmusanuy yrposst (Tabmuna 4). KosddumueHT peanusyeMocTs yrpo3sl pacCUUTHBACTCS O
dopmyrne: Y=(Y1+Y2)/20. IIpu 3T0M BO3MOXKHOCTb PeaIA3ALAHA YTPO3bI ONPENIEAETCS T10:
0<Y<0,3 - Huzskas;

0,3<Y<0,6 - Cpennss;

0,6 <Y <0,8 - Bricokas;

Y > 0,8 - Ouens BoIicoKas.

Tabmuma 4
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y 6 KOB(M)HHHGSTT DO3LL BozmoxHOCTB

rposa 0ezonmacuoctu I1]Ix ?ée)mmyeMo U yTp T —
YTPO3bl YTE€UKH aKyCTHUECKOM (peueBoii) 0.25 —
uHbOpManuu ;
YTpO3BbI YTE€UKH BUOBOU HHPOPMALIUH 0,5 cpenHssa
YTPO3bI yTeuKH 1o kanany [IDMUH 0,25 HU3Kas
YTPO3HL, Peal3yeMbI€ B X0/l 3arpy3kH 0.25 —
OIIEPallMOHHOMN CHCTEMBI T
YIPO3bl, peau3yeMble OCIe 3arpy3Ku 0.35 ——_—

OIIEPALIMOHHOHN CHCTEMBI
YTPO3bI BHEIPEHHMS BPEOHOCHBIX IIPOrPaMM 0,5 CpEHsL
YIrpo3sl "AHaim3 ceTeBoro Tpaduka" ¢ mepexsaTom

neperaBaeMoi 1o ceTd uHGOpMaLUH 0’35 CPeRHA
YTPO3bl CKAHMPOBAHUS, HAIIPABJICHHBIE HA BBIIBICHHE

OTKPBITBIX IIOPTOB U CIIYXkKO, OTKPHITHIX coeauuenuii 0,35 CpenHsst
U JIp. |

yrpo3sl Tuna "OTka3 B 00CTyKHBaHUHT" 0,35 cpenHsis
YTPO3bI BBISBICHHUS NapoJIeit 0,35 cpenHss
YT'PO3bI YIAIEHHOTO 3aIlyCKa MPHUIIOKEHHUH 0,35 CpeIHss
YI'PO3bI BHEAPEHUSI JIOKHOTO 00BEKTA CETH 0,35 cpenHss
YTPO3bI HaBsI3BIBAHMSA JIOKHOTO MApIIPyTa IlyTeM

HECAHKIIMOHHPOBAHHOTO M3MEHEHHUS MapLIPyTHO- 0,25 HU3Kas
aZIpECHBIX JaHHBIX

YIPO3bI BHEPEHHUS 10 CETH BPEAOHOCHBIX porpamm 0,35 CpemHss

2.4. Ouenka omacxocts yrpo3 B UCII/Ta AC
Onenka onacHOCTH MPOM3BOJUTCS Ha OCHOBE OIIPOCA CIIELHATHCTOB MO 3aIHTE uHpOpMaIHH,
TEXHHYCCKUX crienuanicToB U Biaanensies MCII/IH, u onpenensercs BepOaabHBIM IMOKa3aTeIeM

OITaCHOCTH, KOTOpBIfI HUMEET 3 3HAYEHHUS:

- HU3Kasj OIIaCHOCTH — €CJIM peaiu3alus YT'PO3BI MOXKET NPUBECTHU K HE3HAUHTEIILHBIM HETaTHBHELIM
IMOCJICACTBUAM IJIs C}’6T:CKTOB II€PCOHATIBHBIX NTAHHBIX;

- CPE€OHsA OIaCHOCTE — €CJIU pcanu3anys yrpo3bl MOXET IIPUBECTU K HEraTUBHBIM IIOCJIEICTBUSIM
1A Cy6’b€KTOB IIEPCOHATIBHBIX JAHHBIX;

- BBICOKas OIIaCHOCTHh — €CJIH peain3anus yrpo3bl MOXXET IIPUBECTH K 3HAYUTECIIbHBIM HETaTUBHBIM
IIOCIIEACTBUSAM IJIA C}’6'I>GKTOB IIEPCOHAIBHBIX JaHHBIX.

Ouenka onacHOCTH IIpUBEeHA B TabJIHIE 5.

Tabnuna 5

Yrposa 6e3onacuoctu I1/]H Omacrocte
yTpo3

YIpO3bl yTEUKH aKyCTHYECKOH (peueBoit) HHpopMauu HU3Kas

YTPO3bI YTE€YKH BUJOBOU MH(POPMAIUU T CpeIHss

YTpO3bl yTeuku 1o kanairy [IDMUH N HU3Kas
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YIPO3bI, peallA3yeMbIE B X0/ 3arPy3KHU ONEPALMOHHON CHCTEMBI HU3Kas
¢ YTpO3BbI, peau3yeMsle 10CIe 3arpy3KH ONepanuoHHOM cﬁCTeMH HU3Kas
YTpO3bl BHEIPEHHS BPEIOHOCHBIX IIPOrPaMM B CpenHsis
yrpo3sl "AHanu3 ceTeBoro Tpauka" ¢ mepexBaTtoM MepeaaBaeMoii 0 CETH —
nHpopmanuu i
YTPO3BI CKaHI/IpOBaHI/ISIi HalIPaBJICHHBIC Ha BBIABIECHHE OTKPBITHIX IIOPTOB M CIIYXKO, N
OTKPBITBIX COEIUHEHHHN U JIp.
yrpo3sl Tina "OTka3 B 00CTyKHBaHUHA" "' HH3Kas
YTPO3EI BBIABIICHHUS TAPOJIEi ‘ HU3Kast
YTPO3bI YIAJICHHOTO 3aIyCKa MPHIOKEHUH _ ] HHU3Kas
YTPO3bI BHEAPEHHUS JIOXKHOTO 00BEKTA CETH | | HU3Kas
YTPO3bl HAaBS3BIBAHUS JIOXKHOTO MapIIPyTa IIyTeM HecaHKHHOHHpOBaHHoro A—
MU3MEHCHHSI MapIIPYyTHO-aIPECHBIX JaHHBIX
YTPO3bl BHENPEHHUS 110 CETH BPEJOHOCHBIX MPOrPaMM ' HU3Kas

2.5. Ilepeuens akTyanbHbIX yrpo3 6e3onacuoctu I1/Ja B UCIIla AC
B cooTBeTcTBUM C IpaBHIIaME OTHECEHHS YTPO3BI GE30MACHOCTH K akryansHoH, miis UCITa AC
CYWIECTBYIOT CICYIOHUE aKTyalbHbIe yrpo3sl (Tabmuna 7). OTHeCeH e yrpo3sl K aKTyaabHOH

IIPOU3BOAMUTC 110 IpaBUJIaM, IPUBEOCHHBIM B Ta6JII/IHC 6.

Tabmuna 6

I[ToxazaTens OMacHOCTH YIrPO3bI
B03MOKHOCTB peau3anuu yrpo3st

Huzkas Cpennss Bricokas
Huzkas HEaKTyallbHas HeaKTyalbHas aKTyalbHast
Cpennsist HeaKTyalbHasaKTyadbHas aKTyaJlbHas
Bricokas aKTyajlbHas aKTyalbHas aKTyalbHasd
OueHsb BBICOKAs aKTyallbHas aKTyajbHas aKTyajbHas
Tabmuna 7
AKTYyaTbHOCTB
[Tokazarenn
Tun yrposs! (moteps
HaumenoBanue Bo3moxHoCTh OIIaCHOCTH
KOHQMIECHIUATbHOCTH, TIOTEPS
YTPO3bI pealiu3aiuy yrpo3sl
LEJIOCTHOCTH, TIOTEPSI
6e3omacHocTH [1/Tn (HM3Kas, cpeaHss, (HU3Kas
JOCTYITHOCTH)
BBICOKAsl, OYEHB BBICOKAs) CPEIHSI,
BBICOKA)
AKTYAJIbHAA
YI'PO3A 1 Hapymenue uenoctaoctu =
CpenHss CpenHui
- HEAKTYAJIbHAS
YI'PO3A 2 Hapymenne nocrynaoctu .
CpeHss HU3KUH
[ToTepst koHGUAEHIUATTEHOCTH AKTYAJIBHASA
YI'PO3A 3 "
BBICOKAs CpenHui

Taxum 06paszom, akTyanbHBEIME yrpo3aMH 6e30MacHOCTH IT1a B8 UCII[Iu sBasroTCS:
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- YIpO3Bl YTEUKH BUIOBOI HHPOPMAIHH;
- YIPO3bl BHEAPEHHUS BPEIOHOCHBIX IPOTPaMM;

- YIpo3bl "AHaIK3 CETEBOrO TpaduKa" ¢ MepexBaTOM MEPeNaBaceMoi o ceTH HHGOPMAIIHH.
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IIpunoxenne 6.

AKT COOTBETCTBUS (TIpUMepHast Gpopma).

AKTNe coorBercrBust UCIIIn «Hanvenosanue UCTIIn» TpeboBanusaM no
odecreveHuIo 6€30MaCHOCTH HHPOPMALHU
Komucceust B cocrase:
IIpencenarens:

YJICHBI KOMUCCUU:

paccmoTpeB cienyromue nokymenTsl Ha MCIIIn «Haumenosanue MCITTa»:

. AKT knacenukauun UCIIdu o .

1
2. Mogens yrpo3 UCIT[IH oT . . ;

LI

TpebGoanns 1o odbecrnevyeHHIO GE30MaCHOCTH MEePCOHAIBHBIX JAaHHBIX, 00padaThIBaCMbIX B

WCII/Tn yka3aHHble B TIaHE MeponpusTHii 1o obecneuenuro 6esonacHoctu MCIIJIH ot
No

4. ITpoTOKOJ O CTENEHU COOTBETCTBHUS mep 3amuTel 11/ 3aaHHbIM TpeGoBaHUAM 110

0e301aCHOCTH.

U TIPOBEAs aHAIM3 CYLUECTBYIOLIUX MEP M0 00eCNIeYeH IO 0e30MacHOCTH NePCOHATbHBIX JAHHBIX B
UCITIn YCTAHOBUIJIA uto UCII/IH «Hanmernopanue UC [T/15» cooTBeTCTBYET TPEGOBAHHUAM 1O
obecrieuenuto 6e30MacHOCTH HHOPMALIMH TSl YPOBHS 3allUIIEHHOCTH UCTT s Y3-1/2/3/4 .

« » 201 r.

HpCIICGIIaTCHL KOMHCCHUHU

UeHbl KOMUCCHH
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JIucer coriiacoBanus

COI'JTACOBAHO:
CTpykTypHOE NoZpasaenenye, IToamuce Qamumus N.0. Jara

JlomKHOCTE

PyxoBonuTens nenapramenTa mo Kpymas AB,

IIPaBOBBLIM BONIPOCaM M COOCTBEHHOCTH

HavanpHUK ynpaBieHus KaIpoBOro

oOecreyeHus ¥ aMAHUCTPHPOBAHHUS Masypenko A.A.

000 «YCL] EBpocubsnepro»

PA3PABOTYHK:
JI0mKHOCTE [Toamuce Oammmms U.0. JlaTa

VCioNHATENBHBIM TUPEKTOP IleByenko JI.A.
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JIueT perucTpaunu usMeHeHU

W3MmeneHnus BHEC

IlopsinkoBbIit Cpoxk
HOMEp Ocuopauue' | BBeeHHS Hara [Tpumedanus
H3MEHEHUS M3MEHEHHUS dUO ITonnuce BHECEHHSI
U3MEHEHUS

1 o . " -
Ccblika Ha AOKYMEHT, pa3peilarolliiii BHECEHUE U3MEHEHHUI U COOCpXKalUX TECT U3BMEHEHUU.
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