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BBenenue

Hacrosmmii cranmapT OpeanpHsIThs pa3paboTaH B IESIX OMHUCAHMS IIPOIEcca OCYIECTBIIe-
HHUsl BHYTPEHHUX M HE3aBUCHMBIX ayIuTOB MHGpopMarmonHoU 6e3omacHocTH OO0 «Ou+ Jumxu-
Tam» (nanee — Kommanus).

1. ObaacTh NpUMeHEHHS

1.1. Hacrosmuii ctangapT ycranaBinuBaeT B Kommanwm:

1.1.1 HopmaTHBHYIO 6a3y AJsI AEATEIBHOCTH ayauTopoB Ub;

1.1.2 nomHomouwns aynutopos Ub;

1.1.3  OTBETCTBEHHOCTH ayIUTOPOB 3a obecrmedenre Vb u mratHOro (HOPMAaIBLHOIO) pe-
KuMa QYHKIMOHUPOBAHHS HHOPMAIMOHHBIX cHCTeM KOMIaHuH, MOBEPraroIIuXCs ayIUTOPCKUM
npoBepkam UBb;

1.1.4 mopsmok u ycioBust mpoBeaeHus ayaura Hb.

1.2. Hacrosmmit cTaHIapT NpeanpuATHs PacupOCTpaHseTcs Ha BCe moapasaeienus Komma-
HUH TPSIMO WM KOCBEHHO 33 CTBOBaHHbIE B MPOBEACHUH ayauTa Vb.

1.3. Hacrosammii cTaHmapT NPEANpPUSITHS PACIpOCTPAHIETCS HA JIMIl, HE SBIISIOIIMXCS pa-
Ooraukamu Komnanuu, npoBosmux ayqut b aBTOMaTH3MpOBaHHEIX M TEIEKOMMYHHKAIIMOHHBIX
cucteM Komnanuu, Mpy HATMYMHK 3aKIIFOYEHHBIX OTOBOPOB, B KOTOPBIX yCTAHABIMBAIOTCS UX IIpa-
Ba U 00A3aHHOCTH B 00JaCTH HHGOPMAIMOHHOM GE30MaCHOCTH CO CCHUIKAMH Ha CTaHIAPTHI IIPE-
IOpUATHUSL.

1.4. Hacrosmmit cTaHIapT NPEINPUATHS BXOIUT B COCTAB HOPMATUBHEIX JOKYMEHTOB CH-
CTeMBl ynpasieHus Komnanuu.

2. CokpameHusi 4 onpeaejeHus:
2.1. B HacTosmeM cTaHAapTe UCIIONB3YIOTCS CIIELYIONINE COKPAIIEHHUS B ONPENEICHHS:

HUB — nadopmaronHas 6€30MacHOCTE;
HUT-undpacrpykrypa — nHbpacTpykTypa HHGOPMALKMOHHBIX TEXHOIOTHIA.

22.B HaCTOSAIIEH MOJTUTHKE HCIIQJIB3YIOTCA CICAYIOIIUE OIIPEACIICHUS

Aynurop Ub — 3KCIIepT WM Ipymma SKCIepToB [0 HH(GOPMAIMOHHON 0e30MacHOCTH, B
OOSI3aHHOCTH KOTOPBIX BXOAHMT IpoBeleHre aymuta VB u (opMHpOBaHHE DPEKOMEHIALMH IO
ycrpanenuio puckos Vb, BeIsiBiIeHHBIX B X01€ ayauTa Ub;

UT cuyxba — nonpasnmenenue (pabotauk) OGumectsa, ocymecTBusiomee ¢ynkuun UT
obecrnieyenns O6meCTBa, THOO OpraHU3aIysl, OCYECTRISIOMAs Takke (HYHKIMH 110 JOTOBOPY BO3-
ME3HOTO OKa3aHHs YCIYT;

UT-uadpacTpykrypa — OpraHH3alHOHHO-TEXHHYECKOE OOBEIUHEHHE HH(POPMAITHOHHBIX
CHCTEM, CBSI3€H MEXIy HAMM M SKCILTYaTal[MOHHOTO NepCOHaNa, 00eCceYnBaromee IpeIocTaBle-
HHE HH(}OPMAIMOHHBIX, BEIYMCIMTEIBHBIX U TEEKOMMYHHKAIHOHHBIX PECYPCOB, BO3MOXKHOCTEH 1
YCIIyT;

Komnanusi — OO0 «OH+ JIumKuTAaNY, a Tak)Ke IapTHEPHI, SBJISIOMIHECS I0b30BATEIAMH
UM aIMHHUCTpaTopaMu MHPopMaMoHHbIX cucteM OO0 «Du+ JIMHKATATY, IOMIHUCABIIHE COOT-
BETCTBYIOUINE COTIALICHHUS;

Ioapasnenenns UB — nonpasnenenue (paGOTHHK), OTBETCTBEHHOE 33 KOHTPOJIb 0Oecede-
Hus Vb Obwectsa, b0 opraHusaiys, OCyIUIECTBISIOMAs Takhe (pyHKIHH [0 JIOTOBOPY BO3ME3I-
HOTI'O OKa3aHHs YCIYT.

3. OO0mmue cBexeHust

3.1. Aymut nHQOpMAIHOHHON G€30MacHOCTH SBISETCS OXHHM M3 OCHOBHBIX CpPEACTB KOH-
TPOJIsL YIPABICHYECKUX, ONEPALMOHHBIX M TEXHHYECKHX MEp 3alUThl HHPOPMAIMH, PealH3ye-
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MbIX B KoMmnanuu.

3.2. O6nacte mposenenus aynurta b oxBarbiBaeT Bce MH(OPMAMOHHEIE aKTHBBI, HHDOP-
MAallMOHHBIE CHCTEMBI, TEXHUYECKHE CPEACTBA, IPOrPaMMHBIE CPEICTBA U MPOYHE aKTHUBBI (KOTO-
pBI€ CBA3aHBI ¢ HHPOPMAITMOHHBIMH ), IPUHALIEKamme KoMmanuu.

3.3. Aynut Vb npoBoaMTCS B LIENAX:

3.3.1 momy4yeHHs OOBEKTHBHBIX JaHHBIX O TEKyIIEM COCTOSHHM obecmedenus VIB Kom-
IIaHUH, B TOM 4YHCIIe 3(YEKTHBHOCTH IPHMEHAEMbIX OPraHU3allMOHHBIX U TEXHUIECKHX MEp 3alllH-
THI OT BHEIIHMX U BHYTPEHHUX yrpo3 Ub;

3.3.2  OUEHKH PHMCKOB, CBSI3aHHBIX C OCyLIeCTBIeHHeM yrpo3 Wb B oTHOmeHuH HHMOD-
MalMOHHBIX aKTUBOB Kommanmu;

3.3.3  OLEHKH JOCTaTOYHOCTH PeaTH30BaHHBIX B KoMImanuy Mep 1o 3ammuTe HHQOPMAIHH
U X COOTBETCTBUS IOJMTHKE U CTaHAApTaM HHPOPMAHOHHOM Ge3omacHocTy Kommanuu;

3.34  pa3paboTKa KpPAaTKOCPOYHBIX (ONMEPATUBHBIX PEKOMEHIALM) [0 MOBBILICHUIO
YPOBHA 3aIUINCHHOCTH, pa3paboTKa JOJITOCPOYHBIX ILIAHOB Pa3sBUTHS CHCTEMBI 00ECIICUCHHUS HH-
(bopMaroHHOM 6e30MaCHOCTH;

3.3.5  BouBnenus ysspuMoctedl UT-uHGPACTPYKTYpHl U IIPHUHATHS Mep IO HX yCTpaHe-
HHIO.

3.4. ins mocTwikeHHs yKa3aHHBIX Lejell B mpollecce MpoBeleHHs aymuta MB pemarorcs
CJICIYIONIHE 3aaUH:

3.4.1 cOoOp ¥ aHANTU3 MCXOMHBIX NAHHBIX O KITFOUEBBIX Ou3Hec-mporieccax, HHPpOpPMAIIH-
OHHBIX aKTHBaX, OPraHM3alMOHHOM M (QyHKIMOHATBHOM yctpoinctBe UT-undpacTpykrypsl Kom-
[IaHUH;

342  omeHKa apXHUTEKTYpPHl M KOHQHTYpAIIMH KOMIOHEHTOB WT-unppacTpykTyps! U Cy-
IIECTBYIOMMX TEXHUYECKUX CPEICTB M MEP 3alIUTHl HHPOPMAIHH;

3.43  aHamM3 CymeECTBYIOIMX JOKAIBHBIX HOPMATHBHBIX JOKYMEHTOB 110 UB (momMTHK,
CTaHAapTOB, PETIAMEHTOB, MHCTPYKLHH | T.1.) Ha IIPEAMET MOJTHOTHI U 3P(PEKTUBHOCTH yCTaHAB-
TUBAEMBI TpeOoBaHuH K obecniedenmio Vb, a Takke aHaIM3 NPOEKTHOM ¥ SKCILTyaTallHOHHOMN [0~
KyMCHTAIlMX Ha CUCTEMBI U CPEICTBA 3AIlUTH U KII0YEBbIe HH)OPMAIIMOHHBIE CHCTEMBI,

3.44  ouenka CymecTBYIOIIEH pealu3aliy IpoNeccoB ypasieHus UB;

3.4.5 TmpoBeneHWe  HHCTPYMEHTAILHOIO  aHAIM3a  COCTOSHHS  3AIMIICHHOCTH
WUT-undpactpykTypsl, 3¢ (peKTUBHOCTH CPEACTB M MEP 3aLIUThI nHpoOpManHH;

3.4.6  dopmupoBaHHe peKOMeHIAUUM 10 paspaboTke (WIH JOPaGOTKE) JTOKATBHBIX HOD-
MaTHBHBIX TOKYMEHTOB 110 b mim co3faHmne THITOBEIX JOKYMEHTOB;

3.47  QopMHpOBaHHE NPEIIOKEHHH IO HCIOIB30BAHUIO CYIIECTBYIOIIMX M YCTaHOBKE
AOMONHUTENBHBIX CPEJICTB 3AIMThl HHGYOPMAIUH IJIS IOBBIIEHHS YPOBHS HAIEXXHOCTH U Oe30mac-
Hoctu UT-urdpactpyxrypsr Komnanum.

3.5. Wicxonsa w3 ykasaHHBIX Lejedf B paMKax HACTOSIIEro CTaHjapra ayauT coctosaus 1B
NIOJIPa3IENAeTCs Ha TPH CTaIUu:

3.5.1  mpoBemeHME ayXUTOPCKHX TIPOBEPOK, ONpENEIICHHE puckoB Wb u ux BiIMsHHS Ha
pucku dbusHec-nporeccos Kommanuu;

3.5.2  pa3paboTka KpaTKOCPOYHBIX PEKOMEHIALMH 10 TIOBBIIEHHIO YPOBHS 3allIUIIEHHO-
CTH U COCTaBJICHUE UTOTOBOIO OTYETA;

3.5.3  paspaboTka HporpaMMbl AEHCTBHIl MO YCTPAHEHHIO BBISBIEHHBIX HEJOCTATKOB U
peanm3ariys KOpPeKTUPYIOIIUX Mep.

4. Buawl ayauros

4.1. BHemHU# ayquT IPOBOJUTCS BHEIIHUMH ayauropamu Wb Ha ocHOBaHMHM 3aKIIFOYEHHBIX
A0TOBOPOB, MO Mepe HeoOxomumocTu. Bremnne aymuropel b MOTYT HCIIONB30BATh CBOK METO-
AQJIOTHIO ay[uTa UM METOA0I0rHI0 KoMnanuu, yka3anHyIo uis BHyTpenHero aymuTa (IIputoxe-

4



én+

DIGITAL CTII 004-2018

Hue 1). OH NpoW3BOIMTCS HE3aBHCHMBIMH SKCIIEPTAMH W3 ayAHTOPCKHX (HPM M OpraHU3alluy,
CHENMATM3UPYIOMUXCS HA BOMIPOCAaX 3alIUTH HHOOPMAIIMH U HMYIIUX COBETYIOUIYIO JTUILIEH3HUIO.

4.2. Buytpennuii aynut Ub paznensercs Ha ayTuT IJIAHOBBIA U ONEPATUBHBIA KOHTPOIIb.

4.3. IInaHoBBI# ayqUT MPOBOIUTCS HA PETYJIPHONH OCHOBE B COOTBETCTBHUHU C PACIHCaHUEM
IIPOBEJICHHUS Ay AUTOB HHPOPMAIIMOHHOH 0€30IIaCHOCTH.

4.4. OnepatuBHBIf KOHTpOJb coctossHus Wb mpoBomutcs mo mepe HeobxomumocTd. OH
IPUMEHSETCA U1 BBIABJICHHS HENOCTAaTKOB B T€X OOJACTAX, € IUIAaHOBBIM ayqWT HE IIO3BOJIAT
CBOEBPEMEHHO MX OIIpeeuTh. OCHOBAaHUSAMU AT HETO MOXET MOCTYXHUTh CIIeIyoIee:

4.4.1 ucTeyeHne cpoka HCIOJHEHHS MPOrPaMMbI AECHCTBHM 10 YCTPAaHEHHIO BBIIBICHHBIX
HEIOCTAaTKOB (HapyIIeHUH, HaOIIOACHHUIA);

4.4.2 noctymnenue pykoBoncTBy Kommanuu, pabotaukam nozapasaenenus b cooOmenuit
00 aBapusX, HHIMIECHTAX WK oOpalieHuii oT pabOTHUKOB 0 (akTax Hapymenus Ub;

4.4.3 pacnopsDKEHHUs] PyKOBOAMTENEH (IUPEKTOpa MO HAIpaBIEHUSIM IESITEILHOCTH, 3aMe-
CTHTEJIM IE€HEPAIBHOIO NUPEKTOpa, FeHepalbHbI aAupekTop) Kommanuu s BBIIBICHUS (aKTOB
Hapymenus Ub;

4.4.4 HapymieHue IpaB ¥ 3aKOHHBIX HHTEPECOB paboTHHKOB KoMnanuu.

S. IIpoBenenue ayaura Ub

5.1. Aynuropam b npenocTaBnsroTcss HeOOXOAUMBIE IpaBa JOCTyIa K HHGOPMAIHOHHBIM
axTMBaM KoMnaHum, a Takxe Bce CBECHHUS HEOOXOMUMBIE ISl IIPOBEAEHHMS IIPOBEPOK, BKIIIOYAS:

5.1.1  ¢usuyeckuil U JOTUYECKUH TOCTYN K MPOTPaMMHBIM M TEXHHYECKMM CpEICTBaM,
ABJIAIOIIUAMCS COOCTBEHHOCTBIO KOMIAaHHMH ¢ NMOTHOMOYHSIMH, NOCTATOYHBIMH ISl [IPOBEICHHS
IIPOBEPOK;

5.1.2  nmocTyn K CBEIEHHSAM U TOKyMEHTaM, HEOOXOMUMBIM JIJIsl IPOBEIEHHS Ay AUTOPCKUX
IIPOBEPOK;

5.1.3  gocTym B mpoBepsieMBbIe IIOMEIEHUS;

5.1.4  BO3MOXHOCTH MOHHUTOPHHIA CETEBOI0 TpadHWKa ¥ aHaIU3a MH(POPMAIMOHHBIX MO~
TOKOB KaK BHYTPEHHHUX, TaK U C BHEIITHUMH CETSIMHU;

5.1.5 BO3MOXHOCTb PETHCTPAIlMH M AHAIK3a CHCTEMHBLIX COOBITHM Ha TEXHHYECKHX H
nporpaMMHbIX cpeacrtsax Kommanuu (cepBepax, pabodnx CTaHIUSAX M aKTHBHOM CETEBOM 000pY-
JIOBaHUU KOPIIOPATHBHOM CETH).

5.2. IIpoBenenue BHemHero ayauTa Ub:

5.2.1  ®uspyecKH#l H JOTMYECKHM OCTYIl K WHPOPMAIMOHHBIM cHcTeMaM KoMmaHum
IIPENOCTABIISIETCs BHEITHUM ayauTopaM Mb Tonbko mo cormacoBanuto noapasaenenus Vb. Buem-
HHe aynutopbl Ib MoryT mpoBoauTh paboTHI TOJIBKO IO KOHTPOJIEM PabOTHHMKOB MOApa3AeICHHs]
Wb nmm paorrukos UT ciyx6bl. Bremnue ayautopst UB B 0653aTeIbHOM MOPSKE 3aKITIOYAIOT
JIOTOBOP O HEpasIJIallleHHNH KOH(GUICHIATbHOM HHOOPMAIIHH.

5.22  PykoBomuTenu MOApa3NeNCHHUI, yIACTBYIOMIKE BO BHEIIHEM ayJUTe YBEIOMIIAIOT-
Cs He MCHee 4eM 3a 48 4acoB 10 IPOBEPKH, HHANMATOPOM ayauta. IIpenocrasnenne nHGOpMaLHH
BHEINMHUM aynuTtopam Wb paspemaeTcs TOIBKO MO COTIACOBAHUIO € BIaAENblaMid HHOPMAIIHH.

5.3. Buyrpennuii aynur Vb MoXeT MPOU3BOAMTE HEMOCPENCTBEHHO KaK PaGOTHHMKHM IOJ-
pasnenenus Wb, tak u paGoTHHKH monpaszmeneHuit Kommanwu, obecrneduBaromye 3alquTy HH-
(bOopMaMOHHEIX aKTHBOB.

5.4. Pabotauku moxpasnenenuii Komnanuu o6s13anb1 okaseBath ayautopy UB coxeiicTBre
B TIPOBEJCHUHU IPOBEPOK M ONEPATHUBHO IPENOCTABIATH HEOOXOAUMBIE CBEICHHS I10 3alpocam
aynutopa Ub.

5.5. Ilnanoseri ayauT Mb npousBomutes cieayromum o6pasoMm:
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5.5.1 noaroraBnuBaercs pacnucanue aynuto Vb Ha rox;
5.5.2  mpumeHsercs merononorus nposenerus ayauta Ub (Ilpunoxenue 1);

5.6. IIpoBenenue onepaTHBHOTO KOHTPOJIS cocTosiHus Ub:

5.6.1 aymutop Ub onpexnensier 00beM M IIard KOHTPOJIA KaK B IUIAHOBOM ayIHTe, OJHAKO
OH BIIPaBE€ U3MEHATh OOBEM U IIaru KOHTPOJS B 3aBHCUMOCTH OT KPUTHYHOCTH CHTYalldH, BPEMEH-
HBIX OIPaHHYEHUH U APYTHX BaXXHBIX ()aKTOPOB;

5.6.2 ecnu HapymeHune Wb mnpHYMHSIET WIH MOXET NPUYHHHTH 3HAYUTEIBHBIN Bpen
Komnanun mmm e€ paboTHHKAM, a TaKKe CYIIECTBYET BHICOKAs BEPOSATHOCTh PEAM3alldM TaKOM
YI'PO3bI, TO 00 3TOM HEMEIJICHHO CTABUTCSI B M3BECTHOCTH PYKOBOIMTEND moapasaeieHus 1b;

5.6.3  MOTYT HCIOJIb30BaThCS TEXHHUECKHE CpeICTBa cOOpa HHGOPMAIMH H/WIHA TECTH-
POBaHMUs ySI3BUMOCTEH;

5.6.4  mpoBeeHHWE ONEPATHBHOIO KOHTPOJIS COIJIaCOBHIBAETCS PYKOBOAMTEIEM IIOpas3-
nenenus Ub.

6. PesyabTaThl NpoBeaeHHsI ayaUTa
6.1. Pe3ynpraTom mpoBeneHus:

6.1.1  BHemHero ayauta VB sBsieTcs ayIUTOPCKHM OTYET, KOTOPHIM TOTOBHUTCS B COOT-
BETCTBHU C BBHIOPaHHOH METOJOIOTHEH ayIuTa, U HAIPABJISIETCS HHUALIMATOPY IIPOBEICHHUS Ay IUTa;

6.1.2 muranoBoro aymura Wb sBisieTcs ayIdTOPCKUM OTYET ¢ PEECTPOM HENOCTATKOB,
HamnpaBJsieMbli ayauropoM Kb, Ha UMs pyKOBOAUTENS MPOBEPAEMOT0 CTPYKTYPHOTO IOpa3aeiie-
Hus Komnannw;

6.1.3  omepaTHBHOro KOHTpOJsi coctostHus WMB sBiserca ayaMTopckmii OoTYeT B BHIE
CIPaBKH MJIK UHOT'O JOKYMEHTa, KOTOPBIN NPEAOCTABIIAETCS HHUIIUATOPY MPOBEICHHUS POBEPKH, H
MOJKET ABIATELCS OQUIHATBEHBIM JOKYMEHTOM IIPH IIPOBEICHUH CITY)KEOHBIX PACCIIENOBaHMIA.

6.2. Ha ocHOBaHMH ayIHTOPCKOTO OTYETa PYKOBOIMUTENAMH CTPYKTYPHBIX IIOApA3/IEICHHIA,
OTBETCTBCHHBIMH 3a IUIAHHPOBAHME MED 3aLIUTHI, COBMECTHO ¢ aynutopoM Vb B MecsauHbIi cpok
paspabarbiBaeTCs MporpaMMa IeHCTBHI [0 YCTPAHEHHIO BBIABJICHHBIX HEIOCTATKOB (HApyIIEHMH,
HaOJIIONICHUH) CHCTEMBI 3alOUMTHl HHpopMarmu. B paMkax pealdsanuy IpOrpaMMbl JeHCTBHiA
Ha3HA4aroTCs MCIIOJHUTENHU 110 PealM3alliid Mep 3alllUThl B CPOKH BBINOJNHEHHS 3TUX paboT. Kon-
TPOJb MOATOTOBKH M BBIIOJHEHHS MPOrpaMMBI IO peai3allid KOHTpMEp Bo3jaraeTcs Ha MeHe-
oxepa UB.

6.3. Ha ocHOBaHMH pa3pabOTaHHOTO IUIAHA NEHCTBHI HCIIONHHTENH B COTVIACOBAHHBIA C
noxpaszaeneuueM b cpok, Ipou3BOIST yCTpaHeHHE BBISBIEHHBIX HEJOCTATKOB.

7. OTBeTCTBEHHOCTD

7.1. OTBETCTBEHHOCTh 3a OPraHM3ALMIO W NPOBEICHHE BHYTpeHHero aymuta UMb B coot-
BETCTBUH C TPEOOBAHUAMM HACTOSIIETO CTAHIAPTAa, YTBEPKIECHHBIMH METONOJIOTHSIMH U IUTaHAMH
IIPOBEJICHHUS ayauTa Bo3naraercs Ha Menemkepa Ub.

7.2. Ha aymuropa Vb Bo3iaraercst OTBETCTBEHHOCTH 3a BHIIOJIHEHHE JCHCTBHIA C MCIIONb-
30BaHHWEM IPENOCTABICHHBIX JJIsl IPOBENEHHS ayJUTOB U OIIEPAaTUBHBIX KOHTpoie 1B mpas.

7.3. PyKoBOmHMTENH CTPYKTYPHBIX IOApa3fieieHuii KOMIAaHHM HecyT OTBETCTBEHHOCTH 3a
BBINIOJIHEHHE ITOJIOXKEHUH HACTOSIMIETO CTaHIAPTAa B IMOIKOHTPOJIBHBIX MM IOApa3JeieHUsIX B ya-
CTH TIpENOoCTaBieHus aymuropy Vb unbopmanum, HeoOX0IMMOi I IPOBENEHHUS ayUTa U Pea-
JM3aHK IPOTPaMMBI KOHTPMED.
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[Tpunoxenue 1

MeTtononorust nposeaenus ayaura Ub
1. IlociieoBaTe bHOCTH 3TANOB NPOBENEHHs paboT

I'paduyeckoe oToOpakeHHE MOpPSIKa HpOBeHeHHﬂ ayquTa MPENCTaBIEHO CXEMAaTH4YHO Ha
Pucynxke 1.

Puc. 1. TTopsimok MpOBENCHHUS ayIUTa COCTOSHUS I/IH(i)OpMaLII/IOHHOI/I 0€30IaCHOCTH.

1.1. Oos3aTeabHbIe ITaNbI NEPBOii CTAXMM:

- COop HCXOIHBIX JaHHBIX 00 0OBEKTE Ay UTa;

- AHanu3 JOKaNkbHBIX HOPMAaTHBHBIX IOKyMeHTOB 1o UB, yreepxknennsx B KoMmmanuu;
Ouenka UT-uHGpacTpyKTyphl ¥ IpUMEHIEMBIX cpeacTB U Mep Ub;

Onenka cymecTByOIeH peati3anyy IpoueccoB ynpasnenus UB;

IIpoBeneHEe HHCTPYMEHTANBHBIX IPOBEPOK;

- AHaju3 BBIBIECHHBIX YSI3BUMOCTEH M HE[IOCTATKOB U CBS3aHHBIX C HUMH yIPO3.

1.2. Heo6s3aTeabHble TaNbI IEPBOii CTAAUMU:

- AHanuz pusmueckoi 6e30MacHOCTH;

- IlIpoBeneHne TeCTOB Ha MPOHHKHOBEHHWE C HCIOJIH30BAHHEM METONOB COLMAIBHON HH-
JKEHEPHH.

1.3. OGs3aTenapHbIE 3TANBI BTOPOi CTaAMM:

- BrpaboTka KpaTKOCPOYHBIX PEKOMEHIAIMIA 110 YCTPAHEHHIO BHISBICHHBIX HEIOCTATKOB
cucreMsl obecrieuenus B,

- CocraBiieHHE HTOTOBOI'O OTYETA.

1.4. Obs3aTesbHbIE 3TANBI TPEThEli CTALMMU:

- IIporpamma meHCTBHI IO yCTPAaHEHHMIO BBISBJICHHBIX HEIOCTATKOB U PEATH3ALMH KOD-

PEKTHPYIOIMIUX Mep.
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1.5. Heobs3aTeabHble YTaNbI TPEThEH CTAAUH:
- Paspabotka mnana passutus b ¥ onieHKa CTOMMOCTH IPOEKTOB.

2. Co6op HCXOOHBIX JAHHBIX

C60p HCXOMIHBIX MAaHHBIX IIPOHCXOIUT B IPOILECCE OPraHU3allMOHHOI'O ayluTa U HHCTPY-
MCEHTAJIBHOI'O ayJuTa.

3. AHaaM3 J0OKaJIbHBIX HOPMATHBHBIX J0KyMeHTOB o Ub

B pamkax maHHOrO 3Tama OCyIEeCTBILETCS aHAIU3 IOKyMeHTanuu no VB, yTeepxIéHHOH B
Kommnanuuy, ¢ 1ebI0 BBISBICHUS HEJOCTATKOB.

HCILOCTaTKaMI/I B CHCTEME JIOKAJIbHOH HOpM&THBHOfI JOKYMCHTAIlUHA CHHUTAIOTCA:

B II€JIOM OTCYTCTBHE IOKYMEHTa(OB), OIPENEISIOMMIX MOPSAOK M TpeOOBaHUS K KOH-

KPETHBIM IIporieccam UMb, a Taxxe opraHu3aliMOHHBIM U TEXHHYECKMM MepaM obecnedenus UB;

- HETOJIHOTA, OTCYTCTBUE OOBEKTMBHOCTH M aIeKBAaTHOCTH TpebGoBanuii VB, ycTaHOBIEH-
HBIX JIOKAJIIbHBIMU HOPDMAaTHBHBIMH JOKYMEHTaMH, a TaKkXe HECOOTBETCTBHE TPEeOOBAHMM Cylle-
CTByroMM puckamu UB;

- TIPOTHBOPEYHE WIIH HECOOTBETCTBUE TPEOOBAHUAM 3aKOHOAATENHCTBA U BEJOMCTBEHHBIM
HOPMAaTHBHBIM JOKYMEHTaM.

B pamkax mpoBoJMMOro aymuTa OLEHKE IOUIEXAT CIEHYIONHE KAaTErOPHH JIOKAIbHBIX
HOPMAaTHBHBIX JOKYMEHTOB:

- Ilomutnka mHpOpManMOHHOM Ge3omacHocTH KOMNAHHH, YCTAaHABIMBAIOMIAS MO3HIHIO
pyxoBonctBa Komnanuu x obecredenmio UB, o0ume moaxomsl ¥ TpeGOBAHHMS, H SBISIOMASCS
KITFOYEBBIM TOKYMEHTOM JJISl BCEH CTPYKTYPBI JIOKAIEHBIX HOPMATHBHEIX akToB 110 b Kommnanuu;

- YacTHbIC [ONMTHKH, ONOKEHHS H KOPIOPATHBHBIE CTAHIAPTHI, ONpPENESIONIHe IPaBH-
Jla, IPUHIUIBE! X TpeOOBaHMs 10 KOHKPETHBIM IIporieccam u MepaM Ub.

- PermamenTs! u uHCTpyKIMH, Ompenensiompe TpeGOBAHMSA K MPOLELYPAM OBeCIeUeH S
Wb, BbmonHseMbIM coTpynHHKamu (cnenuamuctamu o UT u UB) u peanu3yomux TpeOoBaHHS
YaCTHBIX MOJIUTHK U MOJIOKEHHUH.

Kputepuu 1151 OLEHKH CHCTEMBI JIOKANBHEIX HOPMAaTHBHEIX akTOB 110 B npuBeneHbl B Tab-
nuue 1. B npouecce ayuTa nepeyeHb MOXKET ObITh H3MEHEH W/HITH JOTOJHEH.

Tabauna 1
Kpurepun 111 OLIEHKH CHCTEMBI JIOKATBHBIX HOPMAaTHBHEIX aKTOB
Ne Pexomenmanuu
Henocrarku B s
Ha3Banue noxymenra Pe3yabTar 110 YCTPAHEHHIO
JOKYMEHTAIHH
HEJO0CTATKOB

JoxkymeHTBI 1-ro ypoBHs

1. [Monurtrka nHbOPMAaNHOHHOH Ge30mac-
HOCTH

JIOKyMeHTBI 2-10 ypoBHS

2. [CraHmapT aHTHBHUPYCHOMH 3aIHTHI

Crannapt ayaur b

4. Crangapt yctaHOBKH 00HOBIEHHIH [10
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Ne Pexomenmanuu
Henocrarku B
Ha3Banue goxymenra PesyibTar 10 YCTPaHEHHIO
JOKyMEHTAIHHU
HEAOCTATKOB

5. (Crargapt 1o napossiM (MaeHTHPHKA-
LMY ¥ ayTeHTHU(PUKALINHN)

6. CranmapT ynpaBieHHs JOCTYIIOM

7. |CTaHmapT MEXCETEBOIr0 B3aUMO/IEH-
CTBHS

8. [CraHmapT pe3epBHOTO KOMUPOBAHUS

9. |Cranpmapt ynpasieHus HHIHACHTAMH
Vb

10. Crangapt 3amura KA

JlokymMeHTBI 3-r0 ypoBHS

11. MHCTPYKIMS IO aHTHBUPYCHOM 3aIlUTe

12. Meronuka npoBenenus ayaura Ub

13. Pernament ycranoBku 06HOBIeHHs [10

14. PernaMeHT IpeoCTaBIeHMs JOCTyNIA

15. PernamMeHT pe3epBHOrO KOMPOBAHHUS

Opranu3anuoHHO-PACIOPSIUTENbHbIE JOKYMEHThI

16. [Ipukas «O cimyxeGHOM mepenucke»

17. [Ipuka3 «O peanuzanuu nporpaMmel
MOBBIIEHHUS OCBEIOMJICHHOCTH CO-
TPYAHHKOB 110 Bonipocam by

4. Ouenxa UT-uH(ppacTpyKTYphl H NPHVEHSEMbIX CPEICTB H mep UB

Llembro naHHOTO 3Tana SBISETCs [MaBHBIM 06pazoM cO0p H aHAM3 HHPOPMALHY 06 apXUTEK-
Type ¥ KoH(urypammu 3nemenToB U T-HHGPacTpyKTypBl, CYIECTBYIOLINX TEXHAUECKUX CpeICTBax U
Méepax 3allUTsl HHPOpPMAIMHK. Pe3ynbTaToM aHam3a MoTydeHHOH HHGOPMAIHA JOIDKHO CTATH MaK-
CHMAJIbHO TIOJHOC BBIABJIEHHE CYIIECTBYIOIMX HenocTtarkoB B WM T-mrdpactpykrype, cpencrBax u
Mepax obecrieuenus Ub.

Heobxomumo cTpemuTECS K TOMY, 9TO BCe HENOCTATKH CHCTEMBI obecrederus B 10KHbL
OBITH OOHapYXKEHBI 10 Hayala CIEAYIOLIETO 3TaNa ayJuTa — HHCTPYMEHTATHHOTO aHamM3a, a caMu
HHCTPYMCHTAIbHBIC NMPOBEPKU JOJDKHBI TOJIBKO IOATBEPIUTH MPEIIIONOKEHHUS U SBIATHCS HAIJISI-
HBIM CBUJICTEIBCTBOM CYIIECTBYIOUIMX HEINOCTATKOB CHUCTEMBI obecriedeHus VB W Kak ciiencTsue
yrpo3 Ub.

PaGOTBI, IIPOBOIMMBIE B paMKaxX JAHHOI'O dTala, BKIIFOYAKOT:

- AHaIM3 POEKTHOH M SKCILIyaTAMOHHOH TOKYMEHTALUH Ha HH(OPMAHOHHBIE CHCTEMBI
H CpelICTBa (CHCTEMBI) 3aIIUThl MH()OPMAIIHH;

- Aymut koHUryparmit 6e300aCHOCTH CeTeEoi MHQPaCTPYKTYpHI;

- Ayt KoHQUTypanuii 6e30MaCHOCTH ONEPAIMOHHBIX CHCTEM;

- Aymut KOHQUTypanuii 6e30HaCHOCTH HHYOPMALMOHHBIX CHCTEMBI
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AynuT KOHQHUTypaIuy 6e30MaCHOCTH CHCTEMBI BUPTYAJIU3AIIAH;
- AynuT KoHUTyparuii 6€30IaCHOCTH MOOHIIBHBIX YCTPOKUCTB;
- Aynut KoHUTyparmii CHCTEM U CPEICTB 3alUThH HHOOPMALIUH.
OtznensHO HEOOXOIUMO NPOBECTH aHATH3 KOH(Urypauuii 6€30IacHOCTH aBTOMATH3UPOBAH-
HBIX pabOYMX MECT, C KOTOPBHIX OCYIIECTBISIETCS B3aUMOIEHCTBHE ¢ CHCTEMaMH JMCTAHIMOHHOIO
bankoBckoro obcyxusanus (qanee — APM JIBO), xak cucrem, yrpossl B KOTOPBIX HECYT IPSMBIE
(UHAHCOBBIE PHUCKH:

- Aymut npasui MexceTeBoro B3aumoneicteust APM JIBO ¢ cerMeHTaMd KOPIIOPATUBHON
CeTH U ceThio MHTepHerT;
- Aymut KoHUrypanuii 6e30macHOCTH ONEPANMOHHBIX CHCTEM;
Aynat KoHurypanuii 6e30macHoCTH IporpaMMHoro obecnedenns cucteM APM JI50.
IIpu npoBenenny ayauTa KOHKpeTHOH KoMmanuu nepeyens paGoT MOXKET OBITH pacHIpeH Ha
YCMOTpEHHE pyKOBomuTeNs monpasaencHus WMB wucxoms W3 KOHKPETHBIX — OCOOCHHOCTEH
WUT-undpactpyxrypsr Komnanum.

Co6op nHpOpMarHy B paMKax JAHHOTO 3Tana MOKET COCTOSTh U3:

- Hurepspronpopanue coTpyanHukoB Kommanuu, orBerctBeHHBIX 3a T u Ub 1 xmouessie
OU3HEC-TIPOIIECCHI;

- V3yyeHns npoeKTHOH M SKCILTyaTallHOHHOM TOKYMEHTAIMH HA HH(POPMAIMOHHBIE CHCTE-
MBI M CHCTEMBI 3alllATHl HHQOPMAIMH, IPEAOCTABICHHON B PaMKaxX MPOBEICHHS ayJUTa COTPYIHH-
kamu Kommanwuu;

- WByuenns xondurypanuit anementos U T-uHbpacTpyKTyphI;

- IIpoBepka 3asBieHHOH (YHKIHOHATBPHOCTH ¥ PEAIM30BAaHHBIX Mep (K IIpHMEpY, €CIH
YTBEPXKIAETCA, YTO IJII YYSTHBIX 3allUCeH ¢ IpaBaMy aJMUHHUCTPATOPOB JOMEHA 3allpellel BXO Ha
paboune CTaHImu, TO IIPOBEPKA 3aKIFOYACTCS B IONBITKE ayTeHTH(GHKAIIAN 0] JAHHON yYeTHOM 3a-
IMCBIO Ha paboyei CTaHIum).

Kputepuu 1 onenku cereBod HHQPACTPYKTYpbL, IPAMEHSEMBIX CpencTB U Mep UB mpu-
BelleHbl B Tabmuue 2. B nponecce ayanta nepedeHs MOKeT ObITh H3MEHEH W/HJTH JIOTIOJHEH.

Tabmuua 2
Kputepuwn s onieHKH ceTeBoit HUHQPPACTPYKTYPHI, IPUMEHSIEMBIX CPEICTB U mep b

; Pexomen-
Pe- | Tum mpo- Texy- |Hemocratku, et TG
Ne Kpurepwnit onenxu 3yJb- | BEICHHBIX | IMAS CH- | YA3BHMOCTH JErpae
TaT | IPOBEPOK Wi | U yrpo3bl
PpOBEp Tyan yrp HHIO YTPO3

besonacuocrs B3anmoneiicrBust KCIIJ[ ¢ ceTnio MuTepHer

1. |Pecypcsr KCIIJI, nocTynHble U3 ceTu
Wurepner, BeiBeneHs! B JIM3 u oTxe-
JICHBI OT BHYTPEHHHUX CETMEHTOB H Ce-
T4 MHTepHET mocpencTtBoM MD

2. |Ha nepumerpe KCIIJ] ycTanoBIeH MD
knacca NGFW, npenycmorpero kna-
CTEPHOE PE3EPBUPOBAHKE

10
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Pexomen-
Pe- | Tunmpo- | Texy- |Hemocrarkw, NALMH 110
Ne Kputepnii onenku 3yJb- | BENCHHBIX | Iasd CH- | yA3BUMOCTH ycTpane-
BI
TaT | MPOBEPOK | Tyallus | H yIrpo3 HUIO YIPO3
3. |Ha nepumerpe KCIIJ] ocymecTsuser-

Csl KOHTPOJIb TpaduKa MPUIOKEHHUH 1
KOHTpOJb focTyna kK Web-pecypcam

Ha nepumerpe KCII]] ocymecTBiser-
cs uHcnexkuuss HTTPS tpaduka, antu-
BHpYCHas IPOBEPKa, OOHAPYKEHHE
coenuHeHnit ¢ C&C

Ha rpanune KCIIJ] ¢ cetbto MaTepaeT
npumensiercs IPS. bassl curnatyp pe-
ryjsspHo o6HosistoTcsa. CoobiTus IPS
aHAIU3UPYIOTCS

KoHTpoJb MexkceTeBbIX B3auMOeiicTBHH

CxeMma cetn AOKYMCHTHPOBAaHAa, HaXo0-
JAUTCA B aKTyaJIbHOM COCTOSIHUH.

B KCI1]] BeInEIEeHBE MUHUMAIBHO He-
00XOIUMBIE CETMEHTBI: CEPBEPHBII,
II0JIb30BATEIbCKUM, CETMEHT CUCTEM
1B, cerMeHT KOMMYTAIlMOHHOTO 060-
PYOBaHUS.

MexceTreBble B3aUMOIEHCTBHS Orpa-
HHYEHBI TOJILKO HEOOXOIMMBIMHE U J[0-
KyMEHTHPOBAaHHBIMH Pa3peIlaroIiMHU
npaBuiaMu QUIBTparyu Tpaduka

JI1s1 rocTeBBIX GECIPOBOIHBIX ceTeit
OTPaHHYCHO B3aMMOJCHCTBHE MEXKIY
KIIMEHTaMHU CETH M OCTAJIBLHBIMU CET-
meHTamu KCII/]

10

M3MmeHeHHe paBrI MEXKCETEBOTO
9KPaHHMPOBAHHUS OCYIIECTBIISETCS Ha
OCHOBAHHH 3asBOK, COIIACOBAHHBIX
cnenuaauctos o b

11,

[IpoBoavTCS perysispHbIi ayauT HA
IpeIMET U30BITOYHOCTH pa3peInaro-
X npasui MO

12,

3aIeiCTBOBAH MEXAHU3M 3aIUTHI OT
noxmensl [IP-anpecos (Anti-Spoofing)

13,

Perucrpanust coObITHIA CHCTEMBI ME3K-
CETEBOr'0 KpPaHUPOBAHMS

Be3zomacnoctn YiipaB/ieHHSA CETHIO

11
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Pexomen-
Pe- | Tumnpo- | Texy- |Henmocratku, R
Ne Kpurepnii onenxu 3yJb- | BENCHHBIX | Ias CH- | YA3BUMOCTH ycTpare-
O3Bl
TaT | IPOBEPOK | Tyallus | H yIp HHIO YTPO3
14/ OrpanudeH ceTeBoii JOCTYII K yIIpaB-

JAIOIUM HHTepdeticam ceTeBoro 060-
pyZIOBaHHA: HHTEPEUCH HAXOAATCH B
BBIJIEJICHHOM CEIMEHTE CETH, IOCTYII B
JIaHHBIM CETMEHT OrpaHUuYEH

15.

Jl1s ynpaBiieHus ceTeBBIM 000pYI0Ba-
HHEM HCIIOJIB3YIOTCS TOJBKO Oe3omac-
HBIE MPOTOKOJBL: SSHV2 paspernen,
npoTokoin Telnet 3anpernen.

16,

Ha cereBBIX ycTpoiicTBax 3a010KHpO-
BaHbI CTaHJapTHbIE IPHBUIIETHPOBAH-
HBIE YYETHBIC 3allUCH

17.

IIpumensroTCs NEpcOHnDUIUPOBaH-
HBIE YYETHBIE 3aIUCH /I aMHHH-
CTPHPOBAHM CETEBOTO 000PYIOBAHHS.
Bce yueTHbIe 3amucH SBISIIOTCS aKTy-
QIBHBIMH U HCTIOJIb3YEMBIMHI

18.

[Ipumensiercs cepBep AAA s fo-
CTyIa aIMUHUCTPATOPOB K CETEBBIM
ycrporictBaM. HacTpoens! TpeGoBanus
K IIapoJIsIM IIPUBUJIETUPOBAHHBIX yUeT-
HBIX 3allUCEH.

19,

PesepBHoe KomupoBanue KoH(HUrypa-
LI} CETEBBIX YCTPOHCTB

be3onacHocTh

pado4ux cTaHIMii H cepBep

0B

20,

Paboune cranmuu u cepsepa pacmosno-
XKEHBI B pa3u4HbIX cermenTax KCIT/I,
oTaeneHs MD.

2]

CepBepHbIe CErMEHTHI pa3aeneHsl o
CTENICHH KPUTUIHOCTH CETEBBIX CIIYXKO,
CErMEHTEI OTHeIeHbl MDD

22)

Hoctyn ¢ cepBepos B cets UnTepHET
3a0;10KHpoBaH. Paspeniensr MUHH-
MaJIbHO HEOOXOAUMBIE MO AKIFOYEHHS
A7 QYHKIMOHUPOBAHHUS CEPBEPHBIX
KOMIIOHEHTOB

23,

CerMeHTHI OJTB30BATENBCKOTO OCTY-
I1a pa3iesieHBl Ha OCHOBE (YHKIIHO-
HAJIbHBIX 00A3aHHOCTEN U KPUTHYHO-
CTH IPEIOCTaBIEHHBIX JOCTYIIOB

12
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PexomeH-
Pe- | Tum mpo- | Teky- |Hemocrarkw, -
Ne Kpurepwii onenxu 3yJb- | BEACHHBIX | Iasl CU- | YA3BUMOCTH yeTpate-
OK Ui | H yIpo3bl
TaT | IpOBEp Tyarl yrp e i
24)3aneicTBOBAH MEXaHNU3M ayTEHTHH-

Kalli¥ yCTPOWCTB HA YPOBHE CETH
(802.1x)

25,

MexaHU3MBI 3aIUTEl CETH HA KAHATb-
HOoM ypoBHe: DHCP-Snooping, Dy-
namic ARP Protection, Dynamic IP
Lockdown u T.x.

26,

OTKIIOYEeHHEe aBTOMATHIECKOTO OIIpe-
JENICHUs peXXruMa IopTa KOMMYTaTopa
(access/trunk)

27,

CereBoit mocTyn Mexny pabounMu
CTaHIMAMH 3a0JIOKUPOBaH

bezonacHocTs HHGpacTpykTypsl Windows

28,

AyTreHTH(UKANUS MOIb30BaTENEH HA
Windows-cepBepax u pabounx cras-
[USX OCYIIECTBIIAETCS 10 YYETHEIM
3anucaM Active Directory. JIokanbsHbIe
y4etHble 3anucu OC OTKIIFOYEHBI

29.

Pasnenenve npuBuierupoBanHeIx V3 ¢
Pa3TMYHBIM YPOBHEM aIMHHUCTPATHB-
HBIX TIOJIHOMOYHI: «AZIMHHHUCTPATOP
JAOMEHay, « AIIMHHUCTPATODP CEpBEPay,
«AIIMHHMCTpATOp pal. cTaHIuii». 3a-
IPEIIeHO COBMEIIEH e Y3 ¢ pa3iny-
HBIM YPOBHEM aJMHHHUCTPATHBHBIX
nonHomouwmi. K npumepy, 3anperuen
BXOJl Ha paboune cTaHmmy mox Y3
«AIMHHHCTPATOP JIOMEHA»

30.

3aneiicTBoBaHa qBYXpakTOpHAS
ayTCHTU(QUKALKS U1 IPUBHIIETHPO-
BaHHBIX Y3 HHOpacTpyKTypsl Win-
dows

31

3anpenmnena ayTeHTHGUKALAS YIETHBIX
3amuceii Active Directory ¢ mpumene-
HHEM HeOEe30IacHBIX IPOTOKOI0B LM
1 NTLM. Pa3pemniens! mpoTokosis!
NTLMv2 umu Kerberos

AHTHBHPYCHasI 3aIATA

32.

Anvunuctpuposanre C3U Ha paGounx
CTaHIMAX U CEPBEPAX JOJDKHO OCy-
IIECTBIIATBCS C UCIIOJIb30BaHUEM LIECH-
TPaJIM30BaHHOIO CEPBEPA YIIPABICHUSL

13
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Pexomen-
Pe- | Tunmmpo- | Teky- |Hemocrarku, A 11
Ne Kpurepuii onenku 3yJb- | BEACHHBIX | Iast CH- | YI3BHMOCTH Sripame-
IIPOBEPOK | Tyallus | H YIrpo3bl
o PORED VA yrp HUIO yTPO3
33| JomKHBI OBITH HA3HAYEHBI OTBETCTBEH-

HEBIE 32 aqMuHucTpupoBanue C3U.
TonpKko naHHBIE COTPYIHUKY JOIKHBI
HMETH IIpaBa aAMUHUCTPATHBHOIO JI0-
CTyIa K KoHcoyu ynpasieHus C3U.

34.

AHTHBHPYCHBIE CPEICTBA JOJDKHEI
OBITH YCTaHOBIIEHBI Ha BCEX CEPBEPAX U
PaboYuX CTaHLUSIX, IOABEPIKEHHBIX
BO3JEUCTBUIO BpetoHOCHOTo 10

35.

CuraaTypbl aHTHBHPYCHBIX CPENCTB
JIOJDKHBEI OOHOBJISITHCS HE PEXKE OIHOIO
pasza B icHb. OGHOBIIEHHE CUTHATYD
JIOJDKHO OCYIIECTBIIATHCS C HCIIOJIB30-
BaHUEM IIEHTPAJIM30BaHHOTO CepBeEpa
yIIpaBICHHS

36.

Ha aHTMBHPYCHBIX CpeCTBaX JOKHO
OBITh BKITIOYEHO BEJICHUE XKyPHAJIOB
cobbITai. JXKypHaibl COOBITHI OKHEI
NepeiaBaThCs Ha [CHTPATU30BaHHbIH
cepBep

L2

Jlo/DKEeH KOHTPOIHPOBAThCS COCTAB
ycranosaeHHoro 10 Ha paboumx cran-
[USIX U CEPBEPAxX C IIOMOIIBIO aHTUBH-
PYCHBIX CPEZCTB MJIM HHOTO CIEIHAIH-
3upoBanHoro 10

Be3omacHocTs cucrem AUCTAHITHO

HHOI0 0AHKOBCKOI'0 o6c.11y>1mBamm

38,

ITO cucrem «bank-Kinenr» ycraHoB-
JICHO Ha OTIENIbHYIO, CIECIHAILHO BEI-
JENEHHYIO paboYyrO CTAHIHIO

39

AHTHBHPYCHaS 3allliTa pabOYHX CTaH-
[Hif, Ha KOTOPBIX ycTaHoBjeHO [1O
«bank-Knuenty, 3amMmknyTas mpo-
rpaMMHas cpefia, OTpaHHYCHUE paspe-
UICHHBIX Y3, KOHTPOJIb CHEMHBIX
YCTPOHUCTB, IBYX(aKTOpHAs ayTeHTH-
¢ukarus B OC,

14
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PexomeH-

Pe- | Tunm mpo- | Teky- |Hemocrarkwu, ——

Ne Kputepwuit onenxu 3yJib- | BEACHHBIX | II[ast CH- | ySI3BUMOCTH yeTpane-
TaT | IPOBEPOK | Tyallus | U YIPO3bI e e

40, Paboune cTaHIuK, Ha KOTOPHIX yCTa-
HoBisieHO [10 «bauk-KnueHnT, BeiBee-
HBI B OTACIBHBIM CETMEHT CETH, MEX-
CETEBOE B3aUMOJAEHCTBHS OTPAaHHYEHO
MHHMMAaJIEHBIM HaOOPOM IPaBHIL, J10-
CTyn B ceTb MIHTEpHET orpannueH
CIIMCKOM pa3peleHHbIX [P-anpecos

41, YTtBepxnena nonutuka b cucrem
«bank-KnuenT», HHCTpyKIMs onepa-
TOpa, TEXHUYECKUH acmopT

Hactpoiikn ayaura

42, Peructpanus coOBITHI Ha CETEBOM
000pyI0BaHUHU U HHPPACTPYKTYPHEIX
cepsepax (DC, DNS, DHCP u 1.1.)

43 | Hamure BBIIETICHHOTO XPaHMIIMINA
JIOTOB

Ilpu ananuse xondurypammii komnoseHT M T-uHOPacTPyKTypEl HEOOXOIMMO YKa3bIBaTh B JIU-
cte mpoBepok (Check List) mapameTps! n aTpuGyThl aHATM3UPYEMBIX KOMIIOHEHT (ip-azpeca, JOMeH-
HbIC IMCHA, Ha3BaHUsl YCTPOMCTB | T.1.).

B Cly4ae  HEOOXOAMMOCTH  IPOAHATM3UPOBATH  CIENU(DHUECKHH  KOMIIOHEHT
U T-uubpacTpyKTyphl, 41 KOTOPOTO OTCYTCTBYIOT kputepun B Check List, kputepuu dopmupy-
I0TCA B IIPOLIECCE ayIUTa 110 PEIIeHHIo ayauropa Ub.

5. OueHka cymecTBylomeii peaau3zannu npoueccos ynpas.aenus UB

Lenpto NaHHOTO STama SBIAETCS OLEHKA 3PEOCTH CHCTEMBI yipasieHus UB Ha ocHOBe WH-
(opmanuu o cymecTByrommx nponeccax ympasnenus UB.

BrliBieHre HeIOCTAaTKOB B Mpomeccax ynpasieHus UB sBIseTcs HEOGXOAUMBIM YCIOBHEM
AL COBEPIICHCTBOBaHUs cucTeMbl obecnieuenns MUb Kommanumu.

Pesynbratel aynura mponeccos ynpaenenus UB mo3BonsioT paspaGoTaTs KOPPEKTUPYIOIIHE
MEPONPUATHS 110 COBEPIICHCTBOBAHHUIO CUCTeMbI obecnieuenus Wb myTem BHenpeHUs opraHu3aId-
OHHBIX Mep (YaCTHBIX [OUTHK VB, pernamMenToB, CTaHAapTOB, IPOLELYP 1 T.4.).

AynmuTy moJBepraioTcs cieayomue npoueccs: UB:

- ynpasieHus goctynom Kk UC/UP;

- YOPaBIICHHS YSI3BUMOCTSAMH H YCTaHOBKO# 0O0HOBIeHHI [10;

- YIpaBJICHUS U3MEHEHHIMH;

- PErucCTpalyii ¥ MOHMUTOpPUHTa coObITHil UB;

- ynupasieHus uHIUAeHTamu 1B,

- TIOBBIIIEHHS OCBEAOMIICHHOCTH COTPYIHHMKOB 110 Bompocam Ub.

B PaMKaxX OaHHOI'O J3Tala 3aIl0JIHSETCSI KOHT‘pOJ’IBHI:Iﬁ JIUCT ((OI.[CHKa 0a30BBIX IIpoIeccoB
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Wb» (Tabnuma 3).
Tabmuua 3
KonTtponenslii mict «Onenka 6a3oBbix npoueccoB b»
TKH
i H P Onncamie HGHZ(L?MO Pexomenpanun
a3BaHUE TOKyMEHTa €3yJIbTaT | TEeKymeu | uys A
CUTYyalluH CTH

Yupagsaenne nocrynom k UC/UP

PernamenTupoBana u peanuzoBaHa
(bopmanbHas npoueaypa npeaocTasie-
HHs, U3MEHEHHS U OTMEHBI JI0CTYTa
BHYTPEHHMX U BHEITHHX OJIL30BATEIICH

JIOKyMeHTHpOBaH peecTp HHpOpMAaIH-
OHHBIX CHCTEM H PECYPCOB, IS KaXI0-
r0 pecypca yCTaHOBIIEH BIIaJieNell, aj-
MHHHUCTPATOp O€30MaCHOCTH, CUCTEM-
HEIM aIMUHUCTPATOP

I[OI(YMeHTI/IpOBaHBI THUIIOBBIC JOJIXKHO-
CTH U POJIX COTPYAHHUKOB U COOTBET-
CTBYIOIIME UM IIpaBa JOCTYyIIa B CHCTE-
Max

CoTpynHHKaM Ha3HAYAIOTCSA HHIUBHIY-
QITbHBIC YYETHBIE 3alMCH JJIS JOCTYTIa K
CHCTEMHBIM KOMIIOHEHTaM. 3ampenieHo
COBMECTHOE HCIIOJIb30BAHHUE YUETHBIX
3amnuceil B cucremMax

[TpoBomuTcs MEpUOAUIECKHIA TIEpE-
CMOTD IIpaB JOCTYIIa COTPYAHUKOB ISt
BBISBJICHHUS HEUCIIOIB3yEMBIX IIPaB JI0-
cryna. Pe3ynpTarsl mepecMoTpa I0Ky-
MEHTHPYIOTCS

Hcnons3yroTes cpeicTBa HEHTPAIU30-
BaHHOT'O KOHTPOJIS AOCTyIa K HHPOP-
MallMOHHBIM pecypcam

YnpagsiieHne yS3BHMOCTSIMH H yCTaHOBKo#H 06HOBIeHMmit [10

PernamenTrpoBana u peanuzoBaHa
(bopmanpHas npoueaypa BEIABICHUS U
JIOKYMEHTHPOBAHUS YSI3BUMOCTEN HUC-
none3yemoro I10 u ceTeBbIX MpOTOKO-
JIOB, a TaKXXe MIPHHATHS Mep 110 HeATpa-
JU3alUH YA3BUMOCTEMH

JIOKyMEHTHPOBAH II€pEeIEHb UCIIOb3Y-
emoro 10 u ceTeBBIX MPOTOKOJIOB, IS
KOTOPBIX OCYIIECTBIISETCS MOHUTOPHHT
YSA3BUMOCTEH
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0 Onucanue | Hemocratku
N H P T I;ISBI/IMO PexomMmenmanuu
K 374 -
a3BaHUE TOKyMEHTa €3yJIbTaT | TeKyIle y. ¥ Yy eRmo
CUTYaIlUH CTH
9. |Mna nonmydenus uadopmanuu oo ys3-

BUMOCTX HCIIOJIB3YIOTCA TOCTOBEPHBIC
BHCITHHUEC HCTOYHUKHN

10,

JI7ns BBIABIEHHBIX YA3BHMOCTEHN IPOBO-
JUTCS OIIEHKA PUCKOB, HA OCHOBAaHUH
KOTOPO# OIIpeneseTcs] KPpUHTHYHOCTD
YS3BHUMOCTEH, a TAK)Ke IPUHUMAIOTCS
pELICHHUs 0 HEOOXOAUMBIX Mepax IO HX
HeWTpanu3anun. Pe3ynsraTel orieHKn
PHCKOB ¥ PEUICHHS 0 HEOOXOJUMBIX Me-
pax JOKYMEHTUPYIOTCS

11,

Benercs peecTp BBISBIEHHBIX YA3BHMO-
CTeH, BKIIFOYAIOINHUH B ce0s UX CTENEHb
KPUTHYHOCTH U COCTOSIHHE PEaM3aluU
MED I10 UX YCTPAHEHHIO

12.

ITpoBonuTcs meproguyecKkas MHBEHTA-
pH3alus y3JI0B CETH C LEJIbI0 obecmeye-
HUS IIOJIHOTHI CKaHupoBauus UT-
MH(PPACTPYKTYPHI HA HATAYHE YI3BUMO-
CTei

13,

[IpoBomuTCS perynsapHoe CKaHUPOBaHHE
YS3BUMOCTEH MH)OPMAITHOHHEIX CHCTEM
U CETEBOr0 000y IOBAHMS

Ynpapienne uzMeHeHUAMH

14.

PernamenTHpoBana u peanuszoBaHa
(opmanbHas nporeypa HHALMHPOBA-
HUsI, COTJIACOBAHHUS U TOKyMEHTHPOBA-
HUs u3MeHeHui B UT-undpacrpykrype

15.

Jlst Bcex u3MeHeHuii B
WUT-undpactpykrype npou3BoguTcs
oneHka puckos Ub u paspabarsiBarorcs
HEOOXOUMBbIE MEPHI [0 MX CHHXKECHHIO

16

| PernamenTnpoBans Tpe6oBaHuS K CO-

CTaBY M CONEPXKAHUIO TEXHHYECKOH J10-
KYMEHTalUH 110 HHYOPMAaIMOHHON HH-

dpactpykrype. JOKyMeHTALMS aKTy-
aJlbHa U COOTBETCTBYET TPEOOBAHMSIM.

Peruncrpanus u mouuTopunr codnrruii Ub

17.

PernameHnTHpOBaHa M peaqn3oBaHa
bopmanbHas npoueaypa MOHHUTOPHHTA
coOrrtuit Ub

17
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0 Omucanue | Henocrarku
Ne I P i JI;BBHMO Pexomennamuu
TEK U | " -
a3BaHUE JOKyMEHTA €3yJibTaT VIO y K YTy IICHHIO
CUTyaIluu CTH
18| JlokyMeHTHPOBaHEI TPEOOBaHHUS K PETH-

CTpalyH CUCTEMHBIX coObITHil VIC,
BKJIIOYasi PETUCTPAlUIO JCHCTBUH MOJIb-
30BaTesIed U aIMIUHUCTPATOPOB, H3Me-
HEHUH CHCTEMHBIX HACTPOEK, a TaKXKe
COOBITHS ayTeHTU(HUKAIIMN B aBTOPU3a-
1uH. TpeboBaHuUs BKIIIOUYEHBI B CTaHIap-
THI HACTPOUKH cucteM. CUCTEMHBIE
KOMIIOHEHTBI HACTPOEHBI B COOTBET-
CTBHHM CO CTaHJApTaMHU HACTPONKH

19

| JIOKyMeHTHPOBaHbI TpeOOBaHHUS K Me-

cTaM, (popMam U cpokaM XpaHEHHsI
YYPHAJIOB CUCTEMHBIX COOBITHIA HH-
dopmanuoHHBIX pecypcoB. XKypHaibt
XPaHsTCS B COOTBETCTBHH C TPEOOBAHH-
SIMHU

20.

JloxymMeHTHpOBaHBI TpeOOBaHUS K 0bec-
IEYESHHIO CHHXPOHU3AIMH CHCTEMHOTO
BPEMEHM HH(YOPMAIIMOHHBIX CHCTEM.
TpeboBanus BKIIIOYEHBI B CTaHIAPTHI
HaAcTpo#KH cucteM. CHUCTEMHBIE KOMIIO-
HEHTHI HACTPOEHHI B COOTBETCTBUH CO
CTaHAAapTaMH HACTPOHKH

2]

Buenpens! TexHUYeCKHE CpenCTBA MO-
HUTOpUHTa coObITHi 1B

22

OmnpeneneHsl TUITBI COOBITHH, O KOTO-
PBIX JOJDKEH OIOBEINAThCs IePCoHall,
OTBETCTBEHHBIH 32 MOHUTOPUHT COOBI-
il Ub. Texnuueckue cpeacTtsa MOHH-
TOPHHTIa COOBITHI HACTPOEHEI COOTBET-
CTBYIOIIMM 00pazom

Ynpasienune unnuaearamu Ub

23

. PeI‘J'IaMCHTHpOBaHa " p€ajin3oBaHa

(bopmanbHas nporerypa pearupoBaHus
Ha uHIMIeHTHI b ¥ ux paccienoBanus

24,

Ompenenens! KpUTepHH UAEHTAPHKA-
[[UH, TUIBI U KJIaCCU(pUKAIWS HHIUICH-
ToB 11b

25,

PaszpaboTaHb! mi1aHbI pearupoBasys Ha
uHIMeHTH B

26,

[IpoBOAMTCS peryIsipHOE TECTHPOBAaHHUE

IUIAHOB p€arupoBaHus HA WHITHICHTHI
b

18
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Ne Omucanue | Henocrarku

HasBanue noxymenra Pesynerar | Tekymei# | u ys3BuMO-
CHTyalluu CTH

PexoMmennanu
K YIy4IICHHIO

27| AHanu3 IPUYHH HHIUIEHTA U BHECECHHUE
u3MeHeHui B cucremy OMb

IloBbImenne 0CBEIOMICHHOCTH COTPYIHUKOB 10 Bonpocam VB

28, Pa3paboTaHa y4yebHas mporpamMmma Io-
BBILIEHHS OCBEOMJIEHHOCTH COTPY/IHH-
KOB B Bonpocax Ub, yuuTteiBaromias
cnenupuKy paboThl Pa3IUYHBIX TPYIII
COTPYIHHUKOB

29/0O6yueHne COTPYIHAKOB IO BOIPOCAM
Wb npoBoAKTCS MEPHOIHYECKH, a TAKKE
IIPOBOJIATCS IEPBUYHBIC HHCTPYKTAXKH
IpH pueMe Ha paboTy, BeAETCs KypHAI
HHCTPYKTaXa

30| TecTupoBaHHe 3HAHHUIA COTPYIHHUKOB B
Bomnpocax Wb no uroram o0yuyenus mpo-
BOJTUTCS IIEPHOAMYECKH, a TAKKE MIPH
IIpHEMe Ha paboTy.

31, Pa3paboTaHbl HHCTPYKIMH UL COTPY/I-
HUKOB, onpezesonue tTpedosanus UMb,
OINpE/IC/ICHAa OTBETCTBEHHOCTD 3a Hapy-
mrenre TpedoBanus Ub. Corpynuuku
03HAaKOMJIEHBI C HHCTPYKITHSIMH IO
IIOJMUCH

6. IlpoBenenne HHCTPYMEHTAJIBHBIX MPOBEPOK

Llenbro naHHOTO 3Tama SBIAETCS HpaKTHYECKas TeMOHCTpanus yrpo3 VB, BEISBICHHBIX Ha
npeapiymem stane « Oyenxka cemegotl ungpacmpykmyput u npumensiemvix cpedcme u mep Hb».

VIHCTpyMeHTaNbHBIH aHATH3 3aK/I0YaeTcs B IPOBENEHHH ayauTopoMm VB coBMecTHO ¢ co-
TpyAHuKamMu KommaHuy MpoBepOK HcCIeayeMbIX MH(DOPMAIMOHHBIX CHCTEM M CPEACTB 3aIHTHI
MH(OPMAIMHA C MPUMEHEHHEM CICLMATH3HPOBAHHOTO IPOrPAMMHOTO H amnmapaTHoOro obecmeue-
HUS.

Hacrosimmas  MeTonuka He BKIOYAaeT AaHAIM3  3alMIIEHHOCTH  KOMIIOHEHTOB
W T-nHPacTPyKTYpEI ITOCPENCTBOM AKTHBHOMN SKCILIyaTALlHH YA3BHMOCTEH 1O NpHHIHUIY «Yep-
HBIA SIIUK». WHCTpyMeHTanbHbIe IIPOBEPKH (OPMHUPYIOTCS HA OCHOBE JAHHBIX, MOJTYYCHHBIX Ha
IPEAbITYIINX 3Talax ayIuTa.

B xonTekcTe HaCcTOAIIEH MCTOI[I/IKI/I I/IHCTp}’MeHTaJILHBIﬁ aHaJIn3 COCTOUT M3 IBYX YacTeu:

- KOHTPOJIb W aHAMM3 MHPOPMAIMOHHEIX HOTOKOB B MT-uHGbpacTpykType (mpenmylie-
CTBCHHO Ha IIEPUMCTPE KOPIIOPATHBHOM CETH IepeNavH JAaHHBIX) C LENbIO BHIABIEHHS yrpo3 1B,
HCXOIAIINX OT BHYTPEHHUX IOJb30BaTeNed (COTpYJHHKOB) KOMIIAaHMM WM C LEIbIO BBIABJIECHUS
CKOMIIPOMETHPOBAHHBIX KOMIIOHEHTOB U T-HH(pacTpyKTypHI;
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- QHAJIM3 3alUINEHHOCTH KOMIOHEHTOB U T-HHGPACTPYKTYpHI C ETbIO BBIIBICHUS YSI3BU-

MOCTEH IIPOrpaMMHOI0 H ammapaTHoro obecrieueHus IIOCPEACTBOM CKAaHHUPOBAHHUA CHCTEM Ha
YPOBHE CETH.

6.1. KoHTpoJb u aHaau3 HHPOPMANHOHHBIX MOTOKOB

JlaHHEIM BHJ HMHCTPYMEHTAIBHBIX IPOBEPOK IPOBOAUTCS C MPUMEHEHHEM CIIEIMATU3UpPO-
BaHHOT'O IPOrPaMMHOIO OOECIIEYEHUs], OCYIIECTBISIONIEr0 aHaIu3 TpaduKa, MPOXOASIIEro 4epes
NIePUMETPHI KOPIIOPAaTHBHOM CETH Nepeiaul JaHHBIX. Pe3ynpraToM aHaIn3a SBIISETCS:

- OMNpENCIICHHE IIPHIIOKEHUH BBICOKOTO YPOBHS PHCKA, 3allyCKAEMBIX NEPHOJUYECKH U
(GyHKIMOHMPYIOMUX Ha MOCTOSIHHOM OCHOBE Ha pabOYHX CTAHIUAX H CEPBEPA;

- ompezeneHne web-caliToB COMHHTENBHOTO XapakTepa, MCIHONB3YEMBIX COTPYIHHKAMEHE:
OUPHHIOBBIX CETEH, 00NauHBIX (alIOBBIX XPAHUIHUIN, TPOKCH M AHOHUMAaN3epOB, BPEIOHOCHBIX
CalToOB M T.1.

- OobHapyxeHHE PabOYMX CTAaHIUM U CepBEPOB, MHQHMIMPOBAHHLIX BPEIOHOCHBIM IIPO-
rpaMMHBIM 00O€CIIEUeHHEM H/HIIH SIBIISIOIINXCS YaCThIO OOT-CETeH.

- OUEHKa YA3BMMOCTEH CEPBEPOB U KOMIIBIOTEPOB KOMIIAHHH, SBIISIOIIUAXCS IENTBIO BO3-
MOXHBIX aTak;

aHAJIM3 MOJIOCHI IIPOITYCKaHUS U UACHTU(UKAIHS HanOoJee PeCypPCOEMKHX MPUIIOKESHHUIM
1 Be0O-CaliTOB: KTO M KakiM 00pa3oM GoJiee BCEro 3arpysxai CeTh;

- JIOMOJTHUTENILHO MOXET OBITh MPOBeeH aHanmu3 Bxozsmero SMTP-tpaduka ¢ nenbio 06-
Hapy>K€HUsI BPEIOHOCHOIO MPOrPaMMHOI0O 0OECIeUeHHs, paclpOCTPAHSIEMOr0 B paMKaX IMOMBITOK
IIPOBEJICHUS LIeTICHANPABICHHBIX aTaK.

O6c¢nenoanne UT-uHdpacTpyKTyphl IpeaycMaTpHBAET YCTAHOBKY IIIII03a OE30IMACHOCTH C
YCTaHOBJICHHBIM CIICIHATA3UPOBAHHEIM IIPOrPaMMHBIM O0eCIedeHneM BHYTpHU ceTH. VIHCIIEKTHpY-
€TCsl KOmus TpaduKa 3a CUeT MOAKIIOUCHHS K COOTBETCTBYIOLIEMY yCTpoicTBy Test Access Point
(TAP) unm mopTy 3epkalHpOBaHHs Ha CETeBOM KoMMyTatope. Huke mpeicTaBIeHa cxeMa IOI-
KIIIOYCHUS:

INTERNET

LW o3
KopnopaTusH ble besonactoctu
(BHYypeHHMEe)

CermeHTbl

Puc. 2. Cxema noaxroYeHus uo3a 6e30MacHOCTH.
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6.2. AHan3 3amuIeHHOCTH KoMnoHeHToB UT-undpacrpykrypsi

B paMkax naHHOH MHCTpyMEHTAIPHON MPOBEPKH OCYIIECTBISETCS aBTOMATHYECKOE CKAHM-
pOBaHHE Y3JI0B KOPIIOPATUBHOM CETH Ha HAJIWYME YSI3BHUMOCTEH ONMEPallHOHHON CHCTEMBI U IpPH-
xnagHoro 10, a Takxe ceTeBoro obopynoBanus. TecTHpoBaHHE KOMIIOHEHTOB HH(PPACTPYKTYPHI
Windows ocymmecTBIseTCs ¢ MUHUMAIBHBIMEA ¥ MAaKCHMATHBIME IPHBHJIETHSIMH 10 OTHOIIEHHIO K
TECTUpyeMoii cucTeMe. 1Ipu 5TOM HCHONB3YeTCs: paclIMpeHHast TPOBEPKA HECTAHIAPTHAIX IIOPTOB,
OaHHEpHbIE IPOBEPKHU CETEBBIX CITYXO, HICHTH(UKAIKS THIIOB B BEPCUIl CETEBBIX CIIY’KO M IIPHIIO-
)KEHU# 110 0OCOOEHHOCTAM NIPOTOKOJIOB, IPOBEPKA CTOMKOCTH HAPOJIEH YUETHBIX 3aMUCEH.

AHanu3 3aUIMERHOCTH MPOBOAUTCS: B LENAX OUEHKHA BO3MOXHOCTH HPEOIOJEHHs MOTEH-
IUallbHBIM HAPYIIUTEIEM CHCTEMBI 3aluThl M T-uHbpacTpykTypsl B HapylleHus ee 6€30IacHOro
(GYHKIMOHMPOBAHHS 32 CYET SKCIUIYaTallMH YA3BEMOCTER MPOrpPaMMHOT0 0GeCIIeYeH s U 060pyI0-
BaHMs; IIPOBEPKH COOTBETCTBHUS HACTPOEK IIPOrPaMMHOI0 obecrieueH st # 000pyaoBaHus TpeOoBa-
HHSIM 110 UH(OpMaIOHHOH Ge3omacHocTu Komnanun.

B paMKax aHaJli3a 3allUIICHHOCTH IIPOBOIUTC:

- CKaHHpOBaHWE pabOYMX CTAHIMI U CEPBEPOB, PACIIOIOKEHHBIX BO BHYTPEHHHUX CETMEH-
TaX KOPIOPATHUBHOM ceTH nepenadn naHHbIX (nanee KCIT)T);

- CKaHHMpOBaHHeE ceTeBoro obopynoranus KCIIJI;

- CKaHHPOBAHHWE BHEIIHETO MIEPUMETPA, B TOM YMCIIC Ha HAJTMYHE JOCTYIHEIX U3 ceTH VH-
TEPHET CEPBHUCOB.

AHaJI{3 3alMIIEHHOCTH IIPOBOJUTCS C IPUMEHEHHEM CIIENHATM3HPOBAHHOTO IPOTPaMMHO-
ro obecreyeHus: CKaHep 3allMIIEHHOCTH, cKaHep [P-ceTell, onpenensiomuii CoCTOSHUS OPTOB U
COOTBETCTBYIOIINX MM CITYKO.

7. AHanM3 BHISIBJICHHBIX YSI3BHMOCTEH H HEAOCTATKOB H CBSI3AHHBIX ¢ HUMH YIpo3
Pesynsratom aymuta 6e3onacnoctu UT-undpactpykTypsl KoMmanuu sBisoTes:

- OIeHKa 3 (QEKTUBHOCTH NPUMEHAEMBIX CPEICTB M MEP 3aIUTH HHYOPMAIIIH;
- OlleHKa peanu3anuu npoueccos Ub;

- BBIIBJICHHBIE YA3BMMOCTH U CBSI3aHHBIE C HUMH YIPO3EI,

- BBIABJICHHBIC HEIOCTATKH MED 3aIIUTHI ¥ CBSI3aHHBIE C HAMH yTPO3bL

O} (eKTHBHOCTD NPUMEHAEMEIX CPENCTB M Mep 3alUTH HHQOPMALMH W PealH3alus Ipo-
neccoB Vb oneHMBarOTCS KOMMYECTBEHHBIM ITOKa3aTeIeM B Auanasone ot 0 10 5.

OueHky OnpeeNsIoTCss METOAOM SKCIEPTHOTO 3aKIIOYCHUS M HE OCHOBBIBAIOTCS HA KAKHX-
7M00 PacIPOCTPAHEHHBIX CTAHAAPTAX.

JI71s1 HarTIATHOTO MPE/ICTABICHHS! PE3yJIbTATOB OLEHKH TOKa3aTelH 3h(eKTHBHOCTH puMe-
HSCMBIX CPEICTB M MEp 3alIUThl MHPOPMaIlKH, a TaKXKe OLEHKH pealu3anuy mpouecco 1B 0To6-
PaXAIOTCA Ha MarpaMMe M 3aHocstcs B Tabmnuiy. [IpuMeps! quarpamMm u CTpyKTypa TaGiuIl IpH-
BEICHBI HUXKE.
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7.1. IlepedeHnb cpeacTB W Mep 3amUThl WHGOPMANUH, 1JIs1 KOTOPbIX BBICTABJISETCS
OLICHKA, BKJIIOYAeT:

: U MekceTeBoe
Avaut cobbiTili Mb, ~ .
: : 3aMMOIeHCTRIE

BesonacHocts JIBO § VrpaBieHust CeThiO

i

) » beszonacHocTh pad. cTaHLMi
AHTHBHpYCHAS 3aliuTa ‘

n CEPBEPOB

'-‘:,-E a V);f"‘r

be

HH(pacTpyKTYpbl Windows

30MacHOCThL

Cpeanuii ypoeHs — @ Bpicokui ypoBeH, — esmmTegyinii ypoBeHb

Puc.3 JlnarpaMma 3 GEeKTHBHOCTH CPEICTB U Mep 3alUTHl HHPOPMAIIHH.

Tabnuna 4
Ouenka 3 QeKTHBHOCTH Mep ¥ CPEACTB 3aIIUTH HH(GOPMALUH
. Ouenka
Ne MepsI oGecniedennsi HHGOPMANHOHHOM G€301aCHOCTH Onucanne y
n/n (oTr 0 10 5)

' | Besonacnocts B3ammoneiictust KCITJ] ¢ cetbro WNuTeprer

5 |be3omacHOCTh MEXCETEBOrO B3aUMOACHUCTBHS (MEXKITY CETMEH-
tamu KCITJT)

3 | Be30macHOCTH yIpaBIICHHUS CETHIO

4 | be3onacHOCTb paboOYMX CTAHIMI W CEPBEPOB

> | BesomacHocTh uHbpacTpykTyps! Windows

AHTUBUPYCHas 3alIUTa pabOYMX CTAHIHUIA H CEPBEPOB

bezonacHocTh cucrem IO

[>T IS B e

Aynut coberruit Ub

3akiarouyenue
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7.2. OueHKe MOJIEKAT peann3anus ciaexyomux npoueccos Ub:

YnpasieHHe 10CTYNOM K
HMC/UP

%\'u‘

YnpasneHue
ySI3BUMOCTAMH H

00HOBIEHUEM

[ToBrllLEHME
OCBEIOMJIEHHOCTH §

VYiipasineHue j Yrpasaenue

MHLMIEHTAMH M3MEHEHHUAMH
N o
L Y
N’
Peructpauus u
MOHHUTOPUHT coObITHH VB
CpenHuii ypoBeHb e BpICOKHH YpOBEHb e | ey 1IHH YPOBCHD

Puc. 4. Jluarpamma s dexTuBHOCTH peanusanuu npoueccos Ub.

Tabmuua 5
Onenka 3¢ peXTHBHOCTH Mep U CPEJICTB 3alUTEHI HH()OPMAIMK

Ne o/mx IIpoueccs: UB Onucanme Ounenka (ot 0 10 5)

1 Ynpasnenue nocrynom k UC/UP

2 Vnpasnenue ys3BEMOCTIMH U
yCcTaHOBKOW 0OHOBJeHHI [10

3 YnpasneHne n3MeHEHHIMHU

1 Perucrpanus u MoHHTOPHHT CO-
osrTHit Ub

5 VYpasnenue nnnmaentamu b

6 IloBBIIIEHHE OCBEIOMIIEHHOCTH

COTPYIHHKOB 110 Bonpocam b

3akirroueHue
7.3. BbisiBJIeHHbIE YI3BUMOCTH H CBSI3aHHBbIE ¢ HUMH yrpo3sl

B xozme amamm3a pe3ynbTaTOB MHCTPYMEHTAIBHBIX MPOBEPOK YKA3HIBAIOTCS BBISBICHHBIE
YS3BUMOCTH, KOTOPBbIE MOTYT NPHUBECTH K BOSHUKHOBEHHIO yrpo3 Gm3Hec-mpoueccam Kommanuw.
IIpousBonuTcs 3KCIEpTHAs OLEHKA YPOBHS KPUTHYHOCTH YIPO3BI B 3aBHCHMOCTH OT oOHapyXeH-
HOH ys13BUMOCTH. JlaHHbIe 3aHOCsATCS B Tabuny (Tabnuna 6).

Tabmumna 6
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BBIﬂBﬂeHHLIe YA3BUMOCTH U CBsI3aHHBIC C HUMH yrp03H

N o I ¥Yrpo3a 0uzHec-nponeccam YpoBeHb KDHTHYHO-
o/ Komnanun CTH

1

2

3

4

7.4. BbISIBJIEHHBIE HEAOCTATKH MEP 3AIIHUTEI H CBA3AHHBIC ¢ HUMH YIrPO3bl

B pe3syrnpraTe OIEHKH peali30BaHHBIX 3AIUTHBIX MEp B CETeBOil MH(pacTpykType (ukcu-
PYIOTCS HEJOCTAaTKH, KOTOpbIe MOTYT IIPHBECTH K BOZHUKHOBEHHIO Yrpo3 Om3Hec-nponeccam Kom-
naHuy. [IpousBoauTCs SKCIIEPTHAS OLIEHKA YPOBHS KPUTHYHOCTH YTPO3bI B 3aBUCHMOCTHU OT OOHa-
py>XeHHoro Henocrarka. [lannsie 3aHocstes B Tabnuny (Tabmuma 7).

Tabmauna 7
BeisiBNIeHHBIE HEJOCTATKH 3AIMUTHBIX MEP CETEBOM HHPPACTPYKTYPBI.

Ne i/ | OOHapysKeHHbIi HEOCTATOK ¥Yrposa 6usHec-npoueccam Komnannu YpoBeHb KPUTHYHOCTH

A W

B tabnune 8 npuBeneHa knaccuuKanys YpPOBHEH KPUTHYHOCTH YrpoO3, COOTBETCTBYIOIIUX
BBIBJIEHHBIM HEIOCTaTKaMK MEp 3aIlUTHI U YSI3BEMOCTSIM.

Tabmuma 8
YPOBHM KPUTHIHOCTH YTPO3

YpoBeHb KPUTHYHOCTH Onucanne

Hamrume HEAOCTAaTKa HJIK YA3BHUMOCTHU BJIMACT HAIIPAMYIO Ha 0e3-
OIIACHOCTb KPUTUYHBIX JAaHHBIX HJIM CHUCTEM. Bo3morxHO IIOJIYYEHHUEC

Bricokuit
JOCTylla K KpUTHYHBIM JAaHHBIM IPU ITOMOIMM JKCIUTyaTalldd ysi3-
BHMOCTH
Hamume HenmocTaTka WM YSI3BUMOCTH HAmpsSMYIO HE BIMSET Ha
0€30MacHOCTh KPUTHYHBIX AaHHBIX. [loTydeHne 1ocTyma K KpHTHY-
Crempui HBIM JIJaHHBIM 3a CYET JKCIUTyaTallud YSI3BUMOCTHU WJTH B pe3yJIbTaTe

HEIOCTaTKa Mep 3aIlUThl HEBO3MOXKHO. OJJTHAKO BO3MOXKHO IMOJIyde-
HHE TaKOro JOCTYIIa B CIIyyae HAIWYUS MO0 BOSHUKHOBEHHS U JKC-
IUTyaTalMy IPOYMX YSI3BUMOCTEH COBMECTHO C JaHHOU

Hanuuue ys3BMMOCTH MM HEZOCTAaTKa HE BIUSIET Ha 6€301aCHOCTh
Huskuit KPUTHYHBIX JaHHBIX. BO3MOXXHOCTE moNydeHus H0CTya K KpUTHY-
HBIM JaHHBIM 3HAYMTEIILHO 3aTpyJHEHA JTU00 OTCYTCTBYET

IIpu HEOOXOIMMOCTH KOJIHYECTBEHHON OLIEHKH [IPOM3BOJMTCS PacyeT PHCKA B 3aBUCHMOCTH
OT LEHHOCTH aKTHBa Om3Hec-mpouecca Kommanuw, BBIIBIEHHBIX HENOCTATKOB, yS3BHMOCTEH H
yrpo3. PacueTHOe 3HaUEHHE MOXKET IPHUMEHSITHCS I BHIOOpa M 000CHOBAHHs BHEIPEHMS HEOOXO-
JUMBIX CPEJICTB 3aIlUTHL
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JIMCT perucrpanuu Uu3MeHeHHi

[lopsinkoBbIH
HOMED U3-
MEHEHHUS

OcHoBanmue'

Cpok BBe-
JIEHUS U3-
MEHEHUS

HN3menenus BHEC

0J5(0)

Iloamuce

Jlata BHece-
HUS U3MEHEe-
HUS

[Ipumeuanus

1 . v “ ~
Ccblika Ha AOKYMEHT, paspellaroliiii BHECEHUE U3MEHEHUM U COACPXKAIMK TECT U3BMEHEHMH.
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